DETAILED FINDINGS

From The Benchmark Report:

Cybersecurity Threats and Challenges
to SAP Systems 2026

By Robert Holland

RESEARCH PARTNER w SPONSORED BY q ONAPSIS

SAPINSider




Detailed Findings from the SAPinsider Benchmark Report | Cybersecurity Threats and Challenges to SAP Systems 2026

SAPINSider

LATAM
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Between April and June 2026,
1 SAPinsider surveyed its North
community members to gain Ang/lca
deeper insights into their
cybersecurity strategy and

plans.

The survey explored the biggest Revenue

cybersecurity challenges they 31%

face, the factors influencing

their cybersecurity strategy,

whether they were moving to 19%

SAP Cloud ERP, the challenges 14%

they face in implementing 1% 1%

cybersecurity for SAP, and 8%

where they plan their 6%

cybersecurity investments for .

the future. <$10 million ~ $10 milionto  $50 millionto  $500 millionto $2 bilionto $10 > $10 bilion Other
$49 milion $499 million $2 billion bilion
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2 The participants were e

also asked about their

organizational roles and the 19%

market sector in which their I o
organizations operated.

Industry

1% 1%

8%
I I . -

SAPINSider

3% 3%
. [
Software & Manufacturing  Financial Healthcare &  Energy & Public Sector Retail, Media & Hospitality,
Technodogy & Agriculture  Services &  Life Sciences Natural Distribution, Entertainment Transportation,
Insurance Resources and CPG & Travel
Role
33%
19%
17%
8% 8%
— L —
IT Management IT Operations Systems or Finance Other GRC & Application SAP Team
Business Compliance Development
Architecture
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Top Cybersecurity Threats to SAP Systems

mleaders mMajority mBeginners

Data this year suggests a shift from data-
3 centric concerns to identity or connectivity- . o I 5,85
. ) . ] ] Sccia engireering attacks I © .50
centric threats. With social engineering B 5,63
attacks, insider threats, credentials I 5,54
compromise, connections to other systems, Connections to other systems and/or applications I 19

I
—————— R

and insecure application configurations all

being in the top eight biggest potential Ransomware attacks I 7,04
threats, identity and connectivity-centric 9,00
concerns are certainly front and center for I, .31
Insider threats I .33
respondents. I
I 5,15
This does not mean that data-related threats Credentials compromise I S.69

I 9,25
I, 7,35

are not important as more than half (51%) of

D ORI I S U RIS LS SR EY Cybersecurty skils gap G 5,13
reported that they regarded the business I [ 5,88
processes and data supported by SAP I 7,69

Insecure application configurations I 5,44
I 8,63

disruptions would severely impact revenue, S| o
operations, or compliance obligations. Data exfiltration [ NG 5.25
I 775

applications as mission-critical, and that any
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Factors Most Responsible for Driving Strategy
The most important factor driving cybersecurity and Plans for Cybersecurity

strategy for security leaders continues to be a mleaders mMajority mBeginners

need to protect access to the sensitive and

i i i 9 I 4 6%
S HERE] ¢RI T S Sysiais (o). Need to protect access to sensitive and confidential data in - °
) ) SAP systems °

Protecting the data in SAP systems has been the [
most important factor driving cybersecurity I 31%

i . Pressure to keep systems secure from ransomware and B
strategy in four of the past five years. Although malware attacks 0 ¢

(1]

important, the shift to credentials and

- . ; I 237
EELLIEE - e Tt 9 @l skl S Need to secure systems that are transitioning to the cloud | 11%
has not yet displaced the overarching need to s
protect the data and processes stored in SAP . 237

Need to stop cyber attacks on other systems from
impacting SAP systems I 1%

[
I 23°%

Pressure to keep critical systems and operations online || NG 22%
I

I 23°%
Need for better data protection compliance | 17%
I 10%

systems.
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As has been the case for several years, security

leaders and the respondent majority report that
keeping up with SAP security notes, patches,
and updates remains the biggest obstacle. It is
the second most important challenge for
beginners in security.

In some ways this is surprising, as security
experts and vendors have been talking about
solving patching challenges for years.
However, with the number of patches released
by SAP last year, it becomes easier to see why
applying them in a timely manner continues to
be an issue.
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Biggest Challenges Faced in Securing SAP Systems

mleaders mMajority mBeginners

Keeping up with SAP security notes/patches and updates

Protecting data

Ensuring segregation of duties

Lack of collaboration between security operations and SAP
teams

Lack of cybersecurity resources

Threat or exploit detection

Lack of actionable guidance into high-risk threats

Lack of visibility of SAP systems in InfoSec/ Security
Operations

I, 467
I
I

I, 46°%
|
I

I, 33°%
E
I

I, 31%
B
I

I 31%
0%
[

I 23
|
L R

I 237
0%
B
I 237

-
B



Detailed Findings from the SAPinsider Benchmark Report | Cybersecurity Threats and Challenges to SAP Systems 2026

SAPINSider

For many organizations, scheduling patching
can be difficult, particularly in a global
organization. A lack of resources in
prioritizing, verifying, and validating patches
only makes this even more problematic.

The concern that this brings is that, even
when critical patches are released, a
significant proportion of the SAP community
may not be able to apply them for some time.

Given that at least one vulnerability last year
was under active exploitation before it was
patched, this is hugely concerning from a
cybersecurity perspective.
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Issues Experienced That Lead to Patching Backlog

mleaders mMajority mBeginners

Difficulty validating whether SAP security notes/patches
are properly and correctly applied

Difficulty understanding which SAP security notes/patches
are most critical and higher priority

Difficulty scheduling downtime

Voume of SAP security notes/patches

Need to manually validate that ALM tool’s patch
recommendations are relevant to my SAP landscape

Reluctantto apply SAP security notes/patches that could
impact system availability

Limited resources to apply SAP security notes/patches

Competing business priorities

I 67%
I 40%
HEET 3%

I 507%
I
E

I 507%
I
E

I 507
I
I

I 33°%
0%
0%

I 33%
(]

[ R

E

I 33%
I
0%

I 17%

[
I
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For security leaders, there is an obvious focus

7 on patch and vulnerability management. This
is higher than the resources planned for any
other group.

Additionally, security leaders are investing in
governance and monitoring of Al capabilities.
While this is a topic that seems to be falling
more under the oversight of traditional GRC
teams, it is a crucial one for organizations.

For the respondent maijority, the largest
planned investment area is in audit and
monitoring tools for SAP systems. Security
beginners plan their greatest investment in
data protection and privacy controls.
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Areas of Planned SAP-Specific Cybersecurity Investments

mleaders mMajority mBeginners

I, 67
SAP security patch and vulnerability management || NN 13%

B

I, 5
Governance or monitoring of Al capabiliies | N NN 31°
[

I 507
Data protection and privacy controls | NN 25°-
B

[ e
SAP security skils and managed services | I 13%

B

[ R e
Audit and monitoring tods for SAP systems | I 4<%
[

I 33
Cloud and hybrid security | NG 31°-
[
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How Funding and Resources are Justified
for SAP Cybersecurity

Cybersecurity funding can be based on several

factors. These include: o .
mleaders mMajority mBeginners

- Financial Risk Quantification: Budget is based
on the calculated financial impact of potential
data breaches or system downtime (e.g., 50% 50%
Value at Risk).

« Compliance-Driven: Funding is secured
primarily to meet regulatory or audit 38% 38% 38%
requirements (e.g., SOX, GDPR).

* Qualitative Risk Assessment: Budget is

25% 25%

based on a "High/Medium/Low" threat
landscape determined by leadership.

« Reactive/Incident-Based: Funding is typically
released in response to a specific security

. 8% 8% 8% .
incident or a failed audit. 6% 6%
- Fixed Percentage: SAP security is a fixed, . 0% 0% . 0%
non-negotiable part of the broader ERP or IT Financial Risk Compliance-Driven Qualitative Risk Reactive/ Incident- Fixed Percentage
Quantification Assessment Based

budget.
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The current economic climate is creating
challenges for all respondents. The most
likely scenario for all groups is to evaluate
alternatives to existing solution providers to
reduce costs.

While this is much more likely for security
beginners than other groups, a third of both
security leaders (33%) and the respondent
majority (31%) report they are in the same
situation.

Similarly, a quarter of all respondent groups
report that they need to scale back any
planned investments, and almost as many
report that their security teams have been
forced to reduce staff.
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Impact of Current Economic Climate on Security Objectives

75%

0,
33/031%

Evaluating
alternatives to

existing sdution
providerstoreduce activity despite

costs

mleaders mMajority mBeginners

38%
33%

Izs-/.

25% 25% 25% 25% 25%

III I19%I

Greater demand Need to scale back Security teams

have been forced
to reduce staff

for security due to planned
increased threat investments

financial
constraints

50%
25%
17%
13%
0,
“ I i
No impact Some projects are

on had
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Owner of SAP Cybersecurity Programs

Both cybersecurity leaders and the

N .. mleaders mMajority mBeginners
respondent majority report they have joint
ownership of their cybersecurity programs
between their CIO and CISO.
50%

This level of collaboration is extremely 46%
important because SAP teams are more likely 409/

(1]

to be part of the CIO’s organization while
information security teams bring broader

cybersecurity expertise. All respondents 1% 30%

should aim on moving toward this level of
llaboration. 22%
collaboratio 20%
15%
11% 11% 10%
8%
6%
| -
Joint ownership Information Security Office of the CIO Finance /Audit  Decentralized Business
between CIO and Unit /LoB Ownership

CISO
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Security leaders use a variety of
methodologies when it comes to detecting
and monitoring threats in SAP environments.
Some are using third-party tools while others
have integrated SIEM solutions, SAP tools, or
even XDR.

The respondent majority is primarily using
out of the box solutions such as SAP Solution
Manager, SAP Cloud ALM, and SAP Focused
Run. While these are helpful, they do not
provide the same level of insight or, more
importantly, evaluation as dedicated
cybersecurity solutions.

Security beginners are also using a variety of
tools and solutions to detect threats, but may
in the future need to focus on specific areas
rather than utilizing a multiplicity of
solutions.

© Copyright 2026 SAP insider. All rights reserved.

How Threats are Detected and Monitored
in SAP Environments

mleaders mMajority mBeginners

I, 35
Third-party SAP security tools (e.g. Onapsis, Pathlock, _ 0440/
ERPScan) ° 63,
_ o

I 3%
Manual audits and periodic SAP security assessments || EEENGNGNGNGNGNGENEGEGEGEGEGEGEGE 247
[

I 387
SIEM (SeCUrlty Information and Event Management) _ 31% °
solutions ¢

I 13%
. I 317
SAP Solution Manager (SolMan) /SAP Focused Run B
(FRUN) / SAP Cloud ALM 0
I
I 3%

SAP Enterprise Threat Detection (ETD) [N 44°-
S

I 1%
XDR (Extended Detection and Response) Solutions | 13%
[

I 237
Cloud-native security monitoring (AWS Security Hub, — 38%
Azure Sentinel, Google Security Command Center) © .
_ 0
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Status of Incident Response Plan for SAP-Related
More than two thirds (70%) of respondents Cyber Incidents

1 2 report that their organization has an incident
response plan specifically for SAP-related

mleaders mMajority mBeginners

cyber incidents.

0
Only 38% report that they have tested this >
plan, but this is a significant increase over last
year when only those with the most mature
cybersecurity posture reported having a plan.
What is even more positive is that another
16% are developing a plan and only 10% rely 38% 38%
on general IT security response procedures.
25% 23% 25% 25%
19%
13% 13%
8% 6%
. I 0% I 0% . 0%
Yes,we have awel-  Yes,butithasnot No, but we are working No, we rely on general Not sure
documented and tested  been fully tested ondevelopingone T security response
plan procedures
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Only security leaders are likely to have real-
time application failover and backup
capabilities when it comes to disaster
recovery (DR) for SAP workloads following a
security breach. Most respondents have at
least regular backups while a good proportion
are using cloud-native DR solutions.

What is concerning is the significant
proportions of both the respondent majority
and security beginners that have no
dedicated disaster recovery plan in place for
their SAP environments.
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Ways of Handling Disaster Recovery for SAP Workloads
in Case of a Security Breach

mleaders mMajority mBeginners

0,
7% 75%

54% 54%
50% 50% 50%
38% 38%
25% 25% 25%
19%
15%

Realtime application Regular backups with Cloud-native disaster Retainer for SAP No dedicated SAP
and failover to backup rapid restore recovery solutions Incident Response and disaster recovery plan
SAP systems capabilities Recovery in place
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Respondents were asked to select from 18
different elements that they believed were
required to create a secure environment for
their SAP systems.

Security leaders focused on threat intelligence,
robust passwords, security incident monitoring,
user and authorization management, and
network security.

Beyond threat intelligence and robust
passwords, security beginners were most
focused on network security, database
security, as well as encrypted data and
communications. This reflects that they are still
focused on more reactive capabilities.

The respondent majority are also behind the
curve when it comes to capabilities, such as
threat intelligence, and remain focused on user
and authorization management issues.

© Copyright 2026 SAP insider. All rights reserved.

Most Important Elements Required to Make a Secure
Environment for SAP Systems

mleaders mMajority mBeginners

I 69%
Threat intelligence for SAP applications [ INININIGNGNGEGEGEGEGEGEGEGEGEGEGEGNE 35%
I 50%

I 629
Robustpasswords I 44
I

I 54%
Security incident monitoring and auditlogs | NNNNENEGEGEE 317
B 33%

I 54%
User and authorization management I 50%
BT 33%

I, 54%
Network security [N 447
I

I, 46
Database security I 38
I

I 337%
Data compliance I 13%
B 33%

I 387%
High availability and disaster recovery process [ NIIINNEGEE 25%
B 33%
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Two thirds of respondents plan on moving to
SAP Cloud ERP Private (formerly RISE with
SAP). Those that plan on moving were asked
about their level of knowledge when it came to
the Shared Responsibility Model. What is
notable is just how little respondents were
familiar with that model.

While security leaders had the greatest
average level of knowledge, less than half of all
respondents (42%) had more than a general
understanding of their role under the Shared
Responsibility Model.

It is crucial that organizations dedicate time to
educating teams on the Shared Responsibility
Model and their role in it if they are to keep
their SAP Cloud ERP Private environments
secure.

© Copyright 2026 SAP insider. All rights reserved.

Knowledge About Security Ownership and Roles Under the
Shared Responsibility Model for SAP Cloud ERP Private

mleaders mMajority mBeginners

50%

36%

45%
29%
14%

33%
29% 29%
0,
18% 17%
0% 0% I

Expert - | know exactly what Knowledgeable - | know what Familiar - | have a general ~ Unfamiliar - | believe that
areas SAP owns and which SAP owns and what lown  understanding but needto  SAP is responsible for all

ones my organization is but could use additional spend more time clarifying security aspects of our
required to own for Cloud knowledge on specific areas roles and responsibilities systems in a Cloud ERP
ERP security deployment

* Only asked of those planning on moving to SAP Cloud ERP Private
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Most Concerning Areas of Cybersecurity
in SAP Cloud ERP Private

The SAP Cloud ERP Private model can be very mleaders mMajority mBeginners
1 6 different from more familiar environments.

N 6%
Securing both legacy and new Cloud ERP assets - ’
However, security leaders have identified areas of simultaneously during transition
y Y I 17%

I 57 %
Alor agertic Al capabiliies [ 9%

real threat, including securing both existing and
legacy systems in parallel, agentic Al, and SAP

BTP security. These respondents are even T 3%
concerned about understanding which security I 57
notes need to be prioritized. SAP BTP security | 18%
s
The respondent majority, less informed about I 13

Understanding which SAP Security Notes need to be 0

SAP Cloud ERP Private, are most concerned with prioritized for SAP support

- E
vulnerability management, SAP access to the S
technology stack, and cloud infrastructure. Both I 297
. . Vulnerability management | I 45°
this group and cloud beginners need to learn B 000
more about SAP Cloud ERP Private so they can
y B 14%

more effectively evaluate potential threats. Cloud security training for employees [ 9%

|

I 14%

Threat detection and response | I 18%
N
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* Only asked of those planning on moving to SAP Cloud ERP Private



DRIVERS

* Need to protect access to
sensitive and confidential data in
SAP systems (37%)

* Pressure to keep critical systems
and operations online (34%)

* Pressure to keep systems secure
from ransomware and malware
attacks (32%)

Strategy and Needs
Cybersecurity Plans for SAP

ACTIONS

Regularly implementing patches
and updates (46%)

Integrating SAP system data into
Security Operations (44%)
Training end-users to protect
credentials from social
engineering and other attacks
(37%)

Segmenting and limiting access
to data (32%)

REQUIREMENTS

Fully patched and updated
systems (88%)

Safe password practices (88%)
Real-time monitoring and logging
capabilities (85%)

Cybersecurity tools that integrate
with SAP and non-SAP systems
(80%)

Regular training and education
programs for all employees (80%)
Protecting SAP systems from
zero-day threats before patches
are released (80%)

TECHNOLOGIES

Encrypted/Secure Connectivity (59%)
Continuous Monitoring (54%)
Vulnerability Management (51%)

Dynamic Authorization and Least Privilege
(49%)

Data Encryption (46%)

Security-Driven Networking (35%)
Automated Code Vulnerability Testing
Tools (32%)

Code Vulnerability Analysis (30%)

Threat Intelligence Feeds (30%)
Application-Aware Network Security (30%)
Automated Testing for Compliance (27%)
Embedded Hardware Authentication (22%)
Zero-Trust Models (22%)
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Connecting SAP systems data with tools
being used by Security Operations teams
helps provide a consistent level of monitoring
for those applications.

An example of this type of integration is
currently being positioned by Microsoft
Sentinel, but other partners such as Splunk
have been integrating SAP systems with their
SIEM tools for many years.

This strategy directly connects to the
pressure to keep critical systems and
operations online and the pressure to protect
them from ransomware and malware attacks.

The more a standard baseline can be
established, the more readily any exceptions
can be detected.

© Copyright 2026 SAP insider. All rights reserved.

Strategies Employed to Support SAP Cybersecurity Needs

mleaders mMajority mBeginners

Integrating SAP system data into Security Operations
(ITSM, SIEM, SOC playbook, etc.)

Segmenting and limiting access to data

Deploying tools that will better protect cloud-based
solutions

Implementing automated monitoring and compliance
solutions

Training end-users to protect credentials from social
engineering and other attacks
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Strategies are important, but organizations
must fulfill specific requirements to
implement strategies.

This year, respondents emphasized
protection for cloud-based systems, safe
password practices, cybersecurity tools that
integrate SAP and non-SAP systems, and
cybersecurity tools that provide consistent
protection across cloud and on-premise
environments.

These requirements connect directly to the

strategy of deploying tools that better protect

cloud-based solutions, and doing more with
less when it comes to budget, since tools will
work across the enterprise landscape rather
than being solution specific.

Safe password practices also support the
need to protect against identity-centric
threats.
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Requirements for Cybersecurity for SAP Systems

mleaders mMajority mBeginners

Cybersecurity protection for cloud-based sdutions

Safe password practices

Cybersecurity tods thatintegrate with SAP and non-SAP
systems

Cybersecurity tods that provide consistent protection
across cloud and on-premise environments

Protecting SAP systems from zero-day threats before
patches are released

Threat intelligence

Real-time monitoring and logging capabilities

I 100%
I
I

I, 100%
I 78%
I

I 100%
I 67%
I

I, 100%
I
I

I 02%
I
I

I, 92%
I 67%
I

I, 927
I
I
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Security leaders are already using the
technologies that will provide them with a real-
time status on SAP systems and help protect
the data in those systems.

The respondent majority is lagging
significantly in the implementation of these
technologies, as they are still moving from a
reactive to proactive posture.

Interestingly, security beginners are more
likely to have some technologies deployed
than the respondent majority, though they are
still more focused on setting up existing
environments than moving to technologies that
will provide a more proactive foundation.
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Technologies Being Used to Support Cybersecurity Strategy

mleaders mMajority mBeginners

I 55%
Continuous Monitoring NG 25%
I

A, 77 %%
Dynamic Authorization and Least Privilege | R 19%
I 63%

I 69%
Vunerability Management I 357
I

I 69%
Encrypted/Secure Connectivity I 44
I

I 629
Data Encryption N 25%
I
I 547
Application-Aware Network Security = 0%
B
I 54%
Security-Driven Networking I 13%

I
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Security leaders are already starting to
deploy capabilities like behavioral analytics,
embedded hardware authentication, and
XDR that will continue to expand SAP
systems monitoring.

The respondent majority is focused on
catching up with what they are not already
running today. This includes zero-trust
models, automated testing for compliance,
and security-driven networking, all tools that
security leaders are already leveraging.

Cybersecurity beginners are most focused
on code vulnerability analysis, vulnerability
management, and embedded hardware
authentication as they race to catch up and
build a foundation that provides more
proactive insights.
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Technologies Being Implemented to Support
Cybersecurity Strategy

mleaders mMajority mBeginners

., 69%
Behavioral Analytics I 35
I

I, 627
Embedded Hardware Authentication I 44
I

I 54
XDR I 387%
I

I 54 %
Code Vulnerability Analysis - I 447
I

I 54%
Zero-Trust Models - I 637
BT 38%

I 46%
Automated Testing for Compliance NN 56%
B 383%

I 46%
Security-Driven Networking I 567
T 38%
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Since security leaders are more likely to be
2 1 using or implementing many of these

technologies, they are less likely to be

evaluating them for future usage.

The respondent majority are focused on
evaluating technologies like XDR, Ul
masking, and behavioral analytics, which will
help transition to a more proactive posture.

Security beginners continue to chase some
of these technologies. Their primary focus is
on Ul masking, XDR, Threat Intelligence, and
Behavioral Analytics. However, respondents
in this group need to find a way to jump start
their cybersecurity strategy or they will
become even more vulnerable.
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Technologies Being Evaluated to Support
Cybersecurity Strategy

mleaders mMajority mBeginners

I 15%
Automated Code Vulnerability Testing Tools [ N 25%
EET 3%

I 15%
Ul Masking I 387
I

I 15%
Zero-Trust Models I 19%
E—

I 15%
Embedded Hardware Authentication [ 6%
EET | 3%

I 8
Automated Testing for Compliance I NN 13%
EET 3%

I 87
XDR I 44%
L

I 5%
Application-Aware Network Security I 13%
BT | 3%
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