October 2025

SAPINSider

DETAILED FINDINGS o

From The State of the Market Report:

GRC in SAP Environments

By Susan Galberaith

RESEARCH PARTNER w SPONSORED BY OAPOS © pathlock Saviynt M VERTEX




Detailed Findings from the SAPinsider State of the Market GRC in SAP Environments Report

SAPINsider

Index

© Copyright 2025 SAP insider. Al rights reserved.

1 About this Report

2 Environmental Drivers

3 Project Approaches

4 Maturity

5 Governance & Process Management

6 Environmental Drivers

7 Actions & Capabilities Required for Success

8 Technologies, Data & Automation

9 Risks Management & Security Threats

10 Financial Governance

11 Budgets & Investments

12 Leadership, Team Structure, & Skills



Detailed Findings from the SAPinsider State of the Market GRC in SAP Environments Report

SAPINsider

1 About this Report _ ,
This year's report brings together research conducted from 2023 through 2025. 339 respondents throughout

those years shaped this state of the market view of governance, risk, and compliance (GRC) in SAP®
environments. Surveys are conducted anonymously. Respondents have the option to provide their email at
the end of the survey. Interviews are conducted post research to validate findings. Responses are counted
when email addresses and |IP addresses are unique. Findings are rounded to the nearest percentage.

This report wholistically looks at the people, processes, and technologies driving GRC practices in
organizations within SAP technology landscapes worldwide. SAPinsider uses a proprietary DART Model
Framework to set context for the environmental factors driving practices, then identifies the actions,
requirements, and technologies organizations use to manage how they address these impacts through their
practices, partnerships, and technology ecosystems.

Get an Analyst to Attend Your Next Event

Each year SAPinsider analysts travel globally to present research findings driving thought leadership that
sets the stage for events. For more information about having an analyst attend, cover, or present at your next
event contact Susan.Galberaith@\Wellesleyglobal.com.

Become a Sponsor

Sponsorship of SAPinsider reports provides your organization with a way to shape thought leadership.
Sponsors get an opportunity to add questions, hear early findings, and review reports prior to publication.
Post publication, sponsors are named in findings webinars, marketing, and social promotions.

Reproduction and Sourcing
This report is the intellectual property of SAPinsider. Reproduction or use of report contents in whole or part
through any channel or medium requires attribution to SAPinsider and the analyst named as author.

© Copyright 2025 SAP insider. Al rights reserved.
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Regions of Operation’

12%

1 About this Report

28%
. 57%
Respondent Demographics

3%

® North America ® Latin America ® EMEA = APJ ANZ

Industry1

25% ~
21% 21%
20% -
o, o, o,
15% - 14% 14% 14%
10% -
7% 7%
5% A
0% 0%
0% ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘
Industrial & Media & Financial Hospitality, Retall, Software &  Public Services Energy, Oil & Mining, Natural
Manufacturing  Entertainment Services & Transportation & Distribution, Technology & Health Care Gas Resources, &
Insurance Travel eCommerce Agriculture

© Copyright 2025 SAP insider. Al rights reserved. 'Based on 2023, 2024, and 2025 respondents.
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1 About this Report

Respondent Demographics over 50,000 FTEs [N 17
10,001-50,000 FTEs [N 252
5,001-10,000 FTEs [ AR s
1,001-5,000 FTEs [N 14°%
501-1,000 FTEs (NN s°
101-500 FTEs | NEEEEEE 14
Less than 100 FTEs | o
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© Copyright 2025 SAP insider. Al rights reserved. 'Based on 2023, 2024, and 2025 respondents.
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Roles'

1 About this Report 1.16%

2.91% /-2-33%
1.16% _ 0-98%

Finance and Tax

Res po ndent Demogra ph ics Professional Services and Consulting
3.49%
1.74%
GRC, Risk, Audit, Compliance,
and Legal
Information Technology, 157
Software and Infrastructure
= Finance/Tax = GRC/Risk/Audit’Compliance/Legal
= Human Resources/Benefits/Administration = Information Technology/Software/Infrastructure
= Operations Security/Information Security
= Professional Services/Consulting = Managed Services/Oursourcing
= Business Development/Sales = Manufacturing/Production

= Product Development = Other

© Copyright 2025 SAP insider. Al rights reserved. 'Based on 2023, 2024, and 2025 respondents.
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Revenues'

1 About this Report
30%

Respondent Demographics - 24% 24%

21%
20%

16%
15%

12%
10%

5%

0%
Less than $50M $50M to $199M  $200M to $2B Between $2B and Over $10B USD
USD USD UsD $10B USD

© Copyright 2025 SAP insider. All rights reserved. 'Based on 2023, 2024, and 2025 respondents.
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60% Cybersecurity, fraud risk
exposure

53% Technology modernization
27% Emerging technologies
(e.g., generative Al, agentic Al,
automation)

27% Organizational change and
workforce readiness (e.g., M&A,
globalization, return to work)

State of the Market GRC

60% Automating GRC processes
to reduce manual effort and
improve efficiency

53% Centralizing control, testing
monitoring and remediation
workflows

40% Establishing enterprise-
wide visibility into risk,
compliance, and fraud

47% Automated intelligent risk
detection, exception handling
and remediation workflows.
40% Centralized validated and
accessible data across risk and
compliance.

20% Integration between SAP
GRC and operational systems.
20% Security monitoring and
threat detection integration with
compliance.

From the SAPinsider Report | State of Market GRC

47% Zero trust Architecture — SAP
IAG, SAP BTP Security Services
47% SAP Process Control

40% SAP Process Control Data
Privacy Controls

43% SAP Privacy and Governance
Center

40% SAP GRC

33%% SAP Analytics Cloud

33% User Behavior Analysis (UBA —
SAP Business Integrity Screening,
SAP Enterprise Threat Detection
23% SAP Business Integrity
Screening



Environmental
Drivers

In 2023, regulatory complexity
(44%) and cybersecurity threats
(44%) were top concerns, with
technology upgrades (59%) also
driving investment. By 2025,
cybersecurity, fraud, and risk
exposure surged to 60%,
becoming the dominant factor,
while technology modernization

remained high at 53%.

© Copyright 2025 SAP insider. Al rights reserved.
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Factors impacting’ GRC strategy and investments.

Geopolitical & Economic Disruption - 7%
(e.g., tariffs, global trade shifts,
supply chain volatility) 19%
Organizational Change & Workforce _ 27%
Readiness (e.g., M&A, globalization, return-to-
office, skills gaps, change management) 43% 39% 23%
. . 2 2
Emerging Technologies & Innovation _ 27% Globalization R Lels
(e.g., generative Al, automation,
predictive analytics in GRC) 59%

Technology Modernization
(e.g., SAP S/AHANA migration, cloud
adoption, digital transformation initiatives)

53%

Cybersecurity, Fraud & Risk Exposure
(e.g., cyber threats, fraud detection,
business continuity, third-party risk) 44%

60%

Regulatory Complexity & Change
(e.g., EST mandates, tax and trade

20%

compliance, data privacy laws) 44% 20%
Rising Cost
7%
Other - ¢ of Compliance?
0% 10% 20% 30% 40% 50% 60% 70%

2023 m 2025

'Based on 2025 and 2023 respondents. 2023 responses mapped to 2025 based on description.
22023 questions without a direct map to 2025 responses.
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Environmental Key regulations1 the organization will spend significant
Drivers time and resources to meet.

In 2023,GRC teams reported

that the most time-consuming Other (please specify) 4%
regulations to manage were

Cross-border commerce 34%
Sarbanes-Oxley (42%) and GDPR
(41%), reflecting the ongoing Trade compliance 25%
complexity of financial controls , ,

International tax/tariffs 26%
and data privacy compliance. E-
commerce sales tax/VAT and New Revenue Recognition standards 24%
cross-border commerce (both at E-commerce sales tax/VAT .
34%) also demanded significant
attention. These concerns International Accounting Standards/IFRS 29%
persist in 2025. Sarbanes Oxley 42%
GDPR 41%
0% 5% 10% 15% 20% 25% 30% 35% 40% 45%

'Based on 2023 respondents.
© Copyright 2025 SAP insider. Al rights reserved.
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Organization’s approach to managing GRC' systems
and initiatives within the SAP ecosystem.

3 Project Approaches

Co-Sourced SAP GRC Model: SAP GRC responsibilities
are shared between internal teams and external SAP partners

. . or system integrators, with joint accountability for outcomes and
Hybrid approaches dominate? compliance.

13%

(60%) as identified by Fully Outsourced (SAP Managed GRC Services): End-to-end
SAP GRC operations, including technology, configuration, and
compliance execution—are fully managed by a third-party SAP

Given the breadth of functional partner or service provider.

SAP Technology Fully Outsourced / Business-Led: All SAP

GRC technologies are outsourced to SAP-certified partners or
Risk, Finance, Tax, IT — and the managed service providers, while internal teams retain control
over GRC strategy and compliance processes.

respondents to the 2025 survey.

areas associated with GRC -

complexity of technology

Hybrid — SAP Technology Outsourced / Business-Led: Some
SAP GRC components (e.g., SAP GRC Access Control or SAP
not surprising. Cloud Identity services) are managed by external providers (e.g.,
via SAP partners or managed services), but strategic oversight and
governance remain internal.

environments these results are

60%

Fully In-House (SAP-Centric): All SAP GRC technologies and
initiatives are implemented, managed, and maintained internally
using in-house SAP expertise and resources.

20%

None of the above 7%

© Copyright 2025 SAP insider. Al rights reserved. 'Based on 2025 respondents.
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Project Approaches

In scope for formalized GRC
initiatives overall Finance, Tax,
& Treasury (67%), Data, Privacy
& Security (60%), Procurement
& Supply Chain (53%), Leegal,
Risk & Compliance
Management. Other areas align
as they become priority to the

business.

© Copyright 2025 SAP insider. Al rights reserved.

Business areas currently in scope’ of formalized GRC
systems or initiatives within your SAP environment?

None of the above

Other (please specify) 1

7%

v Marketing & Sales

27%

v Strategy, Planning & Enterprise
Performance

A

40%
v Legal, Risk & Compliance
Management
13%

v Human Capital & Workforce
Compliance

'Based on 2025 respondents.

60%
v Data Governance, Privacy &
Security

67%

v Finance, Tax & Treasury

53%

v Procurement & Supply Chain

20%
v Manufacturing, R&D, and Quality
Management
13%

v Sales, Customer Service &
Commercial Operations



Project Approaches

SAP GRC and related tools are
utilized within certain
departments, but cross-
functional integration remains
limited and inconsistent (33%)
across organizations.
Departments are also relying on
standalone SAP and non-SAP
systems (33%) with little to no
integration, resulting in
fragmented operations and

limited shared governance.

© Copyright 2025 SAP insider. Al rights reserved.
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The level of integration of GRC systems' and initiatives across

departments.

Not Sure/Don’t Know

Fully Integrated — Enterprise-Wide SAP GRC Integration - All
relevant departments operate on a unified SAP GRC platform with
shared data, workflows, and controls integrated across SAP and partner
systems.

Mostly Integrated — SAP-Centric with Some Silos: Most
departments use integrated SAP GRC tools and share data, but

a few still operate independently or use non-integrated systems.

Partially Integrated — Departmental SAP usage with
Limited Cross-Functionality: Some departments use SAP
GRC or related tools, but integration across business units is
limited or inconsistent.

Minimally Integrated — Isolated SAP and Non-SAP
Systems: Departments use separate systems (SAP or
otherwise) with minimal coordination or shared governance
processes.

Not Integrated — Departmental Autonomy with No SAP
GRC Alignment: Each department manages compliance
independently with no shared SAP GRC tools or processes.

'Based on 2025 respondents.

7%

7%

7%

13%

SAPINsider

33%

33%

0%

10% 20%

30%

40%



Detailed Findings from the SAPinsider State of the Market GRC in SAP Environments Report

SAPINsider

Project Approaches Number of apps integrated! with SAP that are
(or should be) included in compliance scope.

50%
Applications within scope for 1 449
compliance activities increased 409, 40%
0
between 2023 to 2025, with
. - 35%
notable growth in organizations
o,
managing 11-20 and 30+ SAP- S 27% 27%
integrated apps in scope for GRC 25% 209,
0
initiatives. 20%
15% 14% 13%
10% 6% it
5%
0%
0%
0-5 6-10 11-20 21-30 30+
2023 m2025

'Based on 2023 and 2025 respondents.
© Copyright 2025 SAP insider. Al rights reserved.



Maturity

80% of respondents in this
year’s study place themselves at
Level 3—where GRC is
integrated into business
processes with formal
governance and enabling
technologies. This maturity level
signals meaningful progress but
also reveals a critical inflection
point. In today’s volatile
regulatory and cyber risk
environment, remaining at this
“Established” level without
advancing to Level 4 poses

significant risks.

© Copyright 2025 SAP insider. Al rights reserved.
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Maturity level’ of GRC ecosystem as perceived by organization.

Level 4 - Optimized/Leading: GRC is embedded in the
organizational culture. Continuous improvement is driven by data
and analytics. Automation, predictive insights, and enterprise-wide
integration are in place. GRC supports strategic objectives.

Level 3 - Established/Advanced: GRC is integrated into business
processes. There is formal governance structure, regular risk
assessments, and use of enabling technologies. Reporting is

consistent and supports decision-making.

Level 2 - Developing/Basic: Some GRC processes are defined
and repeatable. Policies exist but are inconsistently applied. Risk
and compliance are managed in isolated systems or spreadsheets.

Level 1 - Initial/Ad-hoc: GRC activities are reactive, informal, and
siloed. There is little to no documentation, and compliance is driven
by external pressure rather than internal strategy.

'Based on 2025 respondents.

0%

. 7%
-

0% 20% 40%

SAPINsider

60%

80%

100%
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Governance structures’ in place to ensure compliance

Governance ) _ i
5 with data privacy regulations.

& Process Management

Gaps in governance appeared this year.
Formal data classification policies are Centralized Data Privacy Office or Function 47%

slightly more common (53%), but
Cross-functional Data Governance Committee 40%
integrated privacy controls and employee

. Designated DPO or Equivalent Role 40%
training programs are less common (47%).

Our findings reveal that while some Regular Privacy Impact Assessments and Audits 47%
foundational governance structures are in Formal Data Classification and Handling Policies
place to support data privacy compliance, Integrated Privacy Controls in IT and Bus. Systems

adoption remains uneven. Only 47% of

Ongoing Employee Training & Awareness Programs
respondents report having a centralized

data privacy office or conducting regular Process? for Tracking Process?
. . Tracking Changes Format
privacy impact assessments. -Automated 35%
87% Yes 7% No -Hybrid 52%

-Spreadsheets 11%

'Based on 2025 respondents.

© Copyright 2025 SAP insider. Al rights reserved. 213% selected “other” without identifying the structure in place.
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Strategic actions' being taken across SAP solutions, integrated

Actions & Capabiliti :
ctions & Lapabilities platforms and third-party tools to strengthen the GRC system.

Required for Success

This year’s study showed a 70%
strategic shift toward 60%
. . 0 0 0,
enterprise-wide integration, eltas i
(o]
mation, and intelligence in

automation, and intelligence 0%
GRC within SAP environments. 20

(o]
Businesses are prioritizing 40%

33% 33%

centralized visibility into risk,

30% 27% 27%
compliance, and fraud (40%)
and automating GRC processes 20% 20%
(60%) to reduce manual effort
and improve efficiency. 10% 1
=

Establishing Automating GRC Integrating identity, Enhancing Embedding Unifying access Centralizing control Mitigating cross-  Outsourcing non-
enterprise-wide processes to access, and readiness for  advanced analytics and security testing, monitoring,  functional and strategic tasks
visibility into risk,  reduce manual entitlement evolving legal, and Al into GRC governance across and remediation  cross-application such as remittance
compliance, and effort and improve governance. regulatory, and  decision-making. hybrid workflows. risk through and filing.
fraud. efficiency. industry mandates. environments. integrated controls.

'Based on 2025 respondents.
© Copyright 2025 SAP insider. Al rights reserved.



Actions & Capabilities
Required for Success

The 2025 business requirements
reveal that SAP-centric
organizations are prioritizing
intelligent, integrated, and
scalable GRC strategies.
Centralized, validated data
across risk, compliance, and
audit functions (40%), and
automation of risk detection

and remediation (47 %).

© Copyright 2025 SAP insider. Al rights reserved.
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Business requirements’ most important to enabling execution of GRC strategy.

Other

Mass user access management capabilities
(e.g., lock/unlock, role reassignment

Agility to adapt GRC processes to evolving regulatory
and business requirements

Security monitoring and threat detection integrated
with compliance workflows

Scalable audit tracking and evidence management
aligned with enterprise risk

Single sign-on and federated identity management
for secure, seamless access

Integrated identity and access governance, including
automated provisioning and deprovisioning

Documented, standardized, and centrally managed controls framework

Tight integration between SAP GRC platforms/solutions
and operational systems

Real-time, analytics-driven GRC reporting and risk quantification

Automated and intelligent risk detection, exception handling,
and remediation workflows

Centralized, validated, and accessible data across risk,
compliance, and audit functions

"Based on 2025 respondents.

0%

0%
I 207
I 207

0%

I 7
I 137
I 12
I 207
L A

SAPINsider

N, 47 %

N, 40 %

0% 10% 20%

30%

40%

50%
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Privacy controls’ in place or planned in SAP GRC Financial

Planning and Analytics environments.
Technologies, Data 9 y

& Automation

SAP Business Integrity Screening 23% 23% 15% 38%
Real-time detection of suspicious or non-compliant activity
involving personal or sensitive data.

SAP Privacy Governance leads

. . SAP Analytics Cloud (SAC) — Privacy-Aware Reporting
adoption, with 43% already Role-based access, data masking, and audit logging to 33% 13% 20% 33%

implementing and 36% protect sensitive data in dashboards and planning reports.
()

evaluatlng, SIgnaIIng strong SAP Financial Compliance Management Automation

- ) . ; ) : 15% 8% 31% 46%
interest in centralized policy and of financial and privacy-related compliance tasks, including
audit trails and segregation of duties.
compliance management. SAP
Process Control Data Privacy SAP Process Control Data Privacy Controls Automation 40% 13% 20% 27%
. and monitoring of privacy-related internal controls, including
Controls Automation follows encryption, retention, and access logging.

closely at 40%. )
SAP Cloud Identity Access Governance (IAG)

Cloud-based identity and access management with real-time risk 29% 14% 21% 36%
analysis and policy enforcement across hybrid environments.

SAP Privacy Governance Centralized . ) 5 5
management of data privacy policies, risk assessments, and 43% 7% 36% 14%
compliance obligations across SAP and non-SAP systems.

Implementing Bl Imp.12/14 Mo. ll  Evaluating g No plans I

1
© Copyright 2025 SAP insider. Al rights reserved. Based on 2025 respondents.
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SAP technologies or frameworks used or investing in to
ensure data, access, and minimize insider threats.

43%
. 07,
. A
Tech nO|OgIes, Data N/ | 207/,
. 36% .
& Automation ————————————— T 0%
. . s aie e . . I 7%,
Organizations are prioritizing Privileged ——— 13%
I | 3/,
Access Management (PAM) through SAP GRC Using a third-party solution ~ EE—— 1/
I 147/,
Access Control Firefighter ID, with 46.67% w %
currently using and 13.33% relying on third- —— 4 /) 23
. . . _ 47%
party solutions, S|gnalmg strong focus on Evaluating e 21,
: I ] 4
controlling emergency access. e ——————— 207 o
A
I 1| 37/,
— A
Implementing in 12-24 months _ 0%
I 149,
I 137
0%
Role-Based Access Control (RBAC) - SAP GRC Access Control (Role Management, SoD Analysis) o _o°/ 7%
Attribute-Based Access Control (ABAC) - SAP Cloud Identity Services, SAP BTP Context Aware Access X .
|mp|ernent|ng - _____________WplA
Identity and Access Management (IAM) - SAP Cloud Identity Access Governance (IAG) A
13%
I 1| 37/,
Zero Trust Architecture - SAP IAG, SAP BTP Security Services i 13%-
I 7%
User Behavior Analytics (UBA)- SAP Business Integrity Screening, SAP Enterprise Threat Detection Currently Using 'S 7,
I 9
Endpoint Detection and Response (EDR)- Third-party integration with SAP security monitoring. e — 13.3/04 %
— 0,
Encryption and Tokenization - SAP Data Custodian, SAP ILM 33%
0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

© Copyright 2025 SAP insider. Al rights reserved. 'Based on 2025 respondents.



Technologies,
Data & Automation

Organizations are relying heavily

on SAP Process Control (47%)
and the SAP Integrated GRC
Suite (40%) for monitoring,
assessing, and reporting
enterprise risk, signaling a
strong preference for
automation and unified
platforms. SAP Risk
Management (27%) and SAP
BCP (27%) are moderately
adopted, reflecting growing
attention to enterprise risk
planning and business

continuity.

© Copyright 2025 SAP insider. Al rights reserved.
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SAP solutions used to monitor, asses, and report on GRC risk’

across the enterprise.

Manual or spreadsheet-based risk tracking.
Third-party integrated solutions across the risk ecosystem.

Joule/SAP Al Core - Al/ML-driven analytics for risk reporting
and policy drafting.

SAP Privacy Governance, Compliance & Risks -
Regulatory management platform.

SAP BCP - Business continuity and disaster recovery planning.

SAP Enterprise Threat Detection - Cyber risk quantification
and IT risk management tools

SAP Analytics Cloud (SAC) - To create risk dashboards,
scorecards, predictive analytics and integrated reporting.
SAP Business Integrity Screening - Real-time detection
of fraud, anomalies, and suspicious transactions.

SAP Financial Compliance Management - Finance-specific risk
and control automation aligned with regulatory requirements.

SAP Process Control - Automated control monitoring, issue
remediation, and risk-based compliance testing.

SAP Risk Management - Enterprise risk identification,
assessment, mitigation, planning and reporting.

SAP Integrated GRC Suite - Unified platform
combining Access Control, Risk Management, Process
Control, and Audit Management.

'Based on 2025 respondents.

A
I 27 %%
I 70

I 20 %
I 27
A

I 70

A
A

N, 47 %

I 27 %

I 40 %

0% 10% 20% 30%

40% 50%
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Challenges faced with managing data quality’ and integrity.

Technologies,
Data & Automation
50% -
47%
s N 45% -
The most cited issue is limited
40% 40% 40%
visibility into data lineage and 40%
rovenance (47%), which makes
P (47%), 35% - 33% 33%
it difficult to trace data sources
0, -
and ensure accuracy. Data silos 30% 279 279
across departments and lack of 25% -
ownership for data quality (both
20% -
40%) further complicate
governance, while rapid data 15% - 13%
growth and complexity adds 10%
pressure on existing systems.
5% -
00/0 T T T T T T T T 1
Data silos across Lack of ownership Inconsistent data Manual data entry Limited visibility Insufficient tools Difficulty Rapid data growth Lack of real-time
departments or  oraccountability  standards or and processing into data lineage for data validation integrating data and complexity. data quality
systems. for data quality. definitions. errors. and provenance. and cleansing. from legacy monitoring.

systems.

1
© Copyright 2025 SAP insider. Al rights reserved. Based on 2025 respondents.
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GRC processes automated’ within 1-2 years.

Technologies,
Data & Automation

70%

59%
Progress is being made in 60%
54%
automating core GRC processes
e s . . 50%

within SAP environments, with ’ 45% -
Access Control (60%) and User

40% 35% 36% 36%36%
Role Provisioning (55%) leading 319,

i ’ 30%
the way. Identity Management 30% \ ’
. 2% 24% .
and Internal Controls also show 25% 23%
. ege . . 9 18%18%
significant automation, while Al o
. . 12%

Cybersecurity Threat Detection ’

10% 7%
and GRC Reporting are 5% 5% l
emerging priorities for the next 0% . .

Access Control Identity Intemal Controls Cybersecurity User role Identification of GRC reporting Trade Promotion Fraud Detection Other (please

1-2 years. Management Monitoring and Threat Detection provisioning and Segregation of  and analysis Management specify)

Management management Duties conflicts

B Automated B Automate in 1-2 Yrs.

1
© Copyright 2025 SAP insider. Al rights reserved. Based on 2024 respondents.
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Perceived benefits of implementing Al and automating’ finance.

Technologies,
Data & Automation
80%
70%
The most cited benefit is 70%
increased efficiency for GRC —-
(o]
0,
processes (70%), followed by 499, 499, 51%
. o ° ° 48%
reduced time to manage 50%
approvals, exceptions, and 40%
. 34%
disputes (51%) and reduced ’
.. 30%
overhead for GRC activities °
49%).
(49%) 20% _—
10%
1%
O% |
Separate Reduced overhead Increased Improved customer Greater visibility More time for GRC Reduce time to Other (please
customizations  for GRC activities efficiency for GRC experience and and planning professionals to manage approvals, specify)
from digital core processes satisfaction accuracy focus on higher- exceptions, and/or

value tasks disputes

1
© Copyright 2025 SAP insider. Al rights reserved. Based on 2024 respondents.
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Technologies,

. Level of automation implemented or planned within the next 1-2 years.
Data & Automation

60%
Top results show that 48% of
respondents already use 00 48%
intelligent automation for

42% 41%
exception handling and 40%
decision-making, while 33% 33%
have plans to advance adoption 30% .
0
of Al-driven automation. Basic 23%
RPA is actively used and 26% 20% 17%
implementing now or in the 12%
future, and 41% started the 10%
4% 4%
adoption journey in 2024, with
oPe _ o H N
23% with engaged now or in the Basic RPA and scripts More intelligent automation (can High degree of intelligent Just getting started Other (please specify)
handle exceptions and low-level  automation (using generative Al

near future. decision making) and advanced decision

making/exception handling)

® |mplemented ®Implementin 1-2 Yrs.

1
© Copyright 2025 SAP insider. Al rights reserved. Based on 2024 respondents.
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Risk Management Areas of risk prioritized! over 12 to 18 months.
& Security Threats

In SAP environments Talent and workforce risks | NI 13°,
’
respondents for 2025 are Technology and digital transformation risks [ NG| |Gc<czN 7%

prioritizing cybersecurity and Reputational risks | 0%

Fraud and "bad actor" risks | EGczEINNGEE 13
(47%) as their top focus areas, Financial and liquidity risks 13%
reflecting growing concerns Third-party and supply chain risks | R I 272,

over data breaches and evolving Geopolitical and macroeconomic risks | Gzl 7%

mandates such as tax

data protection (47%) and

regulatory and compliance risks

ESG and sustainability risks | 0%
Operational resilience and continuity risks [ . 272,
Regulatory and compliance risks | ENEEEE ., 47 %
Cybersecurity and data protection | N, 47 %

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%

compliance and privacy laws.

) L ) 'Based on 2025 respondents.
© Copyright 2025 SAP insider. Al rights reserved.
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Risk Management Frequency of risk assessments’ and register updates.
& Security Threats

. 0 0
One-third of 2025 respondents 35% 33%
conduct continuous risk 30%
assessments (33%), while most
T 25%
others rely on periodic updates,
] 20% 20%
biannual (20%) or annually 20%
(20%).
15% 13%
10%
7% 7%
5%
0%
Continuously - Real-time  Quarterly - Formal Biannually - Updates Annually - Risk Ad hoc - Updates occur  No formal process.
or rolling updates based updates occur every occur twice a year. assessmentsand  only when major events
on dynamic risk three months. registers are updated orincidents arise.
monitoring. once per year.

1
© Copyright 2025 SAP insider. Al rights reserved. Based on 2025 respondents.
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Risk Management Security threats' posing the greatest risk.
& Security Threats

80% -
Phishing (74.71%) and malware
attacks (58.62%) were the top 70% 1
security concerns for SAP GRC 60% -
leaders in 2023, followed by

50% -
password attacks (45.98%) and
denial-of-service (33.33%). 40% 7
These threats remain highly 30% -
relevant in 2025, as phishing

20% -
and ransomware continue
prevalently in attacks?3. 10% 1

0% -
Malware attack Password attack ~ SQL injection attack Denial-of-Service Zero-Day exploit Phishing attack Other (please
attack specify)

Report includes a spotlight on 2025 SAPinsider Security Report Key Findings by Robert Holland

'Based on 2023 respondents.

© Copyright 2025 SAP insider. Al rights reserved. 3 State of Cybersecurity 2025, CompTIA, p.25.



https://reports.weforum.org/docs/WEF_Global_Cybersecurity_Outlook_2025.pdf
https://lecbyo.files.cmp.optimizely.com/download/310bdbd09efe11f084e10eedcaafd9f8
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Automation of financial close’ and consolidation processes.

Financial
Governance
50% 47%
0
Financial close and
45%
consolidation processes in SAP
. . 40%
environments remain largely
. o 33%
manual or semi-automated. 35% °
Only 13% of respondents have 30%
fully automated processes, 259,
while 33% report mostl
P y 20%
automated workflows. The
. . . 15% 13%
majority (47%) are still partially
0,
automated. e 7%
- -
0%
Fully automated - End-to-end Mostly automated - Key processes Partially automated - Automation is Manual - Processes are primarily
automation with minimal manual  are automated, but some manual limited to specific tasks or manual and spreadsheet driven.
intervention. steps remain. departments.

'Based on 2025 respondents.

© Copyright 2025 SAP insider. Al rights reserved.
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Financial Financial system integration with risk' and compliance
Governance data for real-time insights.

Only 13% of respondents have

fully integrated financial

systems with risk and 60%
Y 53%
compliance data, while 53% o
50%
report partial integration and
0,
33% rely on minimal, manual el 3
33%
data sharing. 30%
20%
13%
10%
0%
0%
Fully integrated - Real-time Partially integrated - Some ~ Minimally integrated - Limited No integration
data sharing across finance, systems are connected, but integration, datais shared
risk, and compliance systems. data is not fully synchronized. manually or infrequently.

1
© Copyright 2025 SAP insider. Al rights reserved. Based on 2025 respondents.
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Budgets &
Investments

Budgets compared to 2023 are
increasing according to 47% of
respondents. Far fewer
organizations are seeing
decreases in budgets as
compared to 2023 (down to 7%
from 23%).

© Copyright 2025 SAP insider. Al rights reserved.

50%
45%
40%
35%

30% -

25%
20%
15%
10%
5%
0%

Budget Size 20231

46%

29%

23%

1%
: —
Our budgetis Our budgetisthe Our budgetis  Other (please
larger same smaller specify)

Based on 2023 and 2025 respondents.

50%
45%
40%
35%
30%
25%
20%
15%
10%

5%

0%

Budget Size 20251

7%

47%

40%

7%

H

Will decrease  Will decrease Stay the same Willincrease  Will increase

significantly

slightly slightly significantly
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Budgets & GRC related investments in 2023.
Investments

In 2023, GRC leaders focused Other (please specify) HEEEE 5%

investments on cybersecurity Risk Management I 25,

(51%), access controls (39%), Process controls NN 322

Access controls I 39%
Cybersecurity NN 51 %
Data privacy IIIIIIININIENGEGEGEEEE 25,

User provisioning [ NN 31%

Tax compliance NN 16,

and segregation of duties (33%),
reflecting the urgency to secure
SAP environments and prevent
fraud. Audit management
(31%), user provisioning (31%),

and process controls (32%) were
Trade management and compliance I 10%

Fraud management [N 230,
Audit management |GGG 31
Segregation of duties I NN 33

also key priorities, supporting
compliance and operational

integrity.

0% 10% 20% 30% 40% 50% 60%

1
© Copyright 2025 SAP insider. Al rights reserved. Based on 2023 respondents.



Detailed Findings from the SAPinsider State of the Market GRC in SAP Environments Report

Skills

Survey results show that
responsibility for GRC is widely
distributed across organizations,
with the CIO/CISO (49%) and
CFO (28%) emerging as the most
common leaders. Other
significant roles include Head of
Internal Audit (19%) and
Head/Director of Risk
Management (17%), reflecting
strong ties to risk and assurance

functions.

© Copyright 2025 SAP insider. Al rights reserved.

Leadership, Team Structure &

Responsible for GRC' in organization.

Dedicated Al/Automation Team
IT Manager

Director of Internal Controls
Director of Accounting

Director of Finance

Other (please specify)

CTO

CIO/CISO

CEO/President

COO

Controller

VP/Director of Accounting Systems
CFO

Chief Accounting Officer

Head of Internal Audit
Head/Director of Risk Management
Chief Legal Officer/Head of Legal Services
Chief Compliance Officer

"Based on 2023 through 2025 respondents.

5%,

s 10%

A

= 2%

3%

I g,

0%
I 06 ¥/,

I 49 %,

0%

0%

I 1%

I 7Y%,
I 03 %,
IS Y%

I 19 %,
I 139,

I 7%,

0% 10% 20% 30% 40%

SAPINsider

50%

60%
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Leadership, Team Structure & Number of fulltime employees’ on GRC team.

Skills
45% -
Team sizes vary, while most are 400 40%
small (1-5 members), others are ’
quite large with over 30 or more 35% -
members. Larger teams are 30% - 279,
(1]
common in highly regulated 25% |
industries (e.g., . 20%
pharmaceuticals, financial °
services, oil and gas, energy). 15% - 13%
10% -
5% A
0% 0%
-
1to 5 6 to 10 11 to 20 21 to 30 More than 30

1
© Copyright 2025 SAP insider. Al rights reserved. Based on 2025 respondents.



Detailed Findings from the SAPinsider State of the Market GRC in SAP Environments Report

SAPINsider

Leadership, Team Structure &
Skills

In 2025, 80% anticipate no
change, up from 68% in 2023.
Fewer expect growth only 7%
foresee an increase, compared

to 24% in 2023.

© Copyright 2025 SAP insider. Al rights reserved.

Growth expected in size of team1.

90%

80%

70%

60%

50%

40%

30%

20% e

10% 8%

Will decrease in size

Based on 2023 and 2025 respondents.

80%

68%

2025 2023

No change

24%
2023

7%
]

Will increase in size
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Leadership, Team Structure &
Skills

In 2023, GRC professionals
prioritized skills in SAP S/AHANA
(57%), Cybersecurity (38%), and
Cloud and Identity Management
(35%), alongside core areas like
user roles, analytics, and

automation.

Skills Development

Controls Monitoring and

Cybersecurity Management
12% 9%

Automation
Internal Audit 10%

5%

SAP GRC 12.0
8% User roles and
provisioning
10%

Cloud and Identity
Management
11%

Legal
3%

SAP S/AHANA
19%

'Based on 2023 respondents.

© Copyright 2025 SAP insider. Al rights reserved.
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