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rExecutive Outlook

This SAPinsider report presents a comprehensive
analysis of Governance, Risk, and Compliance (GRC)
practices across SAP landscapes, based on data from
339 respondents between 2023 and 2025.

The findings reveal a dynamic shift toward
automation, integration, and intelligence in GRC
strategies, driven by cybersecurity threats, regulatory
complexity, and technology modernization.

Strategic Drivers and Priorities

Organizations are increasingly automating GRC processes (60%) and centralizing
control workflows (53%) to improve efficiency and visibility. Cybersecurity, fraud,
and risk exposure are the top environmental drivers (60%), along with technology
modernization (53%) and Al (27%).

GRC Maturity and Integration

80% of respondents place themselves at Level 3 maturity, where GRC is integrated
into business processes with formal governance and enabling technologies.

However, few have reached Level 4 where GRC initiatives are enterprise-wide,
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indicating a gap in optimization and predictive capabilities. Only 13% report fully
integrated GRC systems across departments, while 66% operate in silos or with

limited integration.

Technology Adoption and Automation

SAP Process Control (47%) and the SAP Integrated GRC Suite (40%) are the most
widely used tools for risk monitoring and compliance. Most organizations are
combining these solutions with third-party technologies (e.g., Pathlock, Saviynt,
OneTrust, SailPoint). Privileged Access Management (PAM) via SAP Firefighter ID is
actively used by 47% of respondents, highlighting the focus on emergency access
control. Intelligent automation for exception handling is already implemented by
48%, with 33% planning further Al adoption.

Data and Privacy Governance

While 53% have formal data classification policies, only 47% have centralized privacy
offices or conduct regular privacy impact assessments, indicating uneven adoption
of privacy governance. SAP Privacy Governance and SAP Process Control Data
Privacy Automation are leading technologies in this space. Only 38% have a fully

automated system for tracking governance changes.

Risk Management and Security Threats

Top prioritized risks include cybersecurity and data protection (47%) and regulatory
compliance (47%). Phishing (75%) and malware attacks (59%) remain the most cited

security threats.

Financial Governance

Only 13% of organizations have fully automated financial close processes, with 47%
still partially automated. Integration between financial systems and risk compliance
data is limited (13%).

Leadership and Team Structure
GRC responsibility is most held by the CIO/CISO (49%) and CFO (28%), reflecting the

cross-functional nature of GRC oversight. Most GRC teams are small (1-5 members),

though larger teams are found in highly regulated industries.
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DART

MODEL FRAMEWORK

DRIVERS

ACTIONS

REQUIREMENTS

TECHNOLOGIES

STATE OF THE
MARKET GRC

60% Cybersecurity, fraud risk exposure
53% Technology modernization
27% Emerging technologies (e.g., generative Al, agentic Al, automation)

27% Organizational change and workforce readiness
(e.g., M&A, globalization, return to work)

60% Automating GRC processes to reduce manual effort
and improve efficiency

53% Centralizing control, testing monitoring and remediation workflows

40% Establishing enterprise-wide visibility into risk, compliance, and fraud

47% Automated intelligent risk detection, exception handling
and remediation workflows

40% Centralized validated and accessible data across risk and compliance
20% Integration between SAP GRC and operational systems

20% Security monitoring and threat detection integration with compliance

47% Zero trust Architecture — SAP IAG, SAP BTP Security Services
47% SAP Process Control

40% SAP Process Control Data Privacy Controls

43% SAP Privacy and Governance Center

40% SAP GRC

33% SAP Analytics Cloud

33% User Behavior Analysis (UBA - SAP Business Integrity Screening,
SAP Enterprise Threat Detection

23% SAP Business Integrity Screening



Organizations operating in SAP environments face increasing pressure to modernize Governance, Risk,
and Compliance (GRC) practices amid rising regulatory complexity, digital transformation, and audit
fatigue. Our research reveals that many enterprises still rely on manual control testing and fragmented
access governance, which limits visibility and increases risk exposure. GRC landscapes are dimensional
and diverse. We see SAP-centric approaches as well as a strong reliance on third-party solutions.

Organizations leaning into or inheriting third-party solutions are integrating GRC platforms to extend
SAP’s capabilities across hybrid landscapes. Vendors such as Pathlock, SailPoint, Saviynt, OneTrust,
BlackLine, Trintech, and Experian, offer automation, continuous control monitoring, and identity
solutions that span SAP and non-SAP environments — as lifecycle offerings or with specialized
capabilities. These platforms are included in our research to showcase how together with SAP-native
offerings they support the full GRC lifecycle.

Environmental Drivers
Impacting Strategy and Investment

Between 2023 and 2025, the strategic priorities shaping GRC investments have shifted in response
to evolving risk landscapes (Figure 1). In 2023, regulatory complexity (44%) and cybersecurity
threats (44%) were top concerns, with technology upgrades (59%) also driving investment.

By 2025, cybersecurity, fraud, and risk exposure surged to 60%, becoming the dominant factor,
while technology modernization remained high at 53%.

Regulatory complexity is also still identified as a contributing factor at 20%, but emerging
technologies like generative Al and predictive analytics gained traction (27%), reflecting growing
interest in the use of innovation to minimize risk profiles and manage GRC. Organizational change and
workforce readiness also rose in importance, signaling that leaders are increasingly aware of the
balance needed between automation and human intervention operationally in GRC.
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Environmental Drivers of GRC Strategy Investments'

Geopolitical & Economic Disruption
(e.g., tariffs, global trade shifts,
supply chain volatility)

Organizational Change & Workforce
Readiness (e.g., M&A, globalization, retum-to-
office, skills gaps, change management)

Emerging Technologies & Innovation
(e.g., generative Al, automation,
predictive analytics in GRC)

Technology Modernization
(e.g., SAP S/4HANA migration, cloud
adoption, digital transformation initiatives)

Cybersecurity, Fraud & Risk Exposure
(e.g., cyber threats, fraud detection,
business continuity, third-party risk)

Regulatory Complexity & Change
(e.g., EST mandates, tax and trade
compliance, data privacy laws)

Other

7%

19%

27%

27%

20%

7%

c, .
; I

0 10% 20% 30%

W 2023

'Based on 2025 and 2023 respondents. 2023 responses mapped to 2025 based on description.
22023 questions without a direct map to 2025 responses.

Regulations

43% 39%

Globalization?

23%

| 599

53%

60%
44%
44% 20%
Rising Cost
of Compliance?
40% 50% 60% 70%
m 2025

In 2023, GRC teams reported that the most time-consuming regulations to manage were Sarbanes-
Oxley (42%) and GDPR (41%), reflecting the ongoing complexity of financial controls and data privacy
compliance. E-commerce sales tax (VAT) and cross-border commerce (both at 34%) also demanded
significant attention, highlighting the operational burden of global digital transactions. International
Accounting Standards (29%) and trade-related regulations such as tariffs and compliance (25-26%)
added further complexity. These findings underscore the need for integrated technologies that can
streamline compliance across financial, tax, and data domains.

© Copyright 2025 SAP insider. All rights reserved.

SAPinsider Benchmark Report | SAPinsider State of the Market GRC | 7

Remote Work?



© Project Approaches

Now is an opportune time for SAP leaders to put more priority on cross-functional native and third-
party solutions that integrate across the SAP GRC landscape. Hybrid models show up as preferred by
respondents this year. They offer the flexibility of specialized technologies and expertise with deep
integration into SAP operational and the broad landscape of SAP GRC solutions. There is also a focus
by GRC leaders in expanding initiatives to broader functional departments. This requires not only strong
integration, but governance frameworks that can flexibly scale across existing and emerging regulatory
requirements.

Operating Models

60% of organizations indicate operating in a hybrid SAP GRC model, outsourcing technology
components like Access Control or Identity Services while retaining internal governance. This is not a
surprise. Hybrid approaches can extend teams and technologies when specialized requirements need
to be met in highly regulated industries like financial services, life sciences and energy. Supply chain
governance, which is at the forefront of our global economy, is also driving increasingly complex
customs compliance, cross-border taxes and ESG requirements. There are some fully in-house SAP-
centric organizations (20%), but this approach is not as common.

Scope of GRC Initiatives

Scope for GRC initiatives in SAP environments is expanding beyond traditional cohorts to include
broader operational business partners (Figure 2).

_

Scope of GRC Iniatives Expanding

Procurement and Supply Chain

67%

Finance, Tax & Treasury

60%

Data Governance, Privacy
& Security

Strategy, Planning
& Enterprise Performance

40% .
(4] HR and Worforce Compliance
Legal, Risk & Compliance

Management

Sales, Customer Service &
Commercial Operations



GRC initiatives are expanding beyond the most common functional collaborators into other functional
business areas: Finance, Tax, and Treasury (67%); Data Governance, Privacy, and Security (60%); and
Legal, Risk, and Compliance Management (40%). Procurement and Supply Chain (53%) functions
participation is more pronounced given the strain these global ecosystems are seeing, including the call
for supply chain diversification (e.g., nearshoring). Resilience in supply chains is a critical driver of
expanding participation in broader GRC initiatives. Other functional departments are also emerging as
within scope in GRC initiatives indicating organizations are maturing how they govern: Strategy,
Planning, and Enterprise Performance (26%); HR and Workforce Compliance (13%); Sales, Customer
Service, and Commercial Operations (13%).

Minimal Integration Across SAP GRC Landscapes

Integration across the SAP landscape is partial or minimal (Figure 3). SAP GRC and related tools are
utilized within certain departments however, cross-functional integration remains limited and
inconsistent (33%) across organizations. Departments are also relying on standalone SAP and non-SAP
systems (33%) with little to no integration, resulting in fragmented operations and limited shared
governance. Very few respondents (7%) indicate operating in an environment where all relevant
departments operate on a unified SAP GRC platform with shared data, workflows, and controls
integrated across SAP and partner systems. 13% of organizations are operating with “no” SAP GRC
alignment, where departments are managing compliance independently with no shared SAP GRC tools
or processes. As we continue to see SAP GRC landscapes mature (including the use of third-party
solutions), organizations will gain more visibility, governance, and control.

_

Integration of GRC Systems and Initiatives Across Departments'

Not Sure/Don’t Know

‘ | 7%
Fully Integrated — Enterprise-Wide SAP GRC Integration - All
relevant departments operate on a unified SAP GRC platform with i )
shared data, workflows, and controls integrated across SAP and partner ‘ T%

systems.
Mostly Integrated — SAP-Centric with Some Silos: Most
departments use integrated SAP GRC tools and share data, but

i 0
a few still operate independently or use non-integrated systems. 7%

Partially Integrated — Departmental SAP usage with
Limited Cross-Functionality: Some departments use SAP
GRC or related tools, but integration across business units is _ 33%
limited or inconsistent.
Minimally Integrated - Isolated SAP and Non-SAP
Systems: Departments use separate systems (SAP or _

otherwise) with minimal coordination or shared governance
processes.

33%

Not Integrated - Departmental Autonomy with No SAP
GRC Alignment: Each department manages compliance
independently with no shared SAP GRC tools or processes.

13%

0% 10% 20% 30% 40%

'Based on 2025 respondents.



Number of Applications within Scope Expands

Between 2023 and 2025, the number of SAP-integrated applications within the GRC scope increased.
Fewer organizations report “0-5 apps” (down to 40%), while greater numbers of respondents are indicat-
ing broader compliance coverage with “11-20 apps” at 20% (up from 14%) and “30+ apps” at 13% nearly
doubling (up from 8%). This is another signal that organizations should be focused on getting to Level 4
maturity where GRC processes, practices, and technologies are managed enterprise-wide.

Maturity

Transforming GRC from a cost center into a strategic enabler of resilience, trust, and performance
requires aligning risk intelligence with business objectives. This is how organizations will unlock the true
value of GRC across the enterprise. 80% of respondents in this year’s study place themselves at Level
3, where GRC is integrated into business processes with formal governance and enabling technologies
(Figure 4).

This maturity level signals meaningful progress but also reveals a critical inflection point. In today’s volatile
regulatory and cyber risk environment, remaining at this “Established” level without advancing to Level 4,
poses significant risks. Without enterprise-wide integration, predictive analytics, and automation, hall-
marks of an optimized GRC program, organizations may struggle to proactively manage emerging threats,
regulatory shifts, and audit fatigue.

SAP GRC solutions such as SAP Risk Management, SAP Process Control, and SAP Access Control offer
the capabilities to move beyond compliance-driven activities toward Level 4, which results in strategic
enablement. Realizing this potential requires GRC leaders to take decisive action to harmonize siloed

risk and compliance data, embed continuous control monitoring, and leverage embedded analytics
and Al to drive real-time insights.

_

Perception of GRC Maturity

13%

Level 1
Initial/Ad-hoc

GRC activities are
reactive, informal, and
siloed. There is little to
no documentation, and
compliance is driven by
external pressure rather
than internal strategy.

7%

Level 2
Developing/Basic

Some GRC processes
are defined and
repeatable. Policies exist
but are inconsistently
applied. Risk and
compliance are
managed in isolated
systems or
spreadsheets.

80%
Level 3
Established/Advanced

GRC is integrated into
business processes.
There are formal
governance structures,
regular risk assessments,
and use of enabling
technologies. Reporting
is consistent and
supports decision-
making.

0%

Level 4
Optimized/Leading

GRC is embedded in the
organizational culture.
Continuous improvement
is driven by data and
analytics. Automation,
predictive insights, and
enterprise-wide
integration are in place.
GRC supports strategic
objectives.



© 5. Governance & Process Management

Gaps in governance appeared this year which expose organizations to regulatory risk, reputational
damage, and operational inefficiencies, especially as global data privacy laws grow more complex and
enforcement intensifies. Formal data classification policies are slightly more common (53%), but
integrated privacy controls and employee training programs are less common (47%). While some
foundational governance structures are in place to support data privacy compliance, adoption remains
uneven. Only 47% of respondents report having a centralized data privacy office or conducting regular
privacy impact assessments. And just 40% have a designated Data Protection Officer or a cross-
functional governance committee. Governance structures and practices can only meet compliance
requirements if there is cross-functional alignment across GRC, Finance (including Tax), and IT.

Examples of Cross-Functional Coordination

Data Classification and Access Controls

To comply with GDPR or CCPA requires cross-functional coordination. Without alignment, data may be
misclassified or exposed to unauthorized users, increasing compliance risk.

Classify personal data Define the policies Implement technical Ensure that sensitive

and restrict access and risk thresholds. controls using SAP financial and tax data is

based onroles. Access Control, Identity appropriately
Management, and categorized and
third-party solutions. protected.

Privacy Impact Assessments (PIAs)

SAP Process Control can automate documentation and evidence collection, but only if all three
functions collaborate on input and workflows.

Initiate PIAs to evaluate risks Provides system architecture Identify financial data flows and
associated with new systems or  insights and ensures technical regulatory obligations.
processes. safeguards are in place.
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Incident Response and Breach Management

In the event of a data breach, SAP Risk Management can support scenario modeling and impact
analysis, but its effectiveness depends on shared ownership and integrated data across departments.

Coordinate regulatory reporting.  Investigates and remediates Assess financial exposure and
the breach. communicates with auditors.

Processes for Tracking Governance Changes

More work is needed to ensure that formalized and automated systems exist for tracking governance
process changes. Most organizations (85%) report having a process in place to track governance
changes, signaling strong awareness of the need for oversight and adaptability in today’s regulatory
environment. However, only 35% have fully automated systems. 52% rely on a combination of manual
and automated methods, and 11% still use spreadsheets. This

mixed approach introduces risk, particularly in environments with

frequent regulatory updates or complex SAP landscapes. To

ensure governance processes remain current and auditable, o
organizations must prioritize automation and integration across o
SAP landscapes. Doing so will reduce manual errors and improve

visibility across compliance functions.
Fully automate

governance tracking.

Insights for Leaders

e GRC Leaders: Formalize governance frameworks and align

privacy oversight with enterprise risk management.

Champion cross-functional collaboration and embed privacy

controls into SAP GRC technologies like those found in SAP Process Control and SAP Risk
Management.

o IT Leaders: Prioritize integration of privacy-by-design into systems architecture. Leveraging SAP
Identity Management and SAP Access Control to help enforce data handling policies and automate
compliance.

« Finance Leaders: Ensure privacy impact assessments are part of financial reporting cycles and
advocate investment in privacy automation to reduce compliance costs and improve transparency.
Data privacy is increasingly tied to financial risk and audit exposure.
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Actions Leaders are Taking to Ensure Success

The actions leaders are driving organizations to take in 2025 reflect a strategic shift toward enterprise-
wide integration, automation, and intelligence in GRC (Figure 4). Organizations are prioritizing
automating GRC processes (60%) and centralized visibility into risk, compliance, and fraud (40%) to
reduce manual effort and improve efficiency. SAP technologies such as SAP Risk Management, SAP
Process Control, and SAP Access Control are central to these efforts, enabling real-time monitoring,
automated control testing, and streamlined access governance.

_

Strategic Actions Across the SAP Landscape to Strengthen GRC"

T0%
60%
60%
53%
50%
40%
40%
33% 33%
30% 27% 27%
20%
20%
10% I 7%
O
Establishing Autamating GRC Integrating identity, Enhancing Embedding Unifying access Centralizing control  Mitigating cross-  Qutsourcing non-
enterprise-wide processes to access, and readiness for advanced analytics and security testing, monitoring,  functional and strategic tasks
visibility into risk, reduce manual entitement evalving legal, and Al into GRC govemnance across and remediation cross-application such as remittance
compliance, and effort and improve govemance. regulatory, and  decision-making. hybrid workflows. risk through and filing
fraud. efficiency. industry mandates. environments. integrated controls.

'Based on 2025 respondents.

Third-party vendors are playing a critical role. Pathlock provides deep integration with SAP for control
automation, access governance, and continuous monitoring across applications. Saviynt also offers
identity and access governance solutions that support hybrid environments and entitlement
management. These, and tools from many other vendors (e.g., SailPoint, One Identity) help
organizations unify access controls, mitigate cross-functional risk, and embed compliance into business
workflows.

© Copyright 2025 SAP insider. All rights reserved. SAPinsider Benchmark Report | SAPinsider State of the Market GRC | 13



GRC leaders are prioritizing the use of advanced analytics and Al (27%) to support decision-making. Al
is driving new ways for GRC professionals to work from using SAP Analytics Cloud (SAC) “Just Ask,” for
natural language queries to analysis capabilities inherent in SAP Datasphere as part of SAP Business
Technology Platform (BTP). However, advanced use of tools like SAP SAC and Joule for predictive
analytics and Al-driven risk reporting remain underutilized (7%), suggesting a gap in leveraging data
intelligence. Al is also being infused through third-party tools like Pathlock’s analytics engine and
Saviynt's risk-based access intelligence to embed Analytics into the SAP GRC ecosystem. These
technologies enable SAP-centric organizations to move beyond reactive compliance toward proactive,
data-driven governance that aligns GRC strategy with business performance.

When asked what requirements are needed by the business to drive GRC modernization success,
respondents shared proactive, data-driven governance and automation of risk detection and
remediation as top priorities. GRC leaders are leveraging both SAP-native and third-party technologies
to adapt quickly to regulatory change, secure hybrid environments, and align risk management with
enterprise performance. SAP-centric organizations are prioritizing intelligent, integrated, and scalable
GRC strategies. Centralized, validated data across risk, compliance, and audit functions (40%) is
essential as are unified control frameworks (13%) to enable real-time oversight. Automation of risk
detection and remediation (47%) is becoming a key focus as organizations shift to more proactive risk
management postures. GRC leaders also expressed the importance of tight integration between SAP
GRC platforms and operational systems (20%) to ensure compliance is embedded into daily operations.

a7 % 40%

Automation Centralized,
of risk detection validated data across
and remediation. risk, compliance, and
audit functions.

© Technologies, Data & Automation

Privacy Controls

There is maturity in implementing privacy controls within SAP GRC and financial planning environments.
SAP Privacy Governance adoption with 43% already implementing and 36% evaluating, signaling strong
interest in centralized policy and compliance management (Figure 5). SAP Process Control-Data
Privacy Controls follows closely at 40% implementing, reflecting a focus on automating internal privacy
controls. For the 36% evaluating solutions, OneTrust integrates with SAP and provides privacy
compliance and governance capabilities for managing GDRP, CCPA and other global regulations.
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Privacy controlsin place or planned in SAP GRC
Financial Planning and Analytics environments.

SAP Business Integrity Screening
Real-time detection of suspicious or non-compliant activity
involving personal or sensitive data.

SAP Analytics Cloud (SAC) — Privacy-Aware Reporting
Role-based access, data masking, and audit logging to
protect sensitive data in dashboards and planning reports.

SAP Financial Compliance Management Automation
of financial and privacy-related compliance tasks, including
audit trails and segregation of duties.

15% 8%

SAP Process Control Data Privacy Controls Automation
and monitoring of privacy-related internal controls, including
encryption, retention, and access logging.

SAP Cloud Identity Access Governance (IAG)
Cloud-based identity and access management with real-time risk
analysis and policy enforcement across hybrid environments.

SAP Privacy Governance Centralized
management of data privacy policies, risk assessments, and
compliance obligations across SAP and non-SAP systems.

Implementing M Imp.12/14 Mo. M Evaluating g No plans [

'Based on 2025 respondents.

SAP Cloud Identity Access Governance (IAG) lags, with only 29% implementing and 36% having no
plans despite identity governance being critical for hybrid environments. Pathlock, SailPoint and
Saviynt, also provide SAP-integrated cloud-based solutions that support advanced identity lifecycle
management. Pathlock is strong in SAP-centric GRC organizations looking for real-time risk
management. SailPoint ideal for organizations looking for a lifecycle solution that supports diverse
identity types (e.g., human, machine, robotic). Saviynt strong for organizations looking to secure hybrid
environments using a cloud-first solution.

SAP Business Integrity Screening also trails with 38% having no plans, despite its role in detecting
suspicious activity. This lower level of adoption is surprising given heightened focus on modernizing
supply chain compliance and signals a stronger reliance on third-party solutions (e.g., Thomson
Reuters, Experian, GAN-Integrity, CertifID).

SAP Financial Compliance Management is the least prioritized, with 46% reporting no plans to consider
the solution. In the SAPinsider Automating the Record to Report and Financial Close process report by
Rizal Ahmed and Grant Suneson, 85% of finance leaders indicated that “fully documented and

© Copyright 2025 SAP insider. All rights reserved. SAPinsider Benchmark Report | SAPinsider State of the Market GRC | 15


https://sapinsider.org/research-reports/automating-the-record-to-report-and-financial-close-process-blackline?hs-embed-af=t

electronic audit trail plays a major role in meeting their financial
goals.” This strong emphasis on transparency and compliance
suggests that respondents may be seeking alternative compliance
tools (e.g., BlackLine, Trintech, Workiva) or addressing these
needs using other SAP solutions (e.g., SAP Process Control, SAP
Audit Management).

Recommendations for Leaders

e GRC Leaders: Accelerate adoption of SAP Privacy
Governance and SAP Process Control to standardize
frameworks and automate compliance.

« IT Leaders: Close identity governance gaps by deploying SAP
IAG, complemented by advanced entitlement and federated
identity management solutions (Saviynt and SailPoint) for
fine-grained access control, automated provisioning and
deprovisioning, continuous compliance, and risk-based
access certification across hybrid environments.

* Finance Leaders: Consider SAP Financial Compliance
Management with privacy controls to protect sensitive
financial data and meet audit requirements.

Data Access and Minimizing Insider
Threats

Organizations are prioritizing Privileged Access Management
(PAM) through SAP GRC Access Control Firefighter ID, with 47%
currently using and 13% relying on third-party solutions (e.g.,
CyberArk, BeyondTrust), signaling strong focus on controlling
emergency access (Diagram 6). Role-Based Access Control
(RBAC) adoption is moderate at 33%, while Attribute-Based
Access Control (ABAC) and Identity and Access Management
(IAM) remain underutilized, with only 13-14% currently using and
over 35% reporting no plans. Zero Trust Architecture shows
emerging interest, with 29% implementing and 21% evaluating, but
Data Loss Prevention (DLP) and User Behavior Analytics (UBA) lag
significantly 40% and 27% respectively report no plans. Encryption
and tokenization tools such as SAP Data Custodian and SAP ILM
also show limited adoption (14%), despite their importance for
sensitive data protection.

INSIDER

PERSPECTIVE

“As regulatory
demands for
safeguarding
export-controlled
information continue
to rise, enterprises
need to go beyond
traditional role-based
access models.”

PIYUSH PANDEY
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SAP Frameworks/Technologies for Data Access
& Minimizing Insider Threats'

43%

I 20 %,

36%

Using a third-party solution S ———————— 147

33%
47%

Evaluating I — 21 %5
Implementing in 12-24 months 0%

implementin g 20 %,
I 7 %,
I 13
13;:

13%

Currently Using ne— 7

_1 3%;%
f———————————
e e ———

Foy
)]

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
'Based on 2025 respondents.

Role-Based Access Control (RBAC) - SAP GRC Access Control (Role Management, SoD Analysis)
Attribute-Based Access Control (ABAC) - SAP Cloud Identity Services, SAP BTP Context Aware Access
|dentity and Access Management (IAM) - SAP Cloud Identity Access Governance (IAG)

Privileged Access Management {(PAM) - SAP GRC Access Control (Firefighter ID)

Zero Trust Architecture - SAP |IAG, SAP BTP Security Services

User Behavior Analytics (UBA) - SAP Business Integrity Screening, SAP Enterprise Threat Detection

Endpoint Detection and Response (EDR) - Third-party integration with SAP security monitoring.
Encryption and Tokenization - SAP Data Custodian, SAP LM
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Recommendations for Leaders

¢ GRC Leaders: Expand beyond RBAC and PAM to include
ABAC and Zero Trust considering SAP |IAG, Pathlock,
and SailPoint for integrated controls.

o IT Leaders: Prioritize DLP, UBA, and EDR with SAP
Enterprise Threat Detection, and consider
complementing it with identity governance from
third-party vendors (e.g., Saviynt, SailPoint).

* Finance Leaders: Implement encryption and
tokenization for financial data using SAP ILM and if
considering third-party solutions OneTrust for privacy
compliance across global mandates.

Data Quality and Integrity

Data quality and integrity remain significant challenges for
organizations (Figure 7). The most cited issue is limited
visibility into data lineage and provenance (47%), which
makes it difficult to trace data sources and ensure accuracy.
Data silos across departments and lack of ownership for
data quality (both 40%) further complicate governance,
while rapid data growth and complexity add pressure on
existing systems. Inconsistent data standards (33%) and
manual entry errors (33%) highlight operational
inefficiencies, and 27% report insufficient tools for validation
and cleansing.

Real-time monitoring is also lacking (27%), leaving
organizations vulnerable to compliance and reporting risks.
These findings underscore the need for integrated data
governance frameworks and automation to maintain trust
and transparency. Poor data quality can lead to inaccurate
risk assessments, compliance failures, and financial
misstatements exposing organizations to regulatory
penalties and reputational damage.

INSIDER

PERSPECTIVE

“Ildentity-based
attacks are rising at
an alarming rate, and
organizations remain
overwhelmed with
keeping clean
environments.”

VIBHUTI SINHA

47 %

Limited visibility

into data lineage and
provenance is a key
challenge
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Challenges faced with managing data quality and integrity.’

50‘}’0
47%
45%
40% 40% 40%
40%
35% 33% 33%
30%
27% 27%
25%
20%
15% 13%
10%
5%
0% ~ — T - — . — — —— -
Data silos across Lack of ownership Inconsistent data Manual data entry  Limited visibility  Insufficient tools Difficulty Rapid data growth Lack of real-time
departments or  or accountability standards or and processing  into data lineage for data validation integrating data  and complexity data quality
systems. fior data quality. definitions 2ITors and provenance. and cleansing. from legacy monitoring.

systems.

'Based on 2025 respondents.

Recommendations for Leaders

e GRC Leaders: Consider implementing SAP Process Control and Privacy Governance for
standardized data policies and automated monitoring.

« Finance Leaders: Explore SAP Financial Compliance Management (FCM) and SAP Analytics Cloud
for validated, auditable financial data, especially if already using SAP Advanced Financial Close
(AFC) and looking to strengthen financial governance and automation across the close cycle. SAP
FCM also compliments SAP’s Gold Standard Financial Close by BlackLine and Trintech, extending
compliance capabilities (e.g., periodic checks for real-time control monitoring, manual or semi-
automated policy enforcement embedded in SAP workflows, advanced change management
tracking).

o IT Leaders: Deploy SAP Master Data Governance, complemented by privacy compliance (e.g.,
OneTrust) and secure data access (e.g., Pathlock, Saviynt).
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Monitoring, Assessing and Reporting on GRC Risk

Organizations are relying heavily on SAP Process Control (47%) and the SAP Integrated GRC Suite
(40%) for monitoring, assessing, and reporting enterprise risk, signaling a strong preference for
automation and unified platforms (Figure 8). SAP Risk Management (27%) and SAP Business Continuity
Planning (BCP) 27% are moderately adopted, reflecting growing attention to enterprise risk planning
and business continuity. However, advanced tools like SAP Analytics Cloud (SAC) and Joule/SAP Al
Core for predictive analytics and Al-driven risk reporting remain underutilized (7%), suggesting a gap in
leveraging data intelligence. Additionally, 33% of respondents still rely on manual or spreadsheet-based
tracking, which introduces inefficiencies and compliance risks. Third-party integrations (27%) indicate
that organizations are supplementing SAP capabilities with external solutions (e.g., Archer,
MetricStream). Embedding predictive analytics and automation across GRC workflows will help
organizations achieve real-time visibility and resilience.

_

SAP solutions used to monitor, asses, and report
on GRC risk across the enterprise.’
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Recommendations for Leaders

e GRC Leaders: Accelerate adoption of integrated platforms and Al-driven analytics to move from
reactive compliance to proactive risk intelligence.

* Finance Leaders: Reduce audit fatigue with SAP Financial Compliance Management to automate
finance-specific controls, when considering third-party integrated solutions Archer and
MetricStream are also options.

o IT Leaders: Strengthen cyber risk monitoring using SAP Enterprise Threat Detection,
complemented by identity governance and access security tools provided by third parties like
Pathlock, Saviynt, and SailPoint.

GRC Process Automation

Automating core GRC processes within SAP environments is on the rise, with Access Control (59%) and
User Role Provisioning (54%) leading the way (Figure 9). Identity Management (45%) and Internal
Controls (31%) also show progress in automation. Cybersecurity Threat Detection (43%) and GRC
Reporting and Analysis (36%) continue as priorities for the next one to two years. Planned automation
for Cybersecurity Threats and GRC Reporting suggests organizations are moving toward proactive risk
management and capturing real-time compliance insights. Overall, the trend reflects a shift from basic
access and control automation toward advanced, integrated processes that leverage SAP GRC tools
and third-party solutions for analytics.

_

GRC processes automated.
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Perceived Benefits of Automation and Al Adoption

Al and automation are expected to deliver transformative benefits across finance and GRC processes
(Figure 10). The most cited benefit is increased efficiency for GRC processes (70%), followed by
reduced time to manage approvals, exceptions, and disputes (51%), and reduced overhead for GRC
activities (49%). Nearly half (48%) of respondents anticipate gaining more time for GRC professionals to
focus on higher-value tasks, such as mitigating risks, modeling risk scenarios, and preventing data
attacks. Improved customer experience and satisfaction (49%) and greater visibility and planning
accuracy (34%) also rank high, while separating customizations from the digital core (15%) is less of a
priority. These findings underscore how automation and Al are

shifting focus from the operations of governance and compliance

to enabling strategic agility and resilience. As mentioned earlier

in this report, realizing these benefits requires advancing use of o
Al and automation beyond reactive compliance toward proactive, O
data-driven governance that aligns GRC strategy with business

performance.

Adopting Al to
Increase GRC
Efficiency

_

Benefits of implementing Al and automating finance.
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Recommendations for Leaders

e GRC Leaders: Prioritize Al-driven automation of internal controls and GRC reporting to shift from
reactive compliance to proactive risk mitigation. This will free GRC professionals to focus on
high-value tasks like scenario modeling and threat prevention, while improving audit readiness and
reducing overhead.

« Finance Leaders: Integrate Al-enabled user role provisioning and access control automation into
financial workflows to reduce approval bottlenecks, minimize exceptions, and enhance planning
accuracy. This supports strategic agility while maintaining compliance integrity across financial
operations.

o IT Leaders: Accelerate automation of identity management and cybersecurity threat detection
using SAP GRC and third-party tools integrated via SAP BTP. This will strengthen enterprise
security posture, reduce manual provisioning, and enable real-time compliance insights across
hybrid environments.

SAPINSIDER GRC RESOURCE PACK

1. The Technology Leader’'s 2025 Agenda for SAP

2. Cybersecurity Threats and Challenges to SAP Systems 2025

3. SAP BTP Data, Integration, and Application Development

4. SAP S/4HANA Migrations 2025

5. Automating the Record to Report and financial Close Process

6. 2025 Global Tax Management Report

© Copyright 2025 SAP insider. All rights reserved. SAPinsider Benchmark Report | SAPinsider State of the Market GRC | 23


https://sapinsider.org/research-reports/the-technology-leaders-2025-agenda-for-sap/?hs-embed-af=t
https://sapinsider.org/research-reports/cybersecurity-threats-and-challenges-to-sap-systems-2025/?hs-embed-af=t
https://sapinsider.org/research-reports/sap-btp-data-integration-and-application-development/?hs-embed-af=t
https://sapinsider.org/research-reports/sap-s-4hana-migration-2025/?hs-embed-af=t
https://sapinsider.org/research-reports/automating-the-record-to-report-and-financial-close-process/?hs-embed-af=t
https://sapinsider.org/research-reports/2025-global-tax-management/?hs-embed-af=t

Risk Management INSIDER
& Security Threats

In SAP environments, respondents for 2025 are prioritizing
cybersecurity and data protection (47%) as well as regulatory There are
. . o . .
and c,jompllance risks (47%) as their top focus argas, reflecting massive Security
growing concerns over data breaches and evolving mandates
such as tax compliance and privacy laws (Figure 11). risks using some Al.
Operational resilience and continuity risks (27%) and third-party
and supply chain risks (27%) also rank high, driven by global
disruptions and dependency on external vendors. Financial and
liquidity risks, fraud, and workforce challenges each stand at
13%, signaling secondary but still critical priorities. Interestingly,
ESG and reputational risks received no focus, suggesting the
magnitude and volume of immediate threats and risks have them concentrating on operational and
compliance concerns rather than long-term sustainability. The perceived impact of technology
transformation risks (7%) and geopolitical risks (7%) respondents shared is low. Given continued
escalation of global volatility, this finding is unusual. It may be a sign of more reflective GRC
maturity within organizations, given very few have reached a stage where GRC initiatives are
scoped and managed enterprise wide. Overall, findings show a strong emphasis on safeguarding
sensitive data, and meeting regulatory obligations, including tax and ensuring business continuity
through integrated GRC strategies.

_
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One-third of 2025 respondents conduct continuous risk
assessments (33%), while most others rely on periodic updates,
biannually (20%) or annually (20%). Quarterly reviews are less
common (13%), and 13% operate ad hoc or without formal
processes, leaving gaps in proactive risk management.

Security Threats

Phishing (75%) and malware attacks (59%) were the top security
concerns for SAP GRC leaders in 2023, followed by password
attacks (46%) and denial-of-service (33%). These threats
remain highly relevant in 2025, phishing and ransomware
continue to prevalently in attacks, as noted by the World
Economic Forum Global Cybersecurity Outlook 2025 created in
partnership with Accenture and CompTIAs State of
Cybersecurity 2025 report?2,

Recommendations for Leaders

e GRC Leaders: Consider integrating a third-party solution
(e.g., Pathlock) with SAP GRC to extend SoD capabilities,
automate continuous monitoring, detect fraud, and embed
compliance into business workflows. This enables proactive
risk mitigation across cybersecurity, regulatory, and
operational domains while addressing gaps in periodic risk
assessments.

+ Finance Leaders: Consider integrating SAP Financial
Compliance Management with an integrated risk
management platform (e.g., OneTrust) to align tax, audit,
and financial reporting with global regulatory mandates.
Investigate SAP Advanced Financial Close solutions by
BlackLine.

* IT Leaders: Strengthen cybersecurity and identity
governance by considering using SAP-native and third-
party solutions together to support SAP access, privileged
access management, non-SAP app governance, and
identity lifecycle automation and to unify compliance
reporting across the organization (e.g., SAP IAG, Saviynt,
and SailPoint, complemented by SAP Enterprise Threat
Detection).
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SECURITY THREATS IN 2025

23% of respondents reported
that they experienced a
credential compromise or
social engineering attack, a
malware or ransomware attack,
or a cybersecurity attack that
has impacted their SAP
environment during the past
year. This makes it vital that
organizations are prepared for
the cyber threats that their
organization is facing, and for
the change in nature and
impact of attacks against their
systems.

Spotlight on Cybersecurity
Threats and Challenges to SAP

Systems 2025

by Robert Holland

SAPiNnsider

RESEARCH REPORT

Cybersecurity Threats and
Challenges to SAP Systems

Robert Holland
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Financial Governance

Survey results show that financial close and consolidation processes in SAP environments remain
manual or semi-automated. Only 13% of respondents have fully automated processes, while 33% report
mostly automated workflows. The majority (47%) are still partially automated, and 7% rely on manual,
spreadsheet-driven processes. This limited automation creates inefficiencies and increases risk
exposure, particularly around compliance, segregation of duties, and audit readiness. A streamlined
financial close is not just a finance priority, it directly impacts GRC by reducing manual errors, improving
data integrity, and enabling real-time risk visibility. Automation also frees teams to focus on higher-
value activities like modeling risk scenarios.

Only 13% of respondents have fully integrated financial systems with risk and compliance data, while
53% report partial integration and 33% rely on minimal, manual data sharing. No respondents reported
zero integration, but the lack of real-time synchronization limits visibility and slows decision-making.
Integration is critical because financial close data directly impacts compliance reporting, risk modeling,
and audit readiness. Without connected systems, organizations face higher risks of errors, regulatory
breaches, and inefficiencies. Real-time integration enables proactive risk management and supports
automation strategies that free teams to focus on strategic tasks like fraud prevention and scenario
planning.

Recommendations for Leaders

e GRC Leaders: Consider the complimentary capabilities of close automation solutions with SAP
Process Control and a solution like Pathlock for extending cross-functional visibility into access and
transaction risks and automating compliance across multiple systems common in enterprise and
multi-national organizations.

+ Finance Leaders: Investigate SAP Advanced Financial Close solutions by BlackLine deployed with
SAP Analytics Cloud for faster, auditable closes. Consider deeply integrated third-party financial
close solutions like Trintech.
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Budgets & Investments

2025 budgets compared to 2023 are increasing according to INSIDER

47% of respondents. Far fewer organizations are seeing PERSPECTIVE

decreases in budgets as compared to 2023 (down to 7% from

23%). In 2023, GRC leaders focused investments on

cybersecurity (51%), access controls (39%), and segregation of »

duties (33%), reflecting the urgency to secure SAP The pUSh on
environments and prevent fraud. Much of this may have been spend iS in the
aligned to transitions to SAP S/4HANA ahead of maintenance

deadlines. supply chain area.”

This year SAPinsider revealed that SAP/S4HANA migrations are
rapidly reaching a close, with 63% of respondents in SAPinsider
Global E-Invoicing Management in SAP S/4HANA Migrations,
reporting they would be complete within 12 to 18 months. As
organizations near the end of their migration projects, 2025
brings focus on audit management (31%), user provisioning
(31%), and process controls (32%) supporting compliance and
operational integrity. Data privacy (25%), risk management
(28%), and fraud management (23%) remain highly relevant in
2025 as organizations face stricter global regulations and
insider threats. Investments in tax compliance (16%) and trade
compliance (10%) are also appearing aligning with growing
complexity in cross-border transactions.

Leadership, Team Structure, & Skills

Responsibility for GRC is widely distributed across organizations, with the CIO/CISO (49%) and CFO
(28%) emerging as the most common leaders (Figure 12). Other significant roles include Head of
Internal Audit (19%) and Head/Director of Risk Management (17%), reflecting strong ties to risk and
assurance functions. Legal and compliance leaders, such as the Chief Compliance Officer (7%) and
Chief Legal Officer (13%), also play notable roles. Some roles regularly seen in mature GRC programs
such as Chief Risk Officer, GRC Program Manager, and Enterprise Risk Leader are missing from
responses. Additionally, operational roles like COO and CEO show no involvement, indicators of limited
executive sponsorship and teams still working to get to Level 4 GRC maturity where initiatives are
managed enterprise wide.
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Responsible for GRC1 in organization.

Dedicated Al/Automation Team
IT Manager

Director of Internal Controls
Director of Accounting

Director of Finance

Other (please specify)

CTO

ClO/CISO

CEO/President

Ccoo

Controller

VP/Director of Accounting Systems
CFO

Chief Accounting Officer

Head of Internal Audit
Head/Director of Risk Management
Chief Legal Officer/Head of Legal Services
Chief Compliance Officer

Based on 2023 through 2025 respondents.
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Team sizes vary. Most GRC teams are small, with 40% having 1-5
members. Mid-sized teams (6-10) account for 20%, while none
reported 11-20 members. Larger teams (13%) have 21-30
members, and 27% exceed 30. Larger teams are common in highly
regulated industries (e.g., pharmaceuticals, financial services, oil
and gas, energy). This shows a split between lean operations and
heavily resourced compliance functions.

In 2025, 80% anticipate no change, up from 68% in 2023. Fewer
expect growth (7%), compared to 24% in 2023. Meanwhile, 13%
predict a decrease, up from 8%. As automation continues

headcounts are likely to stay level.
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Skills Development

In 2023, GRC professionals prioritized skills in SAP S/4HANA (57%); Cybersecurity (38.2%); and Cloud
and Identity Management (34.83%), alongside core areas like user roles, analytics, and automation.
These top three remain highly relevant in 2025, with SAP S/4HANA rising to 60%, Cybersecurity to
40%, and Cloud and Identity Management to 35%. Foundational skills such as controls monitoring,
automation, and analytics also show steady demand, while niche areas like legal and tax remain low.
The trend underscores a continued focus on technology enablement and security, reflecting the
growing complexity of SAP landscapes and the need for robust identity and risk controls.

Recommendations for Leaders

e GRC, Finance, and IT leaders: should clarify ownership by designating a cross-functional
governance structure, ensure risk leadership is represented, and integrate emerging roles like Al/
automation into teams to build out bench strengthen resilience and accountability. Expand training
budgets and build programs to ensure teams have the appropriate skillsets to meet the challenges
of emerging GRC landscapes.
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ABOUT THIS REPORT

-

Respondent Demographics

This year’s report brings together research conducted from 2023 through 2025. 339 respondents
throughout those years shaped this state of the market view of governance, risk, and compliance (GRC)
in SAP® environments. Respondents to the survey operate in North America (57%), EMEA (28%), APJ
ANZ (12%), and Latin America (3%). Top industries include Industrial Manufacturing (21%), Software and
Technology (21%), Financial Services and Insurance (14%), Energy, Oil and Gas (14%), and Mining,
Natural Resources and Agriculture (14%). Organizations ranged in size measured by employees from
less than 100 FTEs to over 50,000 FTEs, with the greatest proportion of respondents having over
10,001 employees. Revenues ranged from less than $50M to over $10B USD, with most respondents
having over $2B in revenues. Key respondent roles in this year’s report include Information Technology,
Software and Infrastructure professionals (48%), GRC, Risk, Audit, Compliance and Legal professionals
(23%), Finance and Tax professionals (9%), and Professional Services and Consulting professionals
(6%).

Survey Process and DART Methodology

Surveys are conducted anonymously. Respondents have the option to provide their email at the end of
the survey. Interviews are conducted post research to validate findings. Responses are counted when
email addresses and IP addresses are unique. Findings are rounded to the nearest percentage.

This report wholistically looks at the people, processes, and technologies driving GRC practices in
organizations within SAP technology landscapes worldwide. SAPinsider uses a proprietary DART Model
Framework to set context for the environmental factors driving practices, then identifies the actions,
requirements, and technologies organizations use to manage how they address these impacts through
their practices, partnerships, and technology ecosystems.

Get an Analyst to Attend Your Next Event

Each year SAPinsider analysts travel globally to present research findings driving thought leadership
that sets the stage for meaningful market conversations. For more information about having an analyst
attend, cover, or present at your next event contact Susan.Galberaith@Wellesleyglobal.com.
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Become a Sponsor

Sponsorship of SAPinsider reports provides your organization with a way to shape thought leadership.
Sponsors get an opportunity to add questions, hear early findings, and review reports prior to publication.
Post publication, sponsors are named in findings webinars, marketing, and social promotions.

Reproduction and Sourcing

This report is the intellectual property of SAPinsider. Reproduction or use of report contents in whole or part
through any channel or medium requires attribution to SAPinsider and the analyst named as author.

Additional Sources

1. Automating the Record to Report and Financial Close, SAPinsider, February 2025.

2. Global Cybersecurity Outlook 2025, World Economic Forum in partnership with Accenture, January 2025.
3. State of Cybersecurity 2025, CompTIA, p.25.

4. Spotlight on Cybersecurity Threats and Challenges to SAP Systems 2025

5. Global E-Invoicing Management in SAP S/4HANA Migrations 2025
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REPORT SPONSORS

@ APOS

-

APOS is a trusted software provider and SAP partner with over 25
years of providing software solutions to extend and improve SAP
Analytics and Business Intelligence technologies. APOS provides
secure, data-driven scheduling and broadcasting of personalized
reports from SAP Analytics Cloud, Analysis for Office, and other
centralized platforms, ensuring users receive only the data relevant to
their scope of responsibility, at the strategic time, and in the specific
format they require.

Contact: sales@apos.com or 519.894.2767

@ pathlock
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Pathlock brings simplicity to customers who are facing the security,
risk, and compliance complexities of a digitally transformed
organization. New applications, new threats, and new compliance
requirements have outpaced disparate, legacy solutions. With the
industry’s broadest support for business applications, Pathlock
provides a single platform to unify access governance, automate
audit and compliance processes, and fortify application security.
With Pathlock, some of the largest and most complex organizations
in the world can confidently handle the security and compliance
requirements in their core ERP and beyond.

Whether it’s minimizing risk exposure and improving threat detection,
handling SoD with ease, or unlocking IAM process efficiencies

— Pathlock provides the fastest path towards strengthening

your ERP security & compliance posture.

For more information, visit www.pathlock.com


https://www.pathlock.com

Saviynt

We're transforming identity. Turn on visibility, control, intelligence and
rapid time-to-value on the world’s #1 converged identity platform,
born in the cloud to power and protect the world’s largest and most
complex organizations everywhere. Now is the time to make the
move to a more flexible and extensible access governance solution -
one that addresses governance for all applications, not

just SAP. Saviynt Identity Cloud’s Application Access Governance
(AAG) capabilities are recognized as industry-leading, not only for
SAP, but for any application, including AD, databases and

SaaS solutions. Stay ahead of application governance risk with fine
grained integration and control that delivers enhanced security and
audit readiness.

For more information, visit saviynt.com

/A VERTEX

Vertex, Inc. is a leading global provider of indirect tax solutions.

The Company’s mission is to deliver the most trusted tax technology
enabling global businesses to transact, comply and grow with
confidence. Vertex provides solutions that can be tailored to specific
industries for major lines of indirect tax, including sales and consumer
use, value added and payroll. Headquartered in North America, and
with offices in South America and Europe, Vertex empowers the
world’s leading brands to simplify the complexity of continuous
compliance.

For more information, visit www.vertexinc.com
or follow us on X and LinkedIn.

RESEARCH PARTNER
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SAP is creating opportunities through learning and development
for all with free, self-guided, and premium learning resources,
opportunities to engage in the SAP Community and to experience
SAP solutions hands-on.

Learn more at https://learning.sap.com
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SAPINSIder

SAPinsider comprises the largest and fastest-growing SAP membership group worldwide. It provides SAP professionals
with invaluable information, strategic guidance, and road-tested advice through events, magazine articles, blogs,
podcasts, interactive Q&As, white papers, and webinars. SAPinsider is committed to delivering the latest and most
useful content to help SAP users maximize their investment and leading the global discussion on optimizing technology.

For more information, visit SAPinsider.org.
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