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In This Session

In this presentation, we'll explore emergency 

elevated access in SAP systems, focusing on GRC 

Firefighter as a secure solution for exceptional 

situations. We'll discuss using GRC data to 

optimize your emergency access strategy, identify 

Firefighter activity drivers, and address business 

processes to reduce usage and impacts. We'll 

also cover a real-life example of overcoming 

challenges in emergency access process and 

design. Through understanding well-defined 

processes, leveraging the right tools, and learning 

from practical experiences, you'll gain insights to 

enhance your emergency access process and 

achieve an efficient & effective operating model.
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What We’ll Cover

• Set: Guiderails for Effective Firefighter Process

• Discover: Leveraging Your GRC Data

• See: Example Process Improvements to Lower Reliance on 

Firefighter

• Establish & Maintain: A leading Practice Firefighter Design

• Wrap-Up: Key Takeaways & Q&A
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• Tailor based on risk tolerance & 

stakeholder input:

• Access Silos

• Levels

• Approval Workflows

• Review Escalations

• Monitoring

• Prioritize Fixes

• Leadership Backing / Business 

case for change

• Set expectations for change

• Budget & Plan

Setting Guiderails for Effective 
Firefighter Usage

Current State 

Assessment

Identify Key 

Stakeholders

Governance 

Requirements

Plan & 

Timeline for 

Change

Strategize for Long-term Compliance

• Security

• Risk

• Management

• Internal/External Audit

• Understand your environment

• FF strategy / Alignment with 

Reviewers

• Usage

• Debug / OS / DB Log Usage

• Internal/External Audit

• Other Pain points
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A Real Life Example

We had activities pointed out by our auditors which raised questions about our FF control process.  

• All reviews were completed timely by Owners

• We had multiple FF Owners

• Volume seemed high but reviewers were keeping up with the control

• Our auditors performed procedures to look at usage  and question how it was  deemed appropriate

• They found a few instances where the reviewer was not able to justify the approval

• Based on their sample based testing they called into question the entire control for the year

• We performed a lookback analysis to show all activity in the entire year 

• We re-trained reviewers on what to look for an how to perform their review

• We uncovered several opportunities to strengthen our process while reducing the strain on 
reviewers

• Through the lookback we were able to isolate the issue to one user and prove the control worked for the 
rest of period

• We put together a plan to reduce usage and increase effectiveness of reviews

• We enacted the plan in the following fiscal year
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Understand how to leverage 
your GRC Data 

1 2 3 4

1 2 3

Data is abundant 

and disparate…

Connect the 

dots

Enable your 

Analytics

Ticket 

Management 
GRC

Core SAP 

S/4HANA

SAP 

Cloud

Other Core 

ABAP Apps

Data is generated from multiple sources ranging from 

issue identification to fix deployment. You can proactively 

identify and remediate issues by leveraging data to 

answer the right questions.
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Analyzing the Data

What tickets are 

submitted?

Firefighter 

Usage 

Analysis

Is documentation 

sufficient?

What “fix” is occurring?

Who is using Firefighter?

What is the historical 

use?

What is monitored?

How is reporting 

occurring?

What is the logic behind 

the design?

Are there red flags 

already?

What systems are 

connected?

Dig deeper into your data with 

the right questions.

The questions will drive how 

you analyze the data.
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View Data in a 
Dashboard

GRC gathers a large amount of 

data alongside SAP, and your 

ticketing systems. Dashboards can 

be pulled together to slice and dice 

data in consumable pages that 

can help understand the health of 

Firefighter, and how it is being 

used today. 

These dashboards can then be 

taken forward to identify process 

inefficiencies.
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Example Dashboard: 
Summary Health Check
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Drilldown: 
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Drive Process Improvements

Monitor
& Govern

Requirement

s
Solution

Update

Secure

Approval

Build

Usage Enable

Effective monitoring and governance of your firefighter 

process can identify, solution and drive incremental 

improvements. 
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Activities to Avoid 

When thinking through your strategy, it is imperative you understand key activities that should be 
avoided. These activities typically result in compliance findings and lead to increased 
inefficiencies.

W

EN
EEDTOSTOP

Security should 

follow a process

Bus. Transact
Business should own 

their transactions

Reporting
GRC is not a 

reporting tool

Scheduling Jobs
Jobs can blow up logs and circumvent

standard processing and monitoring

Mass Change
GRC is not equipped to handle 

Mass changes and can result in 

critical application failure

Provisioning
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Train the End Users

End User Readiness:
• Walk through the Dos and Don’ts of 

Firefighter

Usage Governance:
• Train administrators to perform health 

checks identifying areas of abnormal 
activity

Business Alignment: 
• Align with the business on 

expectations of what your support 
function should be doing

Technical solution:
• Delineate access between functions 

and walk through each with your teams

Baseline strategy Focused on Key Guidance Areas for Firefighter Deliver Regularly

Training and refreshing on 

Firefighter usage standards 

should not be a one time or 

reactionary event. 

Onboarding 

Training

Periodic 

Training

Leverage 

Analytics

Elevated Access strategy

Elevated Access strategy

C
o
m

plia
nce

Continuous M
onitorin

g

Ac
ce

ss
R

e
q

u
e
stC

o
n

tro
lle

rR
e
view

Break Fix

Business

alignment

End User

Readiness

Technical

solution

Usage 

Governance

Elevated 

Access

Design
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Lessons Learned

• Firefighter is not just an IT issue; the business needs to be 
informed and involved

• Firefighter usage can be a valuable data point to identify 
process inefficiencies

• ‘Blind trust’ in the tool can lead to false assumptions and 
additional costly lookback analysis

• Compliance should not be just a one-time training, it should 
be part of every decision  supporting your environments

• It is more effective, and less costly to be proactive instead of 
reactive in your elevated access compliance monitoring
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Setup Firefighter Process

Build in 

Sustainability

Monitor and 

Build trust

Connect your 

Data

partner with 

Business

Effective monitoring and governance of your firefighter 

process can identify, solution and drive incremental 

improvements. 
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Meet your compliance 
objectives

Success Criteria

Monitored

Controlled

Continuous Improvement

Roadblocks to Overcome

Meeting your compliance 

objectives doesn’t need to 

be hard

✓Gather 

Feedback

✓Be targeted 

in activity

✓Setup a 

process

Ownership

Lack of context will lead stakeholders to 

be resistive
4

Identifying informed owners who can 

perform effective review
2

Business will push back when asking to 

perform their transactions
3

Complex data issues and connectivity 

between systems
1

Informed Auditors
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Wrap Up

Align Strategize AnalyzeBuild Connect

Questions?
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Where to Find 
More Information

Mining transformation success (kpmg.com)

Learn more about KPMG’s capabilities in ERP Analytics and Process mining

Emergency Access Management (EAM) | SAP Help Portal

SAP Help portal to review EAM documentation.

SAP GRC 10.0/10.1/12.0 - Emergency Access Manageme... - SAP Community

GRCwithRaghu, “SAP GRC 10.0/10.1/12.0 - Emergency Access Management - Make It Audit-Ready!” (GRC expert, May 
2020).

SAP Access Control - Useful Documents, Blogs, Reso... - SAP Community

Listing of helpful documents, blogs, and resources for GRC

https://kpmg.com/us/en/articles/2023/process-mining-business-transformation.html
https://help.sap.com/docs/SUPPORT_CONTENT/grc/3362387189.html
https://community.sap.com/t5/financial-management-blogs-by-members/sap-grc-10-0-10-1-12-0-emergency-access-management-make-it-audit-ready/ba-p/13437815
https://community.sap.com/t5/financial-management-blogs-by-members/sap-access-control-useful-documents-blogs-resources-etc/ba-p/13265534
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Key Points to Take Home

• Have a clear vision on how Firefighter should be 
used

• Don’t underestimate the power of your data

• Improvements require partnership with business, 
not just IT

• Keep long term compliance goals in mind when 
making decisions

• Train your people to set them up for success
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Thank you! Any Questions?

Andrew Thomasetti

Linkedin.com/in/andrewthomasetti/

Melissa Gordy

Linkedin.com/in/melissa-gordy-03b60b33/ Please remember to 
complete your session 

evaluation.
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