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Greg Robinette

Director of ERP Services HERDT
Herdt Consulting, Inc Ny e
* 24 years SAP experience

* Multiple implementations

« AWS Cloud & SAP BTP

e Conversions to S/4Hana

Certifications
e HR/HCM Consultant - SAP
* CISM, CDPSE —ISACA
e PMP, PMI-ACP
— Project Management Institute
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What We'll Cover

» Evaluate source code for GRC categorization

» Capture evidence to support decisions and
compliance

* Automate to increase reliability and reduce cost
* Trouble-shoot complex security issues
* Wrap-Up



Evaluate source code
for GRC
categorization

* The Problem

* Eureka Moment

e Scaling it Up

e Key Word List

* Eliminate Noise

* Find Transaction Codes
 Compliance Evidence
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Evaluate source code
for GRC
categorization

e The Problem
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Sarbanes Oxley and Segregation of
Duties (SOD) N,

Sarbanes-Oxley Compliance in Information Systems

* Internal Controls: Systems to ensure reliability of financial reporting

* Documentation: Maintaining records to demonstrate SOX compliance SA P
e Audit Support: Systems designed to facilitate external and internal audits

. GRC

% Segregation of Duties: Enforcing user access controls to separate critical functions &

= || * Automated Checks: System configurations to prevent conflicting transactions

E * Audit Trails: Monitoring and logging activities for accountability

2| * Role-Based Access: Defining access rights based on job responsibilities 84

= Segregation in Systems: Ensuring critical tasks are divided among system roles

é e Regular Review: Periodic assessment of role definitions and access rights H a n a
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The Problem

The initial SAP® implementation was 20 years prior
e 4dkroles

8k users

2k custom transactions

. 15 million lines of custom code

Added SAP GRC:
Access Risk Analysis (ARA)
 Access Request Management (ARM)

GRC-ARA ruleset does not cover custom transactions
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Size of Problem

100%

90%

3,400 Unique transactions

* 62% core / 38% custom

1.1 Million annually executed transactions
e 77% core / 23% custom

80%
70%
60%
50%

40%

Relevant custom transactions should be
included in the GRC ruleset 30%

20%

10%

0%
Unique Executed
1 out of 4 used are not included = Custom m Core
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First Attempts

Spreadsheets
e Shared
* Divide and conquer

Workshops
* Super users
* |T teams

Descriptions

Business

Super Users

Of transactions
Of programs
Of Roles

Users to transactions

Mapped to business
departments

Workshops

Live assessment of each
transaction
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First Attempt Issues
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Process Improvement

Needed a process that was

Complete
Accurate
Non-Biased
Programmatic

Repeatable

Complete

Repeatable
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Evaluate source code
for GRC
categorization

e Eureka Moment
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Eureka Moment

Move from our dependency on

internal knowledge and

descriptions ...... —r CALL FUNCTION 'BAPI ACC DOCUMENT POST®
464! EXPORTING

TO source COde..... —c= documentheader = w_doc header

The only parts we care about is when
a user makes updates to the
database via the custom code.

14
Source: SAP SAPinsider



New Rules

We do not care about custom code

lines that are:

* not accessible to end users : CR;;PEEEDH 'BAPI_ACC DOCUMENT POST!
* read On|y Oor never save —= documentheader = w_doc header

* affect a non-financial area A

Only care when a user runs custom
code which results in changes to the
database for the financial areas.
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Evaluate source code

for GRC
categorization

e Scaling it Up
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Scaling Up

Broad categories of how the
database can be updated via
custom code

SAP provided program to
scan source code

Source: SAP

BDC Transaction Calls Batch Data Communication

BAPI Calls Business Application Programming Interface
Direct table updates Both SAP and custom tables for finance
Report RS RBAP SOURCE SCAN Active

Eé * Scan a set of sonrce code for a particnla

ﬂ EEPORT r= abap source scan MESSAGE-ID eu.

&  TYPE-POOLS:

7 slis,

EE Z=2Cr.
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Evaluate source code

for GRC
categorization

e Key Word List
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Build Keyword List for Scan

Scan ABAP Report Sources
_ @ [0
Knowledge from all prior attempts
Search Term -
GRC rule set default transactions P Ei BAPLACC_DOCUMEN. [ |

[]5tring is regular expression

Experience from other GRC implementations

Report/Dynpro Selection

. . Program MName to |§|
SAP Table information o 0 (=]
] Program type to |E|
* TSTC —SAP transactions Applcation - =]
] Program Author to |i|
e TSTCP — Parameters for transactions Last changed by to =3
 CDHDR —Change document header Select Package -
Package Bz to |£|

Function Group Selection
Function group to |E|

2500 keywords

Source: SAP
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Selection Screen

Keywords in search box

Limit to Z* and Y* packages — Custom Code

Limit false positives
e +/-0lines
* Ignore Comment Lines

Search Range

 ABAP and Dynpro (Code & Screens)

Run in background!

Source: SAP

Scan ABAP Report Sources
& [i]

Search Term

Search String BAPL_ACC_DOCUMEN .

|| string is regular expression

Report/Dynpro Selection

Keywords

Prograrm Name to E’l
Screen . to ] E’l
Program type [ ] to ] E’l
Application [] to [ E’l
Program Author to E’l
Last changed by to E’l
Select Package
Package m Z* to @

Function Group Selection

Function group

Class Selection

to

Class/Interface

Search Criteria
Occurrence +/- x Lines 0
|| Expand INCLUDEs
[_IModification Assistant Changes

[¥|Ignore Comment Lines

Search Range
() ABAP Program(s)

to

/*and Y*

Limit false positives
+/- 0 Lines
Ignore Comment

() Dynpro flow logic
r_.

I_(!}ABAP and Dynpro
[ Iversion Database

. | ABAP and Dynpro (Code + Screen)
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Search Program Output

= gbject Hame
Line Text
Background Processing (~3 hours) @ 2PROGT
000036 TABLES: BHEE, "Header
000041 SELECT * FROM TEROZ WHERE DUMRS = BEPF-DBUERS.
SpOOl Output 000099 BKFE_XBLNR  LIKE BKPF-XBLNR,
000337 SELECT SINGLE XBLNR INTO BHPE_XELNR
1 ooo3ae FROM BEFPF
EXpOFt for analy5|s 000604 CLEAR BHPF_XBLNR.
. 000&RE CALL FUNCTION 'BAPI ACC DOCTMENT POST®
~ 50k hits 000739 AND BELNR = BKEF XBLNR.
& zZPROG2
oooo3e CALL FUNCTION 'BAPI RCC DOCUMENT POST®
000335 SELECT SINGLE XBILNE INTO BEPF_XBLNR
oooz38 FROM BEFF
15,000,000 | Lines of custom Code &
. c . 000026 TABLES: BHPE, T001,
50,000 | Lines in Search Hit Results 000252 BUKRS LINE BKEF-BUKRS,
000283 G&JAHR  LIEE BEPF-GJRIHR,
000327  SELECT SINGLE * FROM T001 WHERE EBUERS = BHPF-BUERS.
& zZPROG4
000181 ©O_BUKRS LIKE BKFF-BUKRS.
000185 GJRHR LIEE BEPF-GJRHE,
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EXpO rt as Text | ScanOutput_v2024-01-27.txt - Notepad

File Edit Format View Help

|  Object Name

| Line Text
o S
Same thing, in notepad | zPROGL
|  @@0036 TABLES: BKPF, "Header
. . | @00@41 SELECT * FROM TKA@2 WHERE BUKRS = BKPF-BUKRS.
Horizontal lines become dashes | 000095  BKPFGLIR  LIKE BKPF-XGLIR,
| @80337  SELECT SINGLE XBLNR INTO BKPF_XBLNR
|  eee33s FROM BKPF
| ee0604 CLEAR BKPF_XBLNR.
i i |  ©00668 CALL FUNCTION 'BAPI_ACC_DOCUMENT POST
Problem — program name IS On|y N I 000739 AND BELNR = BKPF_XBLMNR.
top row | ZPROG2
| ee083s CALL FUNCTION 'BAPI_ACC_DOCUMENT POST
| @@8335  SELECT SINGLE XBLNR INTO BKPF_XBLNR
|  eee33s FROM BKPF
I ___________________________________________________________
ZPROG3

Using excel formulas, pull out and |
| ©@0036 TABLES: BKPF, Teel,
push down program name | @80292 BUKRS LIKE BKPF-BUKRS,
|
|

@ee293  GJAHR  LIKE BKPF-GJAHR,
geee4l  SELECT SINGLE * FROM Teel WHERE BUKRS = BKPF-BUI

|  ZPROGA
| @ee191 0 BUKRS LIKE BKPF-BUKRS.
| @ee195 GIAHR  LIKE BKPF-GJAHR,
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Evaluate source code

for GRC
categorization

e Eliminate Noise
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No Risk Lines

Page header lines

Program section lines

Anything without a valid line number

e 9,300 lines
ID ~ Program ~ Line ~ Codeline »  Impact ~ Reason
1 Program Name Dynpro Number None NotValidSourceCode
2 Program Text None NotValidSourceCode

3 Program = e e None NotValidSourceCode

24
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More Research

(= program Edit Goto Utiities Envionment System Help

Example line from spool list o «H eee e
Look at code immediately around it ABAP Editor: Display Module Pool Z " IRIw
NP ad 8 | aa E i] & @ Ppatte

Is it making an update to the
database? ‘Module Pool TE ' Active

Tables statement — Declaration to = -
allocate it in program memory

25
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Exclusion List - Low Risk

|dentify patterns that are always low
risk

Four variations of “BKPF” used in
data declarations

Eliminate:
e Data declarations
* Internal table gyrations

* Logical condition tests

150 total exclusion words

BKPF-
BKPF,
BKPF.
LIKE BPKF
CLEAR
FROM
IF

SELECT
TABLES



Review Low Risk

Review all low-risk exclusions,
document reasoning

Be able to defend the decision

150 Words in our list
38,000 Lines are eliminated

Whatever remains is high risk to your
system

50,000

Start

(9,300)

No Risk
Header/Footers

(38,000)

Low Risk Statements

2,700

Remaining Statements




Overall progress

50,000

Start

(9,300)

No Risk Header/Footers

(38,000)

Low Risk Statements

2,700

Remaining Statements

Started with 20 years of custom

programming

15 Million lines of custom code

Grouped, categorized, eliminated

* Repeatable

* Non-subjective

e Documented

15,000,000

Lines of Custom Code

2,700

High Risk Lines




Find Transactions

Only care when a user runs custom
code which results in changes to the
database for the financial areas.

Some of these programs written for
background processes. No impact to
Segregation of Duties concerns.

DO10INC
TSTC
TFDIR
TMDIR

ABAP Includes to main programs
Transaction Codes to Programs
Function Module Names

Class and Methods

29
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Evaluate source code

for GRC
categorization

* Find Transaction Codes
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Custom Functions,
Classes, and Methods!

Will not trace directly back to a transaction code

These must be included in your own keyword list and Scan again!

Keyword | Description | To Find

Type
ABOS Reverse Line ltems 'ABOB' TCodes
ANEK Document Header Asset Posting AMNEK Tables
BAPI_ACC DOCUMENT_POST Post accounting document '‘BAPI_ACC DOCUMENT POST' BAPI
BKPF Accounting Document Header BKPF Tables
ENMQUEUE_EFBKPF Function - locks BKPF table in prep forchanges 'ENQUEUE_EFBKPF' Function
VIEWCLUSTER_MAINTENANCE _CALL Function - maintains clustered data VIEWCLUSTER_ MAINTENANCE_CALL' Function
Z TABLE SAVE Found through TFDIR relevance 'Z_TABLE_SAVE' Function
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High Risk Breakdown

2,700 High Risk Lines
 Associated transaction
* Function/Class/Method

e No associated transaction

Review each list in detail

Document decisions

1,700

Lines traced to
Transactions

150

Functions found,
added to keyword list

850

Lines not linked to
Transactions




High Risk
Transactions

List of 1,700 Lines of code traced to Transactions

Sorted by unique transaction name

List of Unique Transactions
Each line marked with accept — and which GRC Function applies

Next Level
 Putrejected lines into a low-risk GRC function
e Adds to credibility for completeness

* Marks that decision was made + adds change control
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Process

Keywords

Low Risk S . .
Patterns ransactions

+ Key words
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Evaluate source code
for GRC
categorization

 Compliance Evidence
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Scan ABAP Report Sources

Scan Evidence o H

Search Term

Search String BAPL ACC_DOCUMEN...[ & |
String is reqular expression
. Report/Dynpro Selection
e Keyword List - . =
. Screen to (= |
* Background job from Source Scan TR . =]
lication o = |
* Run parameters fgpgmtn Author E =
. Resu |ts Last changed by to |i|
. Select Package

An a IyS I S Package (B |z to |E|
* Low-Risk patterns and justification Function Group Selecton -
Function group to =4

* High-Risk lines — decisions

* Resulting GRC ruleset changes

36
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Evidence from Data
Analysis

Low-Risk patterns and justification

Statements

High-Risk lines — decisions
GRC ruleset additions

50,000 | Start

No Risk
Header/Footers

(38,000) | Low Risk Statements 1,700 | Lines traced to Transactions

Functions found, added to
150 .
keyword list

850 Lines no'F linked to
Transactions

(9,300)
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Automate to increase
reliability and reduce
cost

 Manual errors and disengaging
* Built In SAP GUI Scripting

* Record scripts

 Example scripts




Repetitive
Development Tasks

Examples
* Creating test users and assigning test roles.
e Creating transports for roles.

* Changing user access via SUO1 vs SU10.

 Downloading data via SE16N for analysis outside of SAP.

0)
Expect 5 /O manual error rate;

o *
Increases when rushing

*Panko, Raymond. (2008). Thinking is Bad: Implications of Human Error Research for Spreadsheet Research and Practice.



SAP GUI Scripting

Source: SAP

w Help Portal (Documentation) SAP Learning Journey: What

Home >

SAP GUI for Windows 7sopiov engisn

All you need to know about SAP GUI for Windows

This product
v Advanced Search

1y Favorite =3 Share

ﬂ?&:ﬂ. What's New @ Configuration ‘=,| Development
What's New in SAP GUI for SAP Ul Landscape Ceonfiguration Guide SAP GUI Scripting AP
- . ' ) - .
% Installation and Upgrade |j Security 7 Application Help
o
SAP Frontend Installation Guide SAP GUI Security Guide SAP GUI Help

SAP GUI Scripting Security Guide

Copyright Disclaimer Privacy Statement  Legal Disclosure  Trademark Terms of Use  Cookie Preferences  Accessibility and Sustainability System Status  Ask a question about the SAP Help Portal

SAP Find us on num Share
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GUI Scripting Risks!

Home > SAP GUI for Windows >

w Help Portal (Documentation)

Installation
Protecting Critical SAP Systems

Modes for Server Side Protection

SAP GUI Scripting Security Guide 7somo Mode Combination for Server Side Protection

Imuroduction
Installation
Protecting Critical SAP Systems

Modes for Server Side Protection

Protection on the Client Level
Motes for Users

Security Q&A

Source: SAP

Mode Combination for Server Side Protection

Protection on the Client Level

Introduction B
Motes for Users
The SAP GUI Scripting AP is an auto|
Windows. Using this interface, end u

like scripts. Administrators and devel SE": ”I " i:llrl' |I:|':;'_ J:I|
-

testing or client-side application inte

From the SAP server’'s point of view |
by a script and SAP GUI communicat

Tt T SAP tansactions and enterdata as the User starting |

. In addition, the same data
verification rules are applied to data entered by a user and data entered by a script

However, just as a person might make mistakes that cannot be detected by a verification rule, an error in
a script may cause bad data to be entered into the system without being detected immediately. A script
runs significantly faster than manual interaction with a system, though, and it may also run unattended.
It is therefore likely that a bad script can generate more bad data than a user before the mistake is
detected.

The main focus of the SAP GUI Scripting security considerations is to prevent scripts from being run
accidentally or unbeknownst to the user. This also prevents user interaction from being recorded without

the user's consent.

In the following chapters, we will describe the available security measures that are implemented on
different levels of the system architecture.
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SAP GUI Scripting

Powerful tool

Recommended to NOT use in
production

Options button

Then “Script Recording and
Playback....”

Source: SAP

= Menu Edit  FEavorites Extras System

a '—| r—l £ |:ﬂ

SAP Easy Access - User Menu
RE % %%l v

~ [ Favorites
* Y7 FLP Content Manager: Client-Specific
T [= User Menu

Records and plays back SAP GUI scripts

=ik FE0 @

Options...

Save Docking Container Layout

Delete Docking Container Layout
Clipboard

Generate Graphic

Create Shortcut...

Activate GuIXT

Script Recording and Playback...
SAP GUI Scripting Help

Default Size

Hard Copy

Character Set

Quick Cut and Paste

Spell Checker

SAP GUL Help

About...

INS
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Record first script

Record and Playback

Open “Record and Playback” | Record |

1
Save To: ! Browse |
1) Set file name for saved Encodng:  |Unicode R
script
- Playback |
Script File: ! C:\Desktop\Scriptl.vbs

2) Click record button

43
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Start repetitive task

Make sure the GUI Scripting

Indicator is on m

Start with transaction code

AN l Ve
‘Q‘ Hint: Always start with “/n”

| frequently download data to
analyze outside SAP

SE16N General Table display

Source: SAP

[= Menu Edit Favorites Extras System  Help

ok 08 @

SAP Easy Access - User Menu
RE & iamgsd | v a

¥ [= Favorites
* ¥ FLP Content Manager: Client-Specific
¥ [ User Menu

)

AR > 100 *  INS

q
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Scripting SE16N for Display

[ Table Display  Edit  Goto Extras System  Help w

V] : v «H eBhe ME OO 90 0=
Ta ble N ame General Table Display

(f» Background Number of Entries | [F~ [t [F B2 ShalEntries &) 2 5 g w a 5 &

B I a n k M aXi m u m N u m be r Table IUSR02 I rffil | Logon Data (Kernel-Side Use)

Text table [INo texts

Uncheck some fields

Maximum no. of hits : [Maintain entries
Click Execute [©]B)]
Selection Criteria

Technical name 0.. Fr.Value To value More  Qutput Fld name
MANDT Client
BNAME [0 ] W | User
BCODE | migal Pw
GLTGV w | Vvald from
GLTGB v | vaidto
USTYP v | user Type

. . CLASS [+] User Group

~ Hint: Save as a variant! Loawr

UFLAG W | UserLock
“»
Nurmerous rows can cause performance problems :.-.fm [» 100 * NS | Ll =

45
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Scripting: Display Data

With data On the Screen [= Table Entry Edit Goto  System  Help w

ick y ) <H eae SEAE-1
C IC EX p ort button USRO2: Display of Entries Found
PR =
Search in Table USROZ Logon Data (Kernel-Side Use)
MNumber of Hits 26
Runtime 0 Maximum No. of Hits [1, 592,356 j

Insert Column [@HELJJ
R EERIEELE 2 .|1@| (B 0etais | ® |

B BNAME GLTGV GLTGB USTYP CLASS UFLAG
J 04/16/2020  12/31/9999 B System SYSTEM 0 a
J 01/08/2024  12/31/9999 A Dialog FUNCTIONAL 0|~

| 07/10/2019  12/31/9999 B System SYSTEM 0

| 01/08/2024  12/31/9999 L Reference SYSTEM 0
| 01/08/2024  12/31/9999 L Reference SYSTEM of
07/10/2019  12/31/9999 B System SYSTEM 0|~

HLY b 100~ INs | L =y
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Scripting: Export Data as File

Save as Local File

| choose unconverted, you do you

Give it a file name

Click Generate

Source: SAP

Hint: Make a habit for filename
to include:
Date, Time, SID-CLI, Table

 J& JE].] | [E]|[A2Detais | #]

JISTYF
} Syst
\ Dialo
} Syst
.Refel
.Refe
} Syst

r

Spreadsheet UFLAG

Word processing g :

Local File 0

Send 0

SAPoffice Folders

ABC Analys.

HTML download In which format do you want to
100 INS  lal =  besaved ?

(#)Unconverted

(1 Text with Tabs

() Spreadsheet (XLSX)
(JRich Text

CJHTML
) Clipboard

Directory C:\Documents\SAP\SAP GUI\ [a]
I

Fie Name 2024-01-24_0938_AWS-100_USRO2. txt
— ]

Encoding

Generate ” Replace || Extend || 4 |
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Scripting: Saved File

File is saved to the default location

Take note of the message in the
bottom status bar

Verify that the file is present

Source: SAP

(= Table Entry Edt Goto  System  Help W

a v | X @ 'i_a a |:_| @ EI
USRO2: Display of Entries Found
9 E E =
Search in Table lusroz ' Logon Data (Kernel-Side Use)
Number of Hits 26 I
Runtime 0 Maximum No. of Hits | 1,522, 356

Insert Column ' ' @@

@”EH?"E“G@”?L | =|1| 1||E“®'_Ej a Eﬂ F] E':gln |E||[mDEtaI|S”§|

E. BNAME GLTGV GLTGB usTYP CLASS UFLAG
i 04/16/2020  12/31/9999 B System SYSTEM 0
i 01/08/2024  12/31/9999 A Dialog FUNCTIONAL 0
| 07/10/2019  12/31/9999 B System SYSTEM 0
| 01/08/2024  12/31/9999 L Reference SYSTEM 0
| 01/08/2024  12/31/9999 L Reference SYSTEM 0
' 07/10/2019  12/31/9999 B System SYSTEM 0

Download C:\Documents\SAP\SAP GUI\2024-01-24_0938_AWS-100_USR02.txt

File Edit Format View Help
01/24/2024 Dynamic List Display 1

| BNAME |GLTGY |GLTGE |usTyP |cLAss |UFLAG |
|e3/13/2020|12/08/2023|A Dialog 64
|e3/13/2020|10/12/2023|A Dialog 64

|e3/13/2020|05/31/2023|A Dialog

| | | |
| | | |
| |e8/21/2019]|12/31/9999|B System | SYSTEM | e |
| | | |
| |e1/08/2024]|12/31/9999|A Dialog | | |

Ln 12, Col 99 100%  Windows (CRLF)

J 2024-01-24_0938_AWS-100_USRO2.txt - Notepad - 0 4
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Stop Script Recording

Sometimes the scripting window is
hidden

On main SAP screen, click the
“Barber pole” icon

Record and Playback window now
visible

Stop script recording

Source: SAP

[© Table Entry Edit Goto System Help w

r a1l —
o] T«H eae =E QW
USRO2: Display of Entries Found
9 % B =
Search in Table USRO2 | Logon Data (Kernel-Side Use)
Number of Hits 47
Runtime 0 Maximum No. of Hits 1,592,356 |
Insert Column |
Q] [&][F]@]c[®L) (&L (=] .[& =) ] [Roess| #]
E. BNAME GLTGV GLTGB USTYP CLASS UFLAG
03/16/2023 12/31/9999 B System SYSTEM 0
02/23/2020 10/13/2023 A Dialog 64
01/28/2022 12/31/9999 A Dialog FUNCTIONAL 0
02/08/2022 12/31/9999 A Dizlog FUNCTIONAL 0
[¥ Download C:\Documents\SAP\SAP GUI\2024-01-24_0938_AWS-100_USR02.txt t:,'l'f’ =

Record and Playback

| Record
Save To: | C:\Desktop\Scriptl.vhs | Browse
Encoding: 'Unicode v | B3

| Playback
Script File: | C:\Desktop\Scriptl.vbs | m
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| Scripti.vbs - Notepad - O *

File Edit Fermat Wiew Help
If Not IsObject(application) Then
° e Set SapGuiAuto = GetObject("SAPGUI™)
Scrlpt1 .Vbs FI Ie Set application = SapGuiluto.GetScriptingEngine
End If

If Not IsObject(connection) Then

Set connection = application.Children{(@)
End If
If Not IsObject(session) Then

Set session = connection.Children(8)
End If

This is the exact file recorded by SAP If TsObject(icripe) Then »

WScript.ConnectObject session, on

WScript.ConnectObject application, "on
End If

session.findById("wnd[@]/tbar[0]/ckcd").text = "/nselbn”

session.findById("wnd[8]").sendVKey 8

session. findById("wnd[8]/usr/txtGD-MAX LINES™).text = ™"

session. findById("wnd[8]/usr/txtGD-MAX_LINES").setFocus

session. findById("wnd[8]/usr/txtGD-MAX LINES™").caretPosition = 1
session.findById("wnd[8]/tbar[1]/btn[18]").press
session.findById("wnd[8]/usr/tblSAPLSE16NSELFIELDS TC/chkGS SELFIELDS-MARK[S,1]").selected = true
session.findById("wnd[® .selected = true

) . session. findById( " wnol=rasissl: sl Playback fllked = true

Let’s say you accidentally delete the e o i
session.findById( "wnc Record ed = true

exported data...._ session.findById( "wnc us
session. findById( "wnc
session. findById( unc Save To | €:\Desktop\Script1.vbs | | Browse “gMB_EXPORT"

H H H session.findById( "wnc 1

You can Playback this exact script again i ieiicm | eotng e I Z ]

session.findById( "wnc

session. findById( "wnc

Replay haS Iimited use |session.FindById(”wnd

Playback
-
Script File: ' C:\Desktop\Scriptl.vbs | | Browse
Parameterize the Script!
@| = LE>_I

50
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Level Up From Recording

Instead of re-running the same exact
script, what if you could
parameterize it and runitona
variety of things?

This script in your conference take-
aways.

Create variant in SE16N.

AutoSave E[:g" I'C) =

Scripting SE16MN... & « Saved v 2 Search

File Home Insert Page Layout Formulas Data Review Wiew Developer Help Acrobat
I:TE F ERecord Macro O {Q}] = E“l @ Properties @ E ?@mpg
1u’is_l.l_al M-a_c%]s R Use Relative References Aodd— Excel CECJ{;\):-':I}i Insjrj Design ‘u’iew Code Source Eﬁl Expansion Packs E‘
Basic A\ Macro Security ins  Add-ins Add-ins ~ | Mode | E! Run Dialog [

Code Add-ins Controls XML
AAL7 b F

A | B . C | o | E

1] Description: This script runs SE16N, puts the table name in, gets the variant listed, displays the data, and saves the out
2 | Flag: Result column below must be blank for the line
3 | Pre-reqs: The SAP session listed below must already be open, the variant must already exist for each table in SE16M,
4 —
5 |SystemName AWS Run Script
6 |Client 100
? —
8 | Total 2 Success 2
9 | Processed 2 Fail 0
10 Remaining 0 Blank 0
11|
12 1 2 3 4 5
'EY Table M Group B vari: = Result B Message
14 |AGR_USERS 01- Users EXPORT Success  Download C:\Documents\SAP\SAP GUI\2024-01-16_1620
15 |USR02 01 - Users EXPORT Success | Download C:\Documents\SAP\SAP GUI\2024-01-16_1620 _,
16
17

Data | Changelog ® 1
Ready [& 'ﬁ( Accessibility: Investigate
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Trouble-shoot
complex security
issues

What is a complex authorization issue?

Today we are focused on two areas of complexity
often encountered when deploying Fiori or S4 Hana.

* Fiori Issues- a new world of authorization issues we
may not recognize or have traditionally considered
as SAP authorization issues.

* SAP Employee Business Partner issues that may
impact Fiori based operations but seem like
authorization issues




The Fiori Path

Fiori Launch Pad

GROUP1

SAP/Fiori Server- backend or front end

GROUP2

TE \

Target FIORI APP
Mapping ODATA Service

FIORI APP

PFCG Role contains:

e Catalog

 Group

 ODATA Service (IWSG)
* ODATA Service (IWSV)
e TCODES

« WEB DYNPRO
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Getting to the Launchpad or Tile URL

Fiori Launch Pad

¥ ARIA Attributes
o . . . i spe ng is corect, try runn 1] Windows Netwaork [ 40 SUCs v Computed Propeties v
G rou p Tlle Tlle Tlle Tlle . . - Comole  WhatshNew  Developer Resources X X

Access to the Fiori tile/s

Fiori Launchpad (FLP) from SAP GUI- TCODE /UI2/FLP
URL for the FLP- https://<server>:<port>/sap/bc/ui2/flp/FioriLaunchpad.html

If you cannot reach the launchpad (or tile) the issue is most likely outside of the any systems related
authorization- network issues, port issues, or other issues most likely outside of the actual Fiori
code and objects.
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Context for Fiori Auth
Issues- The Fiori Path

Fiori Launch Pad

Group

SAP/Fiori Server- backend or front end

GROUP1

TE \

Target FIORI APP
- Mapping ODATA Service

FIORI APP

PFCG Role contains:

Catalog

Group

ODATA Service (IWSG)
ODATA Service (IWSV)
TCODES

WEB DYNPRO
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What Are These
‘Authorization’ Issues
In The Fiori Path

“Where's this launchpad you keep telling me about?”

“I cannot find my tile/app.”

“Why does this tile say, “Error”?”

“Fiori broke my browser it keeps saying 503 error.”

“I can click the button, but nothing works. Well, something is happening, but it does not work right.”

“It works but tells me | cannot see what | need to see, and Lisa/John can see it so | should be able to
as well.”
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Accessing the
Launchpad

Fiori Launchpad (FLP) from SAP GUI- TCODE /UI2/FLP
URL for the FLP- https://<server>:<port>/sap/bc/ui2/flp/FioriLaunchpad.html

If you cannot reach the launchpad (or tile) the issue may also be caused by a missing authorization,
S_RFCACL. This authorization may manifest in a similar manner and is an SAP system issue not an
external issue. This authorization check is linked to RFC users accessing the RFC paths. Here is an

example of the authorization in a Gateway role. roe 2 carewar

Maint. 0 unmaint. org. levels, 4 open fields
Status: Unchanged

£\ Status @I@@I@I,J[Eﬁ ,”'EI Search ,”D Values |

Group/Object/Authorization/Fi... | Maintena... | i.. Value
~E5 Q0O Object class AAAB | Manually
» [0 CCE Authorization Obje Manually

* = CCHE Authorization Obje Manually

* = OOl Authorizat. T-H/Manually

3 @ RFC_SYSID Manually Gy =
- B RFC_CLIENT  |Manually Gy *
- [3] @ RFC_USER Manually G *
- [ RFC_EQUSER |Manually &y Cal by the same user is not possibl...
« [2] @ RFC_TCODE |Manually Gy *
- B rrC_INFO Manually Gy *
-3 @ ACTVT Manually & Execute

Fiori Launch Pad

Source: SAP

Text

Cross-application Authorization Objects
Authorization Check for RFC Access
Authorization Check for RFC User (e.g. Truste
Authorization Check for RFC User (e.g. Truste
System ID (for SAP and External systems)
RFC client or domain

RFC User (SAP or External)

RFC same user ID

RFC transaction code

RFC information

Activity
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Launchpad- groups/tiles-
Where are they?

Missing tiles / groups:
Enabled personalization in groups — user allowed to hide apps

Use the app finder to find your Fiori tiles!

< SAP App Finder v Q ' Z
| Search in catalog Q | JGR
All 0
SAP CA SAKP: All Apps (2 Recent Activities
T A
SAP CA SAKP: All Apps E& Frequently Used
[ Manage Your Solution Redesign ) Create Organization Structure 82, Define Your Scope ;
ac 4 % App Finder

SAP Financials - Accounting: All Apps

~ Manage Your Solution Redesign

{

Settings

B (] (#] i About

Sign Out

S__ Manage Your Solution o* Edit Expert Configuration
@ Qs

(2]
(2]
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| found my tiles, but
some have an error?

You have your tiles showing up, but they have an error showing. Not all tiles provide the error
context shown here. This example error indicates an issue with one of the tile services or elements.
We can track the error using browser tools and SAP tools.

Source: SAP

() Error

App could not be opened because the SAP UIS5 component of the
application could not be loaded.

Failed to load UI5S component for navigation intent
"#BankOutgoingPaymentCollection-approvePayments”

Approvals

Approve Bank Pay-
ments

V.t
= =

Error
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Tracking Fiori Tile
Errors- browser tools

This is the CHROME path to the
developers' tools. This will provide
a look at what the browser is trying
to do and the responses from Fiori.

The sequential clicks/steps are
indicated in the graphic.

Source: SAP

<

Name window...

Performance | Step 3

Task manage/n Esc

Develo&er tools Ctrl+Shift+]

D 200 £ @ 0 % «

B &® O » O

Downloads Step 1 Ctri+)

Bookmarks and lists >

Extensions >

Clear browsing data... Ctrl+Shift+Del

Zoom = 100% +

Print... Ctrl+P

Search this page with Google...

Translate...

Find and edit i
Step 2

Save and share / ‘
More tools >

Help >
Settings

Exit

Managed by your organization
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° ° ° ° A Py & ) <= R e “
Tracking Fiori Tile | B Newtab /ﬂ
Errors- browser tools O Newwindel orzp @ o

G2 NewlInPrivi ONE Ctrl+Shift+N
Zoom 00% + [
This is the EDGE path_ to ’Fhe | p— o
developers' tools. This will provide S Hemgy L
a look at what the browser is trying ) o Ctis)
to do and the responses from Fiori. B Apps .
1 1 (@ Collections rl+Shift+Y Extensi
The sequential clicks/steps are il Sitenis f it
indicated in the graphic. B Share il
[ Save page as Ctri+s | @& Print Ctrl+P
Cast media to device @ Web capture Ctrl+Shift+S
AN Read aloud Ctrl+ShiftsU 53 Find on page Ctrl+F
(@ Learning toolkit More tools >
Command Palette Ctrl+Q €3 Set%gs
Name window... @ Help and feed >
<> Pin to taskbar Close Microsoft Ed

<2 Pin to Start

Launch taskbar pinning wizard

Browser task manager STEP THREE STEP TWO

nternet Options /
@ Developer tools Ctrl+Shift+| 61

Source: SAP SAPinsider



Tracking Fiori Tile
Errors- browser tool
outputs

This shows the output of the developer tool-
note the 403 error and the indication that
the ‘approvebankpayment’ is missing some
component/service.

The path to the service is implied or shown
as ‘/sap/bc/ui5_ui5/sap/fin_appbnkpmt’.
This is an important clue in discovering the
issue.

Source: SAP

‘x [0 Elements Conscle  Sources » Q3 m; &

D@ topry ® (e"or Q] Errors only ¥ 72 hidden

2 Issues: 2

t wl (https://wdflbmt2261.wdf.s3p.corp:50081/sap/bc/uiS uiS/ui

a
2/ushell/resources/~22210915103409~/sap/ushell abap/bootstrap/evo/a
8p.35:9:13692) fin.ap.approvebankpayments

© » 2024-01-30 10:04:44,270399 Failed to load UIS Log-dbg.js5:452
component for navigation intent #BankOutgoingPaymentCollection-
approvePayments - found in negative cache:
‘fin/ap/approvebankpayments/Component.js' from

/sap/bc/uiS_uiS/sap/fin_appbnkpmt 3ACB7AE3973F2C6ES@COD26A2308
~5/Component.js: failed to load
'fin/ap/approvebankpayments/Component.js' from

/sap/bc/ui5_ui5/sap/fin_appbnkpmt/~6FDA3ACB7AE3973F2C6ES@CSD26A2308
~5/Component.js: 403 -
Error: found in negative cache:
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Tracking Fiori Tile
Errors- SAP
GATEWAY

The /IWFND/ERROR_LOG or /IWBEP/ERROR_LOG (for a backend/split Fiori architecture) Transaction
code will provide a window into issues when we have a tile in the launchpad but errors in executing
the tile. The information from the browser developer tool is the first pointer to this next
investigative step.

l‘sliwb vow # |

¥ E5 Favorites
‘,’.‘( FLP Content Manager: Client-Specific
* Y¢ Launchpad Designer (Client-Spedific)
* Y Fiori Launchpad - Content Checks
* X FLP Content Manager: Cross-Client 0O
* Y SAP Gateway Error Log 13
* ¥¢ SAP Fiori Launchpad \

* Y7 SAP GW Backend Error Log
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Tracking Fiori Tile
Errors- SAP GATEWAY
Error Logs Output

The Error logs in the gateway show where there is a gap or incomplete element to successfully

execute the tile function. The most common of these are missing or deactivated services and
missing systems alias.

B | Line Entry..Date " |Time ~ |User - |T100 Error D |T100... Error ... ]n=u . Request Kind |HT... |B2Ermor Text |Application Compo...Namespace |Sen
17 1 30.01.2024 16:04:45 TB576 JIWFND/MED220 - [ 3 odata Server ODa.. 400 [~ Vocabulary Annotation Fie 'FAP_APPROVEBANKPAYMENTS_ANNO_MDL' version '0001' no... nfa /IWFND/  CAT
16 1 16:04:44 TB576 JIWFND/MED170 | il 5 | Server ODa... [~ No service found for namespace ", name 'FAP_APPROVEBANKPAYMENTS_SRV', version '0... nfa
] I 18 1 1A*N4+21 TRR7A IMAENNICrM rNenn? r=1 in Carvar NN ™ Quetam aliac " dnae nat avict nla
SAP Gateway: Error Log

43 [i] [S#Re-Select
@ Duu CJ ® .8 U-UI&”Error Context | [ Active Source|| £ Download to PC|| £ Upload from PC|| Ssummarize Logs

Overview

B Line Entry.. Date 7 Time User Namespace Service Name Transaction ID Request ID Remote Address  Date of Firs.. Time of F...Expiry Date
17 1 30.01.2024 16:04:45 TBS576 JIWFND/ CATALOGSERVICE 8AA104195BC846D7B92A65060FF01897 10.22.113.31 30.01.2024 16:01:53 13.02.2024
" 16 1 16:04:44 TB576 E9D411F695DD4ESAS31AFC1AAB44FCOF 10.22.113.31 30.01.2024 16:01:52 13.02.2024
64
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Tracking Fiori Tile
Errors- SAP
GATEWAY Error Logs
Details

The log details provide explicit information about the error issues and should be a jumping off point
to resolve the issue. In this case we see there is a missing service. Service identification and

activation would be the likely way to resolve this.

|

Group description |Cell Content...

Line 16

Entry Number 1

Date 30.01.2024

Time 16:04:44

User TB576

T100 Error ID JIWFND/MED170

T100 Error Info [i]

Error Count 5

Request Kind _Server OData v2

Error Text No service found for namespace ", name 'FAP_APPROVEBANKPAYMENTS_SRV', version ‘0001
Application Component n/a

Package JIWFND/MED_PER_DEV_LANGU

Program JIWFND/CL_MED_SRG_DB_ACCESS===CP
Include JIWFND/CL_MED_SRG_DB_ACCESS===CMO0R
Transaction ID E9D411F695DD4ESA931AFC1AAB44FCOF
Line Number 52

Remote Address 10.22.113.31

Date of First Error 30.01.2024

Time of First Error 16:01:52

Exoirv Date 13.02.2024

Group description |Cell Content...
Error Count 5
% ‘ Request Kind _Server OData v2
| | | Error Text No service found for namespace ", name 'FAP_APPROVEBANKPAYMENTS_SRV', version ‘0001’
| Application Component n/a
Package JIWFND/MED_PER_DEV_LANGU
Program JIWFND/CL_MED_SRG_DB_ACCESS===CP
' Include /IWFND/CL_MED_SRG_DB_ACCESS===CMOOR 8- 26 of 26
i Transaction ID E9D411F695DD4ESA931AFC1AAB44FCOF - N
| Line Number 52
' Remote Address 10.22.113.31
| Date of First Error 30.01.2024
| Time of First Error 16:01:52
Expiry Date 13.02.2024
| Client 400
' Location G
| Operation ID D307447269E11EEEAFF01CD4035636A6
|| No Payload Authority D307447269E11EEEAFF01CD4035636A6 Ik
EN Request URI /sap/opu/odata/sap/FAP_APPROVEBANKPAYMENTS_SRV/***Hide_due_to_secure_log_level***
|v| | Log Level Secure

[«][»

el
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Tracking Fiori Tile
Errors- SAP
GATEWAY Service
Activation

One of the most common issues is a service not being activated in the system you are running your
Fiori functionality. The transaction code SICF is the service definition transaction allowing you to
check the service for its state-activated or deactivated. If you are authorized, you can activate the
service and test- likely you will have a Fiori technical team to help complete this task.

Define Services
& (il

Fiter for Caling ICF Hierarchy
Hierarchy Type zSERVICEJ :
Virtual Host
Service Path
Service Name
Reference Service
Description
Language EN English v

Fitter for Detail Information

Created By

Created On to
Last Changed By

Changed On to

Source: SAP

Define Services

Create Host/Service ©% TIF €3) [i] =) Extemnal Alases [J %% |M System Monitor Inactive
Fitter Details

Virtual Host | | Ssewkepath |

ServiceName l

Description l -

Lang. EN English ¥ |Reference [

(B Aoy | [’i_.r Reset | (B Fine-Tune |

m

=,
Virtual Hosts/Services | Documentation | Refer
= I_ﬁn_apmanclear_I Fiori App - Accounts Payables Manual Cleari...
* [ fin_apoverview F2917 - Accounts Payable Overview
Virtual Hosts/Services | Documentation | Reference §

« (@) fin_apmanclear
* [@ fin_apoverview

- fin_appbnkpmt

Fiori App - Accounts Payables Manual Cleari...
F2917 - Accounts Payable Overview
Approve Bank Payments
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Tracking Fiori Tile Errors-
Some Transaction Codes
You May Want To Know

* These transaction codes are usually not accessible in a productive systems unless the systems is
open for maintenance with most users locked. The PFCG roles should not move to production
until this is completed.

Maintain Task List SAP_GATEWAY_ACTIVATE_ODATA_SERV, Build 00001

©pd G avbues P BRD xavs * Transaction STCOIl — Task List SAP GATEWAY
»  ACTIVATE ODATA SERV

=

. Autom. Phase Comp. T.. Task Task Description Help Appl. Comp. Up Do

Prepare CTs (O CL_STCT_SET_TRANSPORT_OPTIO... Set transport options for to be activated OData Services [ BCINS-TC-CNT - . . .
Configuration GATEWAY () CL_STCT_INPUT_ODATA_SERVICES Define OData Services for Activation [ BCINSTCCNT & w * Perform configuration tasks in an automated way.
Configuration GATEWAY () CL_STCT_MAINTAIN_SYSALIAS_OD.. Select Processing Mode / System Alias for Activation [23 BCINS-TCCNT & w
Configuration GATEWAY () CL_STCT_ACTIVATE_ODATA_SERVL.. Confirm OData Services for Activation [65 BC-INS-TCCNT & w
Postprocessing CTS () CL_STCT_DELETE_REQUESTS_ODA... Delete Requests for OData Services Activation (if newly create.. [ BCINS-TC-CNT &

[ Task List Attributes X

Description :SAP Gateway - Activate OData Services :

Task List Group -

Task List Tags

Buid Number 1

Created on 05.09.2014

Created by SAP

Changed On 12.11.201%

Changed by SAP

Document class TX

Docu. Object SAP_GATEWAY ACTIVATE_ODATA_S

Config. Class v

Obsolete
][]
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Tracking Fiori Tile Errors-
Some Transaction Codes
You May Want To Know

* These transaction codes are usually not accessible in a productive systems unless the systems is open for

mainteance with most users locked.

* Transaction /U12/FLPCM_CUST — Check Services for a catalog

* This is a check to see if your catalo has all required technical elements.
Launchpad Content Manager: Client-Specific (Customizing)

Catalogs -/ Tiles/Target Mappings | Roles

Search Tiles/ Target Mappings

BANK Go

@ | @@@J i @ @@ | IAdd Reference to Catalog ”Check Services ,‘ | Ishaw Usage in Catalogs || Sho
Tile / Target Mapping Combinations (294 of 17355)

Role

@ @@@J . | @@ [Role Vlew“Open in PFCG‘
Roles containing tile/target mapping Approve Bank Payments (4)
SAP_BR_AP_MANAGER

SAP_BR_CASH_MANAGER
SAP_BR_CASH_SPECIALIST

“St.. T/T.. T/TM Match  Semantic Object “ Action *  Title/Subtitle/Information * |App T... Application Ressource SAP Fiori ID  Transaction Trang
B (= Tie+T™m BankMessage manage Manage Bank Messages uIs com.sap.fiori.fin.mbc.ma... F4385

&) Tie +T™ BankOutgoingPaymentC... approvePayments Approve Bank Payments uIs fin.ap.approvebankpaym... FO673A FOB73A

[ TM only BankStatement displayBankStatement Manage Bank Statements u1s fin.ar.bankstatements.m... F1564

(@) Tie +TM™ manage Manage Bank Statements / To be processed u1s fin.ar.bankstatements.m... F1564 F1564

(@) Tie +T™ reprocessltems Reprocess Bank Statement Items / To be processed uIs fin.ar.bankstatementite... F1520 F1520

@) Tie +T™ BankStatementReproces... manage Manage Bank Statement Reprocessing Rules uls fin.ar.postingrule.manage F3555 F3555 cann
0

Role Description

Accounts Payable Manager
Cash Manager
_.Cash Management Spedialist

Service Activation Status

:Z_GATEWAY

Role for SAP Gateway

Source: SAP
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What Are These ‘Authorization’
Issues- SAP Employee Business
Partner issues

Key elements regarding the employee business partner, user assignment, and the SAP business
partner.

1) Some integration or use of the employee objects in the HCM area of S4 Hana. Most enterprise
systems will have an HR system, like SuccessFactors, that is integrated with the S4 Hana ERP.

2) Employee data is integrated to the S4 Hana system allowing representation for a variety of
processes and functions.

3) The standard and required integration processes creates a personnel number record and an SAP
business partner record.

4) The user assignment may need to be manually applied if there is not a process to update the
employee record automated in the HR integration process.

Most production systems are deployed with these elements in place- errors in SAP employee business partners and access
Occurs mostly in test systems or other systems with production level data copied into it.
In @ production system these errors are almost always linked to changing and existing employee record to a new user ID.
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What Are These ‘Authorization’
Issues- SAP Employee Business
Partner issues

Key elements regarding the employee business partner, user assignment, and the SAP business
partner.

1) Some integration or use of the employee objects in the HCM area of S4 Hana. Most enterprise
systems will have an HR system, like SuccessFactors, that is integrated with the S4 Hana ERP.

2) Employee data is integrated to the S4 Hana system allowing representation for a variety of
processes and functions.

3) The standard and required integration processes creates a personnel number record and an SAP
business partner record.

4) The user assignment may need to be manually applied if there is not a process to update the
employee record automated in the HR integration process.

Most production systems are deployed with these elements in place- errors in SAP employee business partners and access
Occurs mostly in test systems or other systems with production level data copied into it.
In @ production system these errors are almost always linked to changing and existing employee record to a new user ID.
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The Link Between the
Employee, User-IS, and
the Business partner

An employee is hired and the hiring data is received by the SAP ERP system. (PA20)

The employee data is updated with the User-ID
The user ID has been generated and assigned.
A business partner is created

Source: SAP

" Personnel no. Tbosl
I Name
EE group 1] Active

EE subgroup @ Employees

tester testy

\lﬁ]
Pers.area '1010 Germany

e s s
| Infotype Text |st... | | [Period
Actions ¢ ~ || (®Period

 lorgahizational assignment v || Fom | | o
|Personal data v O Today O Curr.week
_ |Addresses 4| OAl (O Current month
. |Communication v (O From curr.date O Last week
ld (OTo Current Date () Last month
i (O Current Period (O Current Year
— - B Choose ]

Direct selection

Infotype [ | sty |
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The Link Between the
Employee, User-IS, and
the Business partner

An employee is hired and the hiring data is received by the SAP ERP system.
The employee data is updated with the User-ID (PA20 Infotype )

The user ID has been generated and assigned.

A business partner is created

PersNo | 908 Name 'tester testy |
EE group m Active Pers.area [mlo_ Germany
EE subgroup W Employees
Start 101.01.2023| to  [31.12.9999| Chng |31.01.2024/{ZGR 01
| Communication
Type rw System user name (SY-UNAM_!;Z)
System ID L,"IB576| 1) _|

Source: SAP
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The Link Between the
Employee, User-IS, and
the Business partner

An employee is hired and the hiring data is received by the SAP ERP system.
The employee data is updated with the User-ID

The user ID has been generated and assigned. (SU01D)

A business partner is created

User ITB576 ]E@r with Business Partner Assignment ( Business Partnér: 9980001020 )
Changed By \ZGR_01 131.01.2024//16:39:19) Status 'Saved ]
" Documentation Data | SNC | Defaults | Parameters | Roles | Profles | G

Person |

Tite [ ] &l

Last name tester ] h

Frst name testy 1

Academic Title | |

Ful Name testy tester i l

Language 'EN English |

73
Source: SAP

SAPinsider



The Link Between the
Employee, User-IS, and
the Business partner

An employee is hired and the hiring data is received by the SAP ERP system.
The employee data is updated with the User-ID

The user ID has been generated and assigned. (SUO1D)

A business partner is created (BP, BUP)

- Maintain Business Partner [®.] Display Person: 9980001020, role Employee
@ | (rerson [NoOrganization [NGroup | B2 | & = | “» &0 General| @ | Dperson [Norganzaton [NGroup | B3 | & = | 5 & General Data
@@@@ Business Partner [9980001020] & testy tester
& Display in BP role [BUP003 Employee 1S
Find |1 Business Partn... v| By 4 Name v| __Address | Address Overview ffiientincabonl Control | Status |
Namel [test" ] |
Name2 | | : o A
Deoairn=S 1 — Sex . nKknown '_‘l
Max. hits 100 | | start || Martal Status ]
SN AR N EIR U EE e s S8l
. |
Partner “ Description ‘Name 1/ |
| Employee Data
1000232 test / 12345 Replcate L I | p— G ]
1000240 test 30 Changed / 30303 Replicate test 30 ¢ || ::T:‘e"“ ¥ e <>
9980001020 testy tester < mE————— tester | | 7

Source: SAP SAPinsider



The Link Between the
Employee, User-IS, and
the Business partner-

and a Fiori APP

Fiori Apps utilize the BP-Employee-User relationship found by the business partner data to execute
many functions especially those where employees, users, or other person related data is linked.

Source: SAP

Search: Created By

Last Name
First Name

User

Last Name

First Name

User

Team Function
Function Classfication

Team Name

City

Employee ID

Phone

[ Hide Search Fields

+ X
+ X
G| + x
Clear Reset m
Search Q| i e
E-Mail Manager User Name
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The SAP

Employee(EE)

Business Partner(BP)

Links to the USER ID

Once the EE BP is created there are key connections between elements of the BP, users and address

data.

The User is tied to the EE BP through a set of tables and fields. Tracing them to see if there is
missing is done through this sequence.
Use transaction code SE16N and follow this path: USR21-> ADRP - BUT000 - BUT100

 General Table Display
%Bad(oround Number of Entries | R [ [} B2 EiAlentries ©, O, | &2 8 ¢ v a | g1 | &+ | View Maintenan
Table [usra1 | @ User Name/Address Key Assignment
Text table [ ] [ONo texts
Layout
Maximum no. of hits {jsoo | [JMaintain entries
Get Field I | [®][®]
 Selection Criteria
Fid name 0. |Fr.value To value \More |Output | Technical name
Client MANDT
User th576| :ﬁ] [v]  BNAME
Person Number (v PERSNUMBER
Address Number [v' ADDRNUMBER
Cost center [Vl KOSTL
Start menu vl  START_MENU
«» :
Source: SAP

USRZ21: Display of Entries Found

FFEBE =

Search in Table
Number of hits
Runtime

Insert Column
¥ (&)= ])(en) )]

B User Person  Addr. N
TB576 57280 57281

USR21

1
0 Maximum no. of hits 500
[= Details

Group description Cell Content
Client 400

User Name/Address Key Assignment

User Name TB576
Person Number 57280
Address Number 57281

Identity Add. Type 4

Business Partner GUID
Description esty tester
Identity GUID
Organization Type C

Address Number 23382

PD3D7447269E]$1 EDEBOSAE7D66AFEDA.. :

710969AF437F1EEEAEC497ADDF519B5E

(v] (@)

J000
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The SAP
Employee(EE)
Business Partner(BP)
Links to the USER ID

Once the EE BP is created there are key connections between elements of the BP, users and address

data.

The User is tied to the EE BP through a set of tables and fields. Tracing them to see if there is
missing is done through this sequence.

Use transaction code SE16N and follow this path: USR21-> ADRP - BUT000 - BUT100

’ General Table Display
[@jjaadmround Number of Entries | R [ [L B2 BAlenties ©, QO [ &0 ¢ v a | 5] | &
Table (ADRP 1 [@ Persons (Business Address Services)
Text table [ | [ONo texts
Layout
Maximum no. of hits [s00 [JMaintain entries
Get Field [ ] (@]

Selection Criteria
Fid name 0. [Fr.value |To value |More |Output | Technical name
Client CLIENT
Person Number 57280 [ ® | [  PERSNUMBER
From = [v]  DATE_FROM
Address Version = V] NATION
To | % | ~ DATE_TO
Title (®] @ Tme
Source: SAP

2 T B =

Search in Table
Number of hits
Runtime

Insert Column

EX Person From Vel

| ADRP: Display of Entries Found

[2DrRP
[= Detzils

3 '_Group description

Client

“Person Number
from
To

57280 01.01.0001

First name

Last name

Full Name
Converted
Person group
Search Term 1
Search Term 2
First name

Last name
Creation language
Address UUID

| Persons (Business Address Services)

_;‘Cel Content
400

L3

“57280 &
01.01.000

31.12.9999
testy

tester

testy tester
™M

BP

TESTER
TESTY
TESTY
TESTER

EN

S~

D307447269E11EDEBOSAE7DGGAFF1A ...

I'slA

77
SAPinsider



The SAP
Employee(EE)
Business Partner(BP)
Links to the USER ID

Once the EE BP is created there are key connections between elements of the BP, users and address

data.

The User is tied to the EE BP through a set of tables and fields. Tracing them to see if there is

missing is done through this sequence.

Use transaction code SE16N and follow this path: USR21-> ADRP - BUT000 - BUT100

~ General Table Display
(@ Background NumberofEntries | R (L B2 EiAlEnties ©, O, & O ¢ v a | 5] | &
Table [BUTOOO | BP: General data I
Text table [ N ] [ONo texts
Layout
Maximum no. of hits |S00 [JMaintain entries
Get Field [ | [®]®]
Selection Criteria
Fid name |O.[Fr.v&:a ]To value More |Output | Technical name
Changed on [v]  CHDAT

Changed at vl  CHTIM
V) PARTNER_GUID
V) ADDRCOMM

BP GUID 269E11EDEBOSABDGGAF}1A9H?§]

Address Number \

Partner Converted [v]  TD_SWITCH

Is Org. Center [v]  IS_ORG_CENTRE

oA i

Q}Q}Q}E}E

Source: SAP

‘ BUTO000: Display of Entries Found

A%l =

Search in Table [BUTO00 I:1
Number of hits 1 |
Runtime 0

Maximum no. of hits

Insert Column ‘

(EFnrEL) L)kl

B} | Business Partner BPC | Ty...|Grp. | Extermn.N..SrchTerm...SrchTerm...

|-Group description
Client

["Business Partner
Partner Cat.
Grouping

Search Term 1
Search Term 2
Last name

First name

| |9980001020 1 BPEE TESTER  TESTY

Full Name

Correspondence fang.
Nationality

Person Number
Unknown
Language

Date of Birth

Birth Date Status
Name 1/Last Name
Name 2/First name
Created by
Created on

.i'Ce| Content...
400

75980001020

1

BPEE
TESTER
TESTY
tester

testy l}
testy tester

EN

DE

57280

X

EN

01.01.1975

K

TESTER
TESTY \
ZGR_01

31.01.2024
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The SAP

Employee(EE)

Business Partner(BP)
Links to the USER ID

Once the EE BP is created there are key connections between elements of the BP, users and address

data.

The User is tied to the EE BP through a set of tables and fields. Tracing them to see if there is

missing is done through this sequence.

Use transaction code SE16N and follow this path: USR21-> ADRP - BUT000 - BUT100

General Table Display
(ﬁsadtoround Number of Entries | [ [ [\ B2 BlAlenties ©, O, | & 0 ¢ v a | & |
Table [BUT100 | @BP: Roles
Text table | ] [ONo texts
Layout
Maximum no. of hits {s00 [JMaintain entries
e | | E®)
Selection Criteria
Fid name |0. Fr.value | To value \More |Output | Technical nam
Client MANDT
BusinessPartner 9980001020] E V]  PARTNER
BP Role v RLTYP
Diff.type value [v]  DFVAL
Valid From [v]  VALID_FROM
Valid To vl  VALID_TO
Source: SAP

} BUT100: Display of Entries Found

A%E =
Search in Table [BUT100 | BP: Roles
Number of hits fl |
Runtime lo | Maximum no. of hits 500
Insert Column I
€3] II.@J[_UI 2 =AY
B m'eﬁpm“wm D’ pe,
/9980001020  BUP003
| 1|_Group description J1Cel Content
Client 400
'"Buﬂims Partner J9980001020
BP Role BUP0O3
Valid From 20.230.101.000.000
Valid To 99.991.231.235.959

)
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Wrap Up

 Learned how to categorize vast
amounts of custom code into GRC
rules

* Acknowledge importance of
gathering evidence as you work

* Improve efficiency and accuracy
with scripting in non-production
systems

* Troubleshooting Fiori access issues




Where to Find
More Information

Panko, Raymond. (2008). Thinking is Bad: Implications of Human Error Research for Spreadsheet Research and Practice.

https://community.sap.com/topics/gui/scripting
*  “SAP GUI Scripting.” Community, SAP, community.sap.com/topics/gui/scripting. Accessed 21 Jan. 2024.

https://help.sap.com/docs/sap_gui_for_windows?version=760.00

*  “SAP GUI for Windows.” SAP Help Portal (Documentation), https://help.sap.com/docs/sap_gui_for_windows?version=760.00. Accessed 21
Jan 2024.

https://www.isaca.org/resources/news-and-trends/newsletters/atisaca/2021/volume-31/five-easy-technical-tips-for-an-optimized-sap-grc-
ara-report

* Elghazaly, Mostafa. “Five Easy Technical Tips for an Optimized SAP GRC ARA Report.” ISACA, ISACA, 29 Sept. 2021,
www.isaca.org/resources/news-and-trends/newsletters/atisaca/2021/volume-31/five-easy-technical-tips-for-an-optimized-sap-grc-ara-
report.

https://help.sap.com/saphelp_scm700_ehp02/helpdata/en/45/5f204142d6b167e10000000a155106/content.htm

*  “Role Assignment Does Not Work Correctly.” Role Assignment Does Not Work Correctly, SAP Help,
help.sap.com/saphelp_scm700_ehp02/helpdata/en/45/5f204142d6b167e10000000a155106/content.htm?no_cache=true. Accessed 21 Jan.
2024.
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Key Points to Take Home

Build a key words list from all available sources
Record evidence as you go

Practice defending why code lines were or were
not included

Automate and script repetitive manual tasks in
your non-production boxes for increased reliability
and efficiency

Recognize the difference between Fiori
authorization issues and system issues
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Thank you! Any Questions?

Deborah Rogers

Please remember to complete
your session evaluation.

Greg Robinette

LinkedIn - Greg Robinette
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