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New to GRC or security?  

Learn how include custom code in 
GRC rulesets, automate repetitive 
tasks, and troubleshoot complex 
authorization issues

Las Vegas

2024

Deborah Rogers, SAP Security & Compliance, Herdt Consulting

Greg Robinette, Director ERP Services, Herdt Consulting
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Deborah Rogers

• 20 years SAP experience
• Multiple implementations
• ARA, ERM, ARM – SAP GRC
• Conversions to S/4Hana

Certifications
• CISSP – ISC2

SAP GRC, Compliance, Security, 

Herdt Consulting, Inc
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Greg Robinette

• 24 years SAP experience
• Multiple implementations
• AWS Cloud & SAP BTP
• Conversions to S/4Hana

Certifications
• HR/HCM Consultant - SAP
• CISM, CDPSE – ISACA
• PMP, PMI-ACP

– Project Management Institute

Director of ERP Services

Herdt Consulting, Inc
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What We’ll Cover

• Evaluate source code for GRC categorization

• Capture evidence to support decisions and 

compliance

• Automate to increase reliability and reduce cost

• Trouble-shoot complex security issues

• Wrap-Up
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Evaluate source code 
for GRC 
categorization

• The Problem

• Eureka Moment

• Scaling it Up

• Key Word List

• Eliminate Noise

• Find Transaction Codes

• Compliance Evidence
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Evaluate source code 
for GRC 
categorization

• The Problem

• Eureka Moment

• Scaling it Up

• Key Word List

• Eliminate Noise

• Find Transaction Codes

• Compliance Evidence



77

Sarbanes Oxley and Segregation of 
Duties (SOD)

Sarbanes-Oxley Compliance in Information Systems

• Internal Controls: Systems to ensure reliability of financial reporting

• Documentation: Maintaining records to demonstrate SOX compliance

• Audit Support: Systems designed to facilitate external and internal audits

• Segregation of Duties: Enforcing user access controls to separate critical functions

• Automated Checks: System configurations to prevent conflicting transactions

• Audit Trails: Monitoring and logging activities for accountability

• Role-Based Access: Defining access rights based on job responsibilities

• Segregation in Systems: Ensuring critical tasks are divided among system roles

• Regular Review: Periodic assessment of role definitions and access rights
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The Problem

The initial SAP® implementation was 20 years prior

• 4k roles

• 8k users

• 2k custom transactions

• 15 million lines of custom code

Added SAP GRC:

• Access Risk Analysis (ARA)

• Access Request Management (ARM)

GRC-ARA ruleset does not cover custom transactions
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Size of Problem

3,400 Unique transactions

• 62% core / 38% custom

1.1 Million annually executed transactions

• 77% core / 23% custom

Relevant custom transactions should be 
included in the GRC ruleset

1 out of 4 used are not included
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First Attempts

Spreadsheets

• Shared

• Divide and conquer

Workshops

• Super users

• IT teams

• Of transactions

• Of programs

• Of Roles
Descriptions

• Users to transactions

• Mapped to business 
departments

Usage

• Workshops

• Live assessment of each 
transaction

Business 
Super Users
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First Attempt Issues

• Of transactions

• Of programs

• Of Roles
Descriptions

• Users to transactions

• Mapped to business 
departments

Usage

• Workshops

• Live assessment of each 
transaction

Business 
Super Users
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Process Improvement

Needed a process that was

• Complete

• Accurate

• Non-Biased

• Programmatic

• Repeatable

Repeatable

Accurate

Complete

Non-
Biased
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Evaluate source code 
for GRC 
categorization

• The Problem

• Eureka Moment

• Scaling it Up

• Key Word List

• Eliminate Noise

• Find Transaction Codes

• Compliance Evidence
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Eureka Moment

Move from our dependency on 
internal knowledge and 
descriptions……

To source code…..

The only parts we care about is when 
a user makes updates to the 
database via the custom code.

Source: SAP
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New Rules

We do not care about custom code 
lines that are: 

• not accessible to end users

• read only or never save

• affect a non-financial area

Only care when a user runs custom 
code which results in changes to the 
database for the financial areas.

Source: SAP
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Evaluate source code 
for GRC 
categorization

• The Problem

• Eureka Moment

• Scaling it Up

• Key Word List

• Eliminate Noise

• Find Transaction Codes

• Compliance Evidence
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Scaling Up

Broad categories of how the 
database can be updated via 
custom code

SAP provided program to 
scan source code

Category Description

BDC Transaction Calls Batch Data Communication

BAPI Calls Business Application Programming Interface

Direct table updates Both SAP and custom tables for finance

Source: SAP
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Evaluate source code 
for GRC 
categorization

• The Problem

• Eureka Moment

• Scaling it Up

• Key Word List

• Eliminate Noise

• Find Transaction Codes

• Compliance Evidence
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Build Keyword List for Scan

Knowledge from all prior attempts

GRC rule set default transactions

Experience from other GRC implementations

SAP Table information

• TSTC – SAP transactions

• TSTCP – Parameters for transactions

• CDHDR – Change document header

2500 keywords
Source: SAP
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Selection Screen

Keywords in search box

Limit to Z* and Y* packages – Custom Code

Limit false positives

• +/- 0 lines

• Ignore Comment Lines

Search Range

• ABAP and Dynpro (Code & Screens)

Run in background!

Source: SAP
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Search Program Output

Background Processing (~3 hours)

Spool Output

Export for analysis

~ 50k hits

15,000,000 Lines of custom Code

50,000 Lines in Search Hit Results

Source: SAP
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Export as Text

Same thing, in notepad

Horizontal lines become dashes

Problem – program name is only in 
top row

Using excel formulas, pull out and 
push down program name

Source: SAP



2323

Evaluate source code 
for GRC 
categorization

• The Problem

• Eureka Moment

• Scaling it Up

• Key Word List

• Eliminate Noise

• Find Transaction Codes

• Compliance Evidence
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No Risk Lines

• Page header lines

• Program section lines

• Anything without a valid line number

• 9,300 lines
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More Research

Example line from spool list

Look at code immediately around it

Is it making an update to the 
database?

Tables statement – Declaration to 
allocate it in program memory

Source: SAP
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Exclusion List – Low Risk

Identify patterns that are always low 
risk

Four variations of “BKPF” used in 
data declarations

Eliminate:

• Data declarations

• Internal table gyrations

• Logical condition tests

150 total exclusion words

Low Risk

BKPF-

BKPF,

BKPF.

LIKE BPKF

CLEAR

FROM

IF

SELECT

TABLES
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Review Low Risk

Review all low-risk exclusions, 
document reasoning

Be able to defend the decision

150 Words in our list

38,000 Lines are eliminated

Whatever remains is high risk to your 
system

50,000 Start

(9,300)
No Risk 
Header/Footers

(38,000) Low Risk Statements

2,700 Remaining Statements
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Overall progress

Started with 20 years of custom 
programming

15 Million lines of custom code

Grouped, categorized, eliminated

• Repeatable

• Non-subjective

• Documented

50,000 Start

(9,300) No Risk Header/Footers

(38,000) Low Risk Statements

2,700 Remaining Statements

15,000,000
Lines of Custom Code

2,700
High Risk Lines
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Find Transactions

Only care when a user runs custom 
code which results in changes to the 
database for the financial areas.

Some of these programs written for 
background processes.  No impact to 
Segregation of Duties concerns.

Table Reason

D010INC ABAP Includes to main programs

TSTC Transaction Codes to Programs

TFDIR Function Module Names

TMDIR Class and Methods
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Evaluate source code 
for GRC 
categorization

• The Problem

• Eureka Moment

• Scaling it Up

• Key Word List

• Eliminate Noise

• Find Transaction Codes

• Compliance Evidence
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Custom Functions, 
Classes, and Methods!

Will not trace directly back to a transaction code

These must be included in your own keyword list and Scan again!
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High Risk Breakdown

2,700 High Risk Lines

• Associated transaction

• Function/Class/Method

• No associated transaction

Review each list in detail

Document decisions

1,700
Lines traced to 
Transactions

150
Functions found, 
added to keyword list

850
Lines not linked to 
Transactions
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High Risk 
Transactions

List of 1,700 Lines of code traced to Transactions

Sorted by unique transaction name

List of Unique Transactions

Each line marked with accept – and which GRC Function applies

Next Level

• Put rejected lines into a low-risk GRC function

• Adds to credibility for completeness

• Marks that decision was made + adds change control
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Process

Keywords

Scan

+ Key words

Low Risk 
Patterns Transactions
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Evaluate source code 
for GRC 
categorization

• The Problem

• Eureka Moment

• Scaling it Up

• Key Word List

• Eliminate Noise

• Find Transaction Codes

• Compliance Evidence
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Scan Evidence

• Keyword List

• Background job from Source Scan 
• Run parameters

• Results

Analysis

• Low-Risk patterns and justification

• High-Risk lines – decisions

• Resulting GRC ruleset changes

Source: SAP
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Evidence from Data 
Analysis

• Low-Risk patterns and justification

• Statements

• High-Risk lines – decisions

• GRC ruleset additions
50,000 Start

(9,300)
No Risk 
Header/Footers

(38,000) Low Risk Statements

2,700 Remaining Statements

1,700 Lines traced to Transactions

150
Functions found, added to 
keyword list

850
Lines not linked to 
Transactions



Automate to increase 
reliability and reduce 
cost

• Manual errors and disengaging

• Built In SAP GUI Scripting

• Record scripts

• Example scripts
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Repetitive 
Development Tasks

Examples
• Creating test users and assigning test roles.

• Creating transports for roles. 

• Changing user access via SU01 vs SU10.

• Downloading data via SE16N for analysis outside of SAP.

Expect 5% manual error rate;

Increases when rushing*

*Panko, Raymond. (2008). Thinking is Bad: Implications of Human Error Research for Spreadsheet Research and Practice.
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SAP GUI Scripting

Source: SAP
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GUI Scripting Risks!

Source: SAP
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SAP GUI Scripting

Powerful tool

Recommended to NOT use in 
production

Options button

Then “Script Recording and 
Playback….”

Source: SAP
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Record first script

Open “Record and Playback”

1) Set file name for saved 
script

2) Click record button

Source: SAP
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Start repetitive task

Make sure the GUI Scripting 
Indicator is on

Start with transaction code

Hint: Always start with “/n”

I frequently download data to 
analyze outside SAP

SE16N General Table display

Source: SAP
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Scripting SE16N for Display

Table Name

Blank Maximum Number

Uncheck some fields

Click Execute

Source: SAP

Hint: Save as a variant!
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Scripting: Display Data

With data on the screen

Click Export button

Source: SAP
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Scripting: Export Data as File

Save as Local File

I choose unconverted, you do you

Give it a file name

Click Generate

Source: SAP

Hint: Make a habit for filename 

to include:

Date, Time, SID-CLI, Table
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Scripting: Saved File

File is saved to the default location

Take note of the message in the 
bottom status bar

Verify that the file is present

Source: SAP
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Stop Script Recording

Sometimes the scripting window is 
hidden

On main SAP screen, click the 
“Barber pole” icon

Record and Playback window now 
visible

Stop script recording

Source: SAP



5050

Script1.vbs File

This is the exact file recorded by SAP

Let’s say you accidentally delete the 
exported data….. 

You can Playback this exact script again

Replay has limited use

Source: SAP

Parameterize the Script!
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Level Up From Recording

Instead of re-running the same exact 
script, what if you could 
parameterize it and run it on a 
variety of things?

This script in your conference take-
aways.

Create variant in SE16N.



Trouble-shoot 
complex security 
issues

What is a complex authorization issue?

Today we are focused on two areas of complexity 
often encountered when deploying Fiori or S4 Hana.

• Fiori Issues- a new world of authorization issues we 
may not recognize or have traditionally considered 
as SAP authorization issues.

• SAP Employee Business Partner issues that may 
impact Fiori based operations but seem like 
authorization issues
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The Fiori Path

CATALOG

SAP/Fiori Server- backend or front end PFCG Role contains:

• Catalog

• Group

• ODATA Service (IWSG)

• ODATA Service (IWSV)

• TCODES

• WEB DYNPRO

GROUP1 

Target 
Mapping

FIORI APP
ODATA Service

GROUP2

SAP GATEWAY    ODATA Service ABAP

FIORI APP

Fiori Launch Pad 

Group TileTileTileTile

Tile

TileTile
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Getting to the Launchpad or Tile URL

Access to the Fiori tile/s 

Fiori Launchpad (FLP) from SAP GUI- TCODE /UI2/FLP 

URL for the FLP- https://<server>:<port>/sap/bc/ui2/flp/FioriLaunchpad.html 

If you cannot reach the launchpad (or tile) the issue is most likely outside of the any systems related 
authorization- network issues, port issues, or other issues most likely outside of the actual Fiori 
code and objects. 

Fiori Launch Pad 

Group TileTileTileTile

URL
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Context for Fiori Auth 
Issues- The Fiori Path

CATALOG

SAP/Fiori Server- backend or front end PFCG Role contains:

• Catalog

• Group

• ODATA Service (IWSG)

• ODATA Service (IWSV)

• TCODES

• WEB DYNPRO

GROUP1 

Target 
Mapping

FIORI APP
ODATA Service

GROUP2

SAP GATEWAY    ODATA Service ABAP

FIORI APP

Fiori Launch Pad 

Group TileTileTileTile

Tile

TileTile
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What Are These 
‘Authorization’ Issues 
In The Fiori Path

“Where's this launchpad you keep telling me about?”

“I cannot find my tile/app.”

“Why does this tile say, “Error”?”

“Fiori broke my browser it keeps saying 503 error.”

“I can click the button, but nothing works. Well, something is happening, but it does not work right.”

“It works but tells me I cannot see what I need to see, and Lisa/John can see it so I should be able to 
as well.”
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Accessing the 
Launchpad

Fiori Launchpad (FLP) from SAP GUI- TCODE /UI2/FLP

URL for the FLP- https://<server>:<port>/sap/bc/ui2/flp/FioriLaunchpad.html

If you cannot reach the launchpad (or tile) the issue may also be caused by a  missing authorization, 
S_RFCACL. This authorization may manifest in a similar manner and is an SAP system issue not an 
external issue. This authorization check is linked to RFC users accessing the RFC paths. Here is an 
example of the authorization in a Gateway role.

Fiori Launch Pad 

Group TileTileTileTile

URL

Source: SAP
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Launchpad- groups/tiles-
Where are they?

Missing tiles / groups:

Enabled personalization in groups — user allowed to hide apps

Use the app finder to find your Fiori tiles!

Source: SAP
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I found my tiles, but 
some have an error?

You have your tiles showing up, but they have an error showing. Not all tiles provide the error 
context shown here.  This example error indicates an issue with one of the tile services or elements. 
We can track the error using browser tools and SAP tools.

Source: SAP
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Tracking Fiori Tile 
Errors- browser tools

This is the CHROME path to the 
developers' tools. This will provide 
a look at what the browser is trying 
to do and the responses from Fiori.

The sequential clicks/steps are 
indicated in the graphic. 

Source: SAP
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Tracking Fiori Tile 
Errors- browser tools

This is the EDGE path to the 
developers' tools. This will provide 
a look at what the browser is trying 
to do and the responses from Fiori.

The sequential clicks/steps are 
indicated in the graphic. 

Source: SAP
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Tracking Fiori Tile 
Errors- browser tool 
outputs

This shows the output of the developer tool-
note the 403 error and the indication that 
the ‘approvebankpayment’ is missing some 
component/service.

The path to the service is implied or shown 
as ‘/sap/bc/ui5_ui5/sap/fin_appbnkpmt’. 
This is an important clue in discovering the 
issue.

Source: SAP
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Tracking Fiori Tile 
Errors- SAP 
GATEWAY

The /IWFND/ERROR_LOG or /IWBEP/ERROR_LOG (for a backend/split Fiori architecture) Transaction 
code will provide a window into issues when we have a tile in the launchpad but errors in executing 
the tile. The information from the browser developer tool  is the first pointer to this next 
investigative step. 

Source: SAP
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Tracking Fiori Tile 
Errors- SAP GATEWAY 
Error Logs Output

The Error logs in the gateway show where there is a gap or incomplete element to successfully 
execute the  tile function. The most common of these are missing or deactivated services and 
missing systems alias.

Source: SAP
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Tracking Fiori Tile 
Errors- SAP 
GATEWAY Error Logs 
Details

The log details provide explicit information about the error issues and should be a jumping off point 
to resolve the issue. In this case we see there is a missing service. Service identification and 
activation would be the likely way to resolve this. 
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Tracking Fiori Tile 
Errors- SAP 
GATEWAY Service 
Activation

One of the most common issues is a service not being activated in the system you are running your 
Fiori functionality. The transaction code SICF is the service definition transaction allowing you to 
check the service for its state-activated or deactivated. If you are authorized, you can activate the 
service and test- likely you will have a Fiori technical team to help complete this task. 

Source: SAP



6767

Tracking Fiori Tile Errors-
Some Transaction Codes 
You May Want To Know

• These transaction codes are usually not accessible in a productive systems unless the systems is 
open for maintenance with most users locked. The PFCG roles should not move to production 
until this is completed.

• Transaction STCOI — Task List SAP GATEWAY 
ACTIVATE ODATA SERV

• Perform configuration tasks in an automated way.

Source: SAP
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Tracking Fiori Tile Errors-
Some Transaction Codes 
You May Want To Know

• These transaction codes are usually not accessible in a productive systems unless the systems is open for 
mainteance with most users locked.

• Transaction /U12/FLPCM_CUST — Check Services for a catalog
• This is a check to see if your catalo has all required technical elements.

Source: SAP
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What Are These ‘Authorization’ 
Issues- SAP Employee Business 
Partner issues 
Key elements regarding the employee business partner, user assignment, and the SAP business 
partner.

1) Some integration or use of the employee objects in the HCM area of S4 Hana. Most enterprise 
systems will have an HR system, like SuccessFactors, that is integrated with the S4 Hana ERP.

2) Employee data is integrated to the S4 Hana system allowing representation for a variety of 
processes and functions. 

3) The standard and required integration processes creates a personnel number record and an SAP 
business partner record. 

4) The user assignment may need to be manually applied if there is not a process to update the 
employee record automated in the HR integration process.

Most production systems are deployed with these elements in place- errors in SAP employee business partners and access

Occurs mostly in test systems or other systems with production level data copied into it.

In a production system these errors are almost always linked to changing and existing employee record to a new user ID.
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What Are These ‘Authorization’ 
Issues- SAP Employee Business 
Partner issues 
Key elements regarding the employee business partner, user assignment, and the SAP business 
partner.

1) Some integration or use of the employee objects in the HCM area of S4 Hana. Most enterprise 
systems will have an HR system, like SuccessFactors, that is integrated with the S4 Hana ERP.

2) Employee data is integrated to the S4 Hana system allowing representation for a variety of 
processes and functions. 

3) The standard and required integration processes creates a personnel number record and an SAP 
business partner record. 

4) The user assignment may need to be manually applied if there is not a process to update the 
employee record automated in the HR integration process.

Most production systems are deployed with these elements in place- errors in SAP employee business partners and access

Occurs mostly in test systems or other systems with production level data copied into it.

In a production system these errors are almost always linked to changing and existing employee record to a new user ID.
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The Link Between the 
Employee, User-IS, and 
the Business partner

An employee is hired and the hiring data is received by the SAP ERP system. (PA20) 
The employee data is updated with the User-ID
The user ID has been generated and assigned.
A business partner is created

Source: SAP
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The Link Between the 
Employee, User-IS, and 
the Business partner

An employee is hired and the hiring data is received by the SAP ERP system. 
The employee data is updated with the User-ID (PA20 Infotype )
The user ID has been generated and assigned.
A business partner is created

Source: SAP
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The Link Between the 
Employee, User-IS, and 
the Business partner

An employee is hired and the hiring data is received by the SAP ERP system. 
The employee data is updated with the User-ID
The user ID has been generated and assigned. (SU01D)
A business partner is created

Source: SAP
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The Link Between the 
Employee, User-IS, and 
the Business partner

An employee is hired and the hiring data is received by the SAP ERP system. 
The employee data is updated with the User-ID
The user ID has been generated and assigned. (SU01D)
A business partner is created (BP, BUP)

Source: SAP
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The Link Between the 
Employee, User-IS, and 
the Business partner-
and a Fiori APP

Fiori Apps utilize the BP-Employee-User relationship found by the business partner data to execute 
many functions especially those where employees, users, or other person related data is linked. 

Source: SAP
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The SAP 
Employee(EE) 
Business Partner(BP) 
Links to the USER ID

Once the EE BP is created there are key connections between elements of the BP, users and address 
data.
The User is tied to the EE BP through a set of tables and fields. Tracing them to see if there is 
missing is done through this sequence.
Use transaction code SE16N and follow this path: USR21→ ADRP → BUT000 → BUT100

Source: SAP
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The SAP 
Employee(EE) 
Business Partner(BP) 
Links to the USER ID

Once the EE BP is created there are key connections between elements of the BP, users and address 
data.
The User is tied to the EE BP through a set of tables and fields. Tracing them to see if there is 
missing is done through this sequence.
Use transaction code SE16N and follow this path: USR21→ ADRP → BUT000 → BUT100

Source: SAP
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The SAP 
Employee(EE) 
Business Partner(BP) 
Links to the USER ID

Once the EE BP is created there are key connections between elements of the BP, users and address 
data.
The User is tied to the EE BP through a set of tables and fields. Tracing them to see if there is 
missing is done through this sequence.
Use transaction code SE16N and follow this path: USR21→ ADRP → BUT000 → BUT100

Source: SAP
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The SAP 
Employee(EE) 
Business Partner(BP) 
Links to the USER ID

Once the EE BP is created there are key connections between elements of the BP, users and address 
data.
The User is tied to the EE BP through a set of tables and fields. Tracing them to see if there is 
missing is done through this sequence.
Use transaction code SE16N and follow this path: USR21→ ADRP → BUT000 → BUT100

Source: SAP



Wrap Up

• Learned how to categorize vast 
amounts of custom code into GRC 
rules

• Acknowledge importance of 
gathering evidence as you work

• Improve efficiency and accuracy 
with scripting in non-production 
systems

• Troubleshooting Fiori access issues
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Where to Find 
More Information

Panko, Raymond. (2008). Thinking is Bad: Implications of Human Error Research for Spreadsheet Research and Practice. 

https://community.sap.com/topics/gui/scripting

• “SAP GUI Scripting.” Community, SAP, community.sap.com/topics/gui/scripting. Accessed 21 Jan. 2024. 

https://help.sap.com/docs/sap_gui_for_windows?version=760.00

• “SAP GUI for Windows.” SAP Help Portal (Documentation), https://help.sap.com/docs/sap_gui_for_windows?version=760.00. Accessed 21 
Jan 2024.

https://www.isaca.org/resources/news-and-trends/newsletters/atisaca/2021/volume-31/five-easy-technical-tips-for-an-optimized-sap-grc-
ara-report

• Elghazaly, Mostafa. “Five Easy Technical Tips for an Optimized SAP GRC ARA Report.” ISACA, ISACA, 29 Sept. 2021, 
www.isaca.org/resources/news-and-trends/newsletters/atisaca/2021/volume-31/five-easy-technical-tips-for-an-optimized-sap-grc-ara-
report. 

https://help.sap.com/saphelp_scm700_ehp02/helpdata/en/45/5f204142d6b167e10000000a155106/content.htm

• “Role Assignment Does Not Work Correctly.” Role Assignment Does Not Work Correctly, SAP Help, 
help.sap.com/saphelp_scm700_ehp02/helpdata/en/45/5f204142d6b167e10000000a155106/content.htm?no_cache=true. Accessed 21 Jan. 
2024. 
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Key Points to Take Home

• Build a key words list from all available sources

• Record evidence as you go

• Practice defending why code lines were or were 
not included

• Automate and script repetitive manual tasks in 
your non-production boxes for increased reliability 
and efficiency

• Recognize the difference between Fiori 
authorization issues and system issues
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Thank you! Any Questions?

Deborah Rogers

Please remember to complete 
your session evaluation.

Greg Robinette

LinkedIn – Deborah Rogers

LinkedIn – Greg Robinette
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