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What We'll Cover B :

Transform your GRC operations with insights,
recommendations, and automation tools powered by Al
that are built directly into your SAP applications. By
incorporating Al into your GRC processes, you will be
able to increase the productivity of your GRC team,
improve the organization's and compliance, and grow
your business's foresight.
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= Concentrate your efforts on more strategic
endeavors by automating labor-intensive manual
processes.

= Simplify the governance of compliance while
increasing resilience.

= Share your feedback as part of an interactive
discussion.
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Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP.
Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other
service or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or
any related document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms
directions and functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The
information in this presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality. This
presentation is provided without a warranty of any kind, either express or implied, including but not limited to, the implied
warranties of merchantability, fitness for a particular purpose, or non-infringement. This presentation is for informational purposes
and may not be incorporated into a contract. SAP assumes no responsibility for errors or omissions in this presentation, except if such
damages were caused by SAP’s intentional or gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their
dates, and they should not be relied upon in making purchasing decisions.
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Is Business Al supposed to be smart?
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Yes, business Al is designed to be smart.

The goal of business Al is to use advanced algorithms and machine
learning techniques to analyze data, make predictions, automate tasks,
and provide valuable insights to businesses.

Business Al systems are built to learn from data and improve over time,
allowing them to make more accurate and informed decisions.

The intelligence of business Al systems can vary depending on the specific
application and the quality of the data and algorithms used.
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Al is not always smart.

The intelligence of an Al system depends on its training data, algorithms,
and the specific task it is designed for.

Some Al systems can perform tasks with a high level of accuracy and
efficiency, while others may struggle or make mistakes.

Additionally, Al systems are limited by their lack of common sense,
understanding of context, and ability to reason and make judgments in the
same way humans do.
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A smart business Al use case is typically characterized by the following attributes:

1. Problem-solving capability: The Al system should be able to address a specific business problem or challenge. It should have the
ability to analyze data, identify patterns, and generate insights that can help businesses make informed decisions.

2. Automation potential: The Al use case should have the potential to automate tasks or processes that are time-consuming, repetitive,
or prone to human error. By automating such tasks, businesses can increase efficiency, reduce costs, and free up human resources for
more strategic activities.

3. Scalability: The Al solution should be scalable, meaning it can handle large volumes of data and can adapt to changing business
needs. It should be able to process and analyze data in real-time or near real-time, allowing businesses to make timely decisions.

4. ROI potential: A smart business Al use case should have a clear return on investment (ROI) potential. It should provide tangible
benefits to the business, such as cost savings, revenue growth, improved customer satisfaction, or increased operational efficiency.

5. Ethical considerations: The Al use case should align with ethical guidelines and considerations. It should respect user privacy, ensure
data security, and avoid biases or discrimination. Ethical Al practices are increasingly important for businesses to build trust with their
customers and stakeholders.

6. Integration with existing systems: The Al solution should be able to integrate with existing business systems, such as customer
relationship management (CRM) software, enterprise resource planning (ERP) systems, or data analytics platforms. This integration
allows for seamless data flow and collaboration across different parts of the organization.

7. Continuous learning and improvement: A smart business Al use case should have the ability to learn from new data and improve its
performance over time. This can be achieved through techniques such as machine learning, where the Al system can adapt and refine
its algorithms based on feedback and new information.

Overall, a smart business Al use case should provide tangible value to the organization by addressing specific business challenges,
automating tasks, and enabling data-driven decision-making.
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Regulatory Insights




Regulatory Insights

02 Challenges and Pain points

Approx. 257 regulatory change events Difficulties in keeping up with fast-paced Existing processes to analyze and asses
observed daily resulting from 1,217 regulatory and risk changes that impact changes in regulations and standards are
regulatory requirements across the globe. compliance. error-prone, labor intense and siloed

across multiple departments.

Source: Michael Rasmussen (GRC Analyst)

Challenges to comply with external Operational resilience requires up-to date Organisations need to provide evidence
regulations, standards and internal compliance and control frameworks. that they are compliant.

policies due to amount of documents,

volume of changes and lack of experts.
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Regulatory Insights
02 Elevator Pitch

Today's regulatory compliance processes are error-prone, labor intense, costly

and siloed across multiple departments. Furthermore, the increasing regulatory complexity needs
digitization and smart technologies to be manageable.

Non-compliant businesses face severe consequences.

% Detect criteria & __. Compute Delta, Coverage &
i required changes - . Gap analysis
. Automatically detect and extract criteria Suggest updates to existing controls and
. and required changes in regulatory and (o) recommend new controls based on the gap
policy documents analysis
Goal 1 Goal 2

Decrease manual effort by automatically
detecting and extracting controls and their
changes across versions

Enable up-to-date

compliance & reduced risk by providing
automated Delta, Coverage and Gap
Analysis
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Regulatory Insights
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Customer value

Regulatory Insights

Al-powered risk and compliance management
Leveraging digitization, automation, and smart
technologies, our initiative aims to enable effective
risk and compliance management.

Watch the overview video -

Automatic detection of regulatory requirements & changes, and recommendations to mitigate risks for non-compliance:

Goal 1l

Decrease manual effort by automatically
detecting & extracting control definitions
from regulatory and policy documents

Goal 2

Enable up-to-date & seamless
compliance by providing automated
delta, coverage and gap analysis
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https://dam.sap.com/mac/app/e/pdf/preview/embed/Hb4cJtK?ltr=a&rc=10

Regulatory Insights

Regula@ry Insights

Al-driven compalience and riskranagement
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https://dam.sap.com/mac/app/e/video/embed/9Tbwvnf?ltr=a&rc=10
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Smart Control Development (CCM)
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Smart Control Design

“AutoMineControl”
by
Paul and Marie

from SAP
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Business Use Cases in discussion
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Risk Control Relationship

Detecting relationships between risks
and controls and proposing new
controls based on the identified risks
as well as identification of gaps in
control coverage.
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Clarifying Evidence
Requirements

Being able to provide an answer and
guidance e.g. for “What evidence is
required for PCI-DSS 4.0 -Protect all
systems against malware. “with the
reply “evidence of regular virus
scans, malware detections alerts and
anti-virus policy”
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Automated Audit Report
Generation

Analyzing available data, the audit
report will be generated
automatically.
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Automated Exception
Handling CCM

Analyze exception patterns, analyze
false positives and positives, derive
and define mitigation actions.
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Automated Fraud Detection

Generative Al can create synthetic
data resembling real-world
fraudulent transactions, helping
improve the performance of fraud
detection models.
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Open Discussion — Your Pain Points
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Wrap-Up



Key Points to Take Home

Not everything that is called Al is actually smart

Al has to be smart or it becomes meaningless

Al has to solve a business problem or if will just remain a
random feature

Al will have different impacts on society - the good, the bad
and the ugly

Stay curious and on top of innovation and also benefit from
our regular enhancements
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Where to Find
More Information

WWW.sap.com/grc

www.sap.com/about/trust-center.html

GRC blogs: https://blogs.sap.com/tags/237150e2-6555-4a16-
b49e-e93dbf1891da/

SAP GRC Community: https://community.sap.com/topics/grc

Take a look at:
On Demand Sessions to understand GRC and Security within the

context of SAP S/4AHANA On-Demand Sessions

In-depth Product Overviews with Use Cases and Demos On-
demand sessions

Follow us on Twitter:

#SAPGRC and #SAPFINANCE

Governance, Risk,
Compliance (GRC) and

Moving to SAP S/4HANA? Learn about ways Discover SAP offerings for GRC. Manage Governance, Risk, Compliance (GRC)
to deploy smarter security and controls cybersecurity, and privacy and Security with SAP S/4HANA
monitoring

“SAP Trust Center

Find the information you need on cloud performance,
security, privacy. and compliance

Our GRC Value Calculators that explore ROI:

SAP Access Control: https://bin.23khosting.com/sap-grc-value-calcs/access/

SAP Process Control: https://bin.23khosting.com/sap-grc-value-calcs/processcontrol/

SAP Risk Management: https://bin.23khosting.com/sap-grc-value-calcs/risk/

SAP Audit Management: https://bin.23khosting.com/sap-grc-value-calcs/audit/

SAP Business Integrity Screening: https://bin.23khosting.com/sap-grc-value-
calcs/businessintegrity/
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http://www.sap.com/grc
http://www.sap.com/about/trust-center.html
https://blogs.sap.com/tags/237150e2-6555-4a16-b49e-e93dbf1891da/
https://blogs.sap.com/tags/237150e2-6555-4a16-b49e-e93dbf1891da/
https://community.sap.com/topics/grc
https://event.on24.com/eventRegistration/EventLobbyServlet?target=reg20.jsp&referrer=&eventid=2293395&sessionid=1&key=2DCEB4F6CA9E130F3898D2F3263CC759&regTag=952235&sourcepage=register
https://event.on24.com/eventRegistration/EventLobbyServlet?target=reg20.jsp&referrer=https%3A%2F%2Fwcc.on24.com%2Fwebcast%2Fgroupregistration%2F2439029&eventid=2439029&sessionid=1&key=40F4965C337A47BD9E7C824232B8DC5E&regTag=1565590&sourcepage=register
https://event.on24.com/eventRegistration/EventLobbyServlet?target=reg20.jsp&referrer=https%3A%2F%2Fwcc.on24.com%2Fwebcast%2Fgroupregistration%2F2439029&eventid=2439029&sessionid=1&key=40F4965C337A47BD9E7C824232B8DC5E&regTag=1565590&sourcepage=register
https://bin.23khosting.com/sap-grc-value-calcs/access/
https://bin.23khosting.com/sap-grc-value-calcs/processcontrol/
https://bin.23khosting.com/sap-grc-value-calcs/risk/
https://bin.23khosting.com/sap-grc-value-calcs/audit/
https://bin.23khosting.com/sap-grc-value-calcs/businessintegrity/
https://bin.23khosting.com/sap-grc-value-calcs/businessintegrity/

Thank you! Any Questions?

Marie-Luise Wagener-Kirchner

Vice President

Chief Product Owner - GRC Solutions PCE / OP
T +496227777679 M +4915153858976
marie-luise wagener-kirchner@sap.com

SAP SE
Dietmar-Hopp-Allee 16, 63150 Walldorf, Deutschland

Marie-Luise Wagener-Kirchner
VP, Chief Product Owner SAP Governance, Risk and
Compliance Solutions (GRC)

SAPd

Paul Petraschk

Product Management Expert
Product Management Finance & Risk
- GRC Solutions

SAP SE

Phone +49 (0)6227/756751
Mobil  +49 (0)160/4703352
Mail Paul.Petraschk@sap.com

Please remember to complete
your session evaluation.
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Follow us

www.sap.com/contactsap

© 2024 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of
SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its
distributors contain proprietary software components of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or
warranty of any kind, and SAP or its affiliated companies shall not be liable for errors or omissions with respect to the materials.
The only warranties for SAP or SAP affiliate company products and services are those that are set forth in the express warranty
statements accompanying such products and services, if any. Nothing herein should be construed as constituting an additional

warranty.

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document or
any related presentation, or to develop or release any functionality mentioned therein. This document, or any related presentation,
and SAP SE’s or its affiliated companies’ strategy and possible future developments, products, and/or platforms, directions, and
functionality are all subject to change and may be changed by SAP SE or its affiliated companies at any time for any reason
without notice. The information in this document is not a commitment, promise, or legal obligation to deliver any material, code, or
functionality. All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ
materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, and they
should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered
trademarks of SAP SE (or an SAP affiliate company) in Germany and other countries. All other product and service names
mentioned are the trademarks of their respective companies.

See www.sap.com/copyright for additional trademark information and notices.

THE BEST RUN
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