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What We'll Cover

Embark on a thrilling journey as we unveil the future of
SAP Enterprise Risk and Compliance! Join us for an
engaging and insightful session where we delve deep
into the innovative roadmap crafted for our SAP GRC
products.
= By the end of the session, you'll have a clear vision
of what the future of GRC in SAP looks like, and
how it can help your business stay ahead of the
curve.
= You'll learn about the exciting new features and
enhancements that we're planning to introduce,
and how they can streamline your GRC processes,
reduce compliance costs, and mitigate risks.
= Join us to discover the exciting innovations on the
horizon.
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Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP.
Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other
service or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or
any related document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms
directions and functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The
information in this presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality. This
presentation is provided without a warranty of any kind, either express or implied, including but not limited to, the implied
warranties of merchantability, fitness for a particular purpose, or non-infringement. This presentation is for informational purposes
and may not be incorporated into a contract. SAP assumes no responsibility for errors or omissions in this presentation, except if such
damages were caused by SAP’s intentional or gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their
dates, and they should not be relied upon in making purchasing decisions.
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01 Solution Overview




Vital Capabilities for Governance, Risk and Compliance

Unified Risk Management e Comprehensive Risk Domains e Improved Business Resilience
Enterprise Risk Management Business Controls + Compliance v Financial Gain
Detailed insight into how risk drivers Document, centralize and automate controls Increase revenue and prosperity, and decrease costs.
can impact business value and reputation for performance and testing using best practice

smart, risk-aware decisions. internal control processes.

I

Operational Efficiency

Run efficiently, without interruptions in production, supply

Risk Reporting + Monitoring Security + Data Protection chains, or services.

Report top risks and actions with Support data protection and security v Reputation Uplift

one consolidated dashboard to enable compliance by monitoring system

executives to make faster, more vulnerabilities, |.dent|fy|n.g threats. anle Increase customer trust, loyalty, and public opinion.
informed decisions. cyberattacks, with real-time monitoring and

automated risk scoring.
Legal Compliance

I

Identities + Access Governance Manage laws and regulations, and avoid disputes, lawsuits,
and regulatory penalties.

Automate user provisioning, privileged
access, and role management while
continuously monitoring users and
applications for risk.

I

Competitive Edge

Strengthen competitive position, increase market presence,
and acquire more customers.
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Simplified View of Integration of Select Solutions
System architecture

Enterprise Risk Management Business Controls + Compliance Identity + Access Governance Security + Data Protection Risk Reporting + Monitoring

Reporting and
Dashboards

Risk

Audit reportin
assessments P 9

Enterprise risks Activities Risk responses

SAP S/4AHANA

Configuration, Audit execution

master data,

Processes, sub- Testing and transactions
processes + controls monitoring

Process risks Risk-based

audit plan

Issues
User Access

N EMEWSE

User behavior Detection User Secure
analysis strategies Authentication
Configuration,

master data, Encryption keys
transactions management

Third-party

Alerts Ul data masking

INTERNAL — SAP and Customers Only 7



Governance, Risk & Compliance Capabilities from SAP — PCE / OP
Modular solutions with native integration with SAP S/4HANA

Enterprise Risk Business Controls Identity + Access Security + Data Risk Reporting +
Management + Compliance Governance Protection Monitoring
v . [ n o®o0
- -l JE— — 1 & — — e [ B el —
< - = ° -. °

Assess Optimize Execute Govern Manage Efficient User Data Security Report Collect +
Risks Audit + Controls, Global Trade Identities Authentication Protection Monitoring Key Risks Correlate
Assurance Fraud + + Taxes + Access + Actions Data
Compliance Controls
SAP Access Control SAP GRC Digital
Boardroom
SAP Risk Management ISAP Process Control
SAP
Dashboard

SAP Business

SAP Audit Management Integrity SAPITax
Screening Compliance SAP Risk Management

Dashboards

NOTE: Actual product modules will vary based on customer-specific requirements and use cases.

INTERNAL — SAP and Customers Only 8



02 Integrated GRC




Top 5 (+1) Risk Categories in 2024

Economic conditions
Increased costs due to inflation, rising labor and energy costs

Geopolitical
Key elections in major countries (USA, EU, India, Taiwan, Russia, ...)

Information Technology (or “Digital”)
Keeping up with pace of innovation... and concerns on Al

Compliance and Regulation
Increased expectations from Boards, partners, customers, and employees

HR & Talent Management
WHEF vs return to the office, and potential massive industrial work actions

l ! Cybersecurity
u Now distinct risk category, with rising risk of cyber attacks powered by Al

INTERNAL — SAP and Customers Only

HR & Talent
Management

Compliance &
Regulation

Economic Conditions

Geopolitical

Information Technology

Cybersecurity
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GRC — Key Focus Areas 2024+

Integrated GRC

= Regulatory Compliance

= Data Protection and Privacy

= Automation and Al

= Cybersecurity Risk Management
= Third-Party Risk Management

= Resilience

= ESG

Business objectives and value add

INTERNAL — SAP and Customers Only




Where are we coming from..

Business
Process

Control Control

INTERNAL — SAP and Customers Only

Risk
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Control
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Responses

Risk Management

I I I I

Regulations

Process Process Risks
Vendor Mgmt

Process Control

Reduce

Access Risks

User can
enter vendor

& PO User can Violations
enter invoices

& payments

©
S
=
=
o
@)
”
o
(5}
O
o
<

SAP S/AHANA

Detection and Screening

Fraud Analysis

Business
Integrity
Screening

Compliance Checks

Detection Resolution

INTERNAL — SAP and Customers Only

Monitor
Access Status

Policies

Audit
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What drives us?

Customer

)Compliance

) Integration

) Automation

) Smart Al

) Efficiency

) Usability
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03 Recent Innovations




SAP Process Control
CCM — MCP Integration

Investment, Customer Value and Business Benefit

With SP14, respectively associated With the existing CCM functionality

v Q notes, we have delivered the 4 based on data sourc:e .and b‘usiness
@ % integration of Manual Control 5 % rule, the control.loglc is defined to
Performance (MCP) and Continuous generate exception data to be further
Control Monitoring (CCM) analyzed and used for manual control
performance.

Look and Feel

Video:

SAP Process Control
M - MCP Integration

Adding Continuous Control Monitoring to Manual Control Performance | SAP Help Portal
INTERNAL — SAP and Customers Only

[3 Deep Dive:
kgj Discover the Hidden
1

treasures

Business users can now combine
& automated controls with manual
Control Performance for a holistic

representation of associated tasks
while automation is now supported
to the extent possible.
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https://help.sap.com/docs/SAP_PROCESS_CONTROL/f77342ea45c24d3f81032575e6f50d8b/47a7781a9a7844ee9dc74bd0a4b34cfa.html?version=12.0.14

SAP Process Control
Control Integration with SAP Signavio

Investment, Customer Value and Business Benefit

A

AR

Look and Feel

Check o

As a first step, a basic integration
has been developed that allows to
upload, download and link control
information of SAP Process Control
with SAP Signavio.

ut the video:

U
A

SAP Process Control
Integration with SAP Signavio

SAP
July, 2023

Public

Reducing duplicate maintenance
effort on controls while enabling
a more seamless information
integration.

3341419 - Integration between SAP Signavio and SAP Process Controls - SAP ONE Support Launchpad

INTERNAL — SAP and Customers Only
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3 | Deep Dive:
\m;l Discover the Hidden
1 treasures

Authorized users can directly drill
down from the SAP Signavio
control into SAP Process Control
and subsequent local control
details showing control results,
evidence, and issues.
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https://launchpad.support.sap.com/

Deep Dive:

SAP Process Control and SAP Risk Management @ Discove th ien
Risk Integration with SAP Signavio

Reducing duplicate
maintenance effort on risks
while enabling a more

Authorized users can directly drill
down from SAP Signavio control
into SAP Risk Management and
subsequent local risk and
assessments as well as associated
controls.

As a second step, a basic integration
has been developed that allows to

5] l@upload, download and link risk seamless information

information of S_AP Risk ' _ integration, also considering
Management with SAP Signavio. the process, risk and control

coverage.

[Print
(Contral Process  Central Subprocess  Risk Template Risk Tomplate Description  Impact Category  mpact Comment  Drwver Category  Driver Commant  Signavio URL (Cantral Risk) Signavio URL (Central Risk with Local Risks)

10.8 Manage Tax 10.8.1German VAT Loss of money Loss of money Impacts  Total Expenses  Loss of money  Liquidity Missing VAT
SAP's bquidty retum impacts  Loss of money 2000_Germany Ltd,
SAPsliqudty  (Wips/iGRA BSS.NETSAPisapbeiwebdynprolsapignm_crisk olf?  (htpsJIGR4 BSS NET.SAPsapib

cliont=100853p-language=EN) cliont=1008sap-tanguage=EN)
10,8 Manage Tax 1081 German VAT  TAX_10.8.1 VAT Returm not ciamed VAT Retum not ciamed  Total Expernses  Missing VAT retum Tax Risks var
TAX_10.8.1 VAT Return not claimed 4000_Germany GmbHECOKG
(ntips./GRA BSS.NET.SAP/sapibciwebdynprolsapigmm_crisk_of?  (neips./GRA BSS.NET.SAPsapbciwebdynprolsaplgrp
1D=( X3 Y|

client=100&sap-language=EN) cliont=100&sap-language=EN),
2000_Germany Ltd.
(ntps /IGRA BSS.NET.SAP/sapbciwebaynpro/saplgrp

client=100&s3p-language=EN)

INTERNAL — SAP and Customers Only 18
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SAP Process Control
CCM Jobs — Change Log Analysis

Before

ggggggggg

The ability to analyze change logs according to filters for

the main table and secondary table and improvements to =
performance for high volumes of application data will
help provide accurate predictions of data in joined tables
for different time periods and improve analysis

performance to support a high volume of application
information.

Delivered Q3 / 2023

https://me.sap.com/notes/3271598
https://me.sap.com/notes/3281118
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https://me.sap.com/notes/3271598
https://me.sap.com/notes/3281118

SAP Process Control
Split of Disclosure Survey

The Disclosure Survey is enhanced
to support a split by Organization.

In addition, we provide a
subsequently independent
workflow processing of involved
users for this scenario.

Delivered Q4 / 2023

3397536 - It is not possible to split the review
phase of the disclosure survey by organization -

SAP for Me

INTERNAL — SAP and Customers Only

Active Queries

Plans Process Control & Risk Management (553)

Plans - Process Control & Risk Management

Show Quick Criteria Maintenance |

View:| [Standard View] ~
Schedule Name
) MO ORG Discl Survey - 3 OUs - split
) MO ORG Discl Survey - 3 OUs - split

(#) MO ORG Discl Survey - 3 OUs - split
() MO ORG Discl Survey - 5 OUs - no split
O pscolra2

O pscolra

() MO ORG Discl Survey - 2 OUs - Spiit

) MO ORG Discl Survey - 2 OUs - Split
() MO ORG Discl Survey - 2 OUs - Split
() MO ORG Discl Survey - 2 OUs - Split
() MO ORG Discl Survey - 3 OUs - o split
) MO ORG Discl Survey - 2 OUs - Spiit  Perfort
) MO ORG Discl Survey - 2 OUs - Split  Perforr
) MO ORG Discl Survey - 2 OUs - no split Perforr
() MO ORG Discl Survey - 2 OUs - na split Perforr

SREEEEETEE N

Copy Plan

Split By Organization: [

* Year: 2023
tart Date: | 27.11.2023
* Due Date:  03,12.2023

Change Query Define New Query F

tification| |Download | [Upload | | | Print Version| |Expo
& DueDate Next Runtime Status

23 03.12.2023 00.00.0000 00:00:00 Completed

23 03.12.2023 00.00.0000 00:00:00 Completed

23 03.12.2023 00.00.0000 00:00:00 Completed

23 03.12.2023 00.00.0000 00:00:00 Completed

23 30.11.2023 00.00.0000 00:00:00 Completed with
23 30.11.2023 00.00.0000 00:00:00 Error

23 03.12.2023 00.00.0000 00:00:00 Completed

23 03.12.2023 00.00.0000 00:00:00 Completed

23 25.11.2023 00.00.0000 00:00:00 Completed

23 25.11.2023 00.00.0000 00:00:00 Completed

23 25.11.2023 00.00.0000 00:00:00 Completed

23 25.11.2023 00.00.0000 00:00:00 Completed

23 25.11.2023 00.00.0000 00:00:00 Completed

23 25.11.2023 00.00.0000 00:00:00 Completed

23 25.11.2023 00.00.0000 00:00:00 Completed

Last Refresh 27.11.2023 17:23:39 CET R,
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https://me.sap.com/notes/3397536
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SAP Process Control
Check on duplicate jobs for automated monitoring

Timeframe: Year 2023

Selected Controls

v Control Valid From  Valid To Description
v| SD_MANAUL_PAYEMNT_TERM_AP_INVOICE 01.01.2023 31.12.9999 SD_MANAUL_PAYEMNT,

Control Business Rules

[Runtime Value DeterminationJ

Business Rule Description
®) SD_MANAUL_PAYEMNT_TERM_AP_INVOICE Compare ZTERM BSEG And LFA1
| \
l i & x
Dehvered Q4 / 2023 j /N Actlve jobs exist for the same period, regulation ... |
A bs exist for the same period, regulat d Conirol SD_MANAUL_PAYEMNT_TERM_AP_INVOICE
httpS://me.Sap.Com/nOtes/3274618 ctive jobs exist for the same pe regulation and Contro V

INTERNAL — SAP and Customers Only 21
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SAP Process Control and SAP Risk Management
S&Dashboards

Investment, Customer Value and Business Benefit

Powerful evaluations, aggregations

Altogether 10 SAC dashboards (9 & Out-of the box reporting for: as well as interdependency
. = Risk A tion by Risk Catt
4 for RM and 1 for PC) are available 4 . leikAggiggtlgﬁ b§ Irrlw;actaczgtce)gory & assessments are available for analysis

= Risk Aggregation by Driver Category

out-of-the box and ready to use 5 % «  Driver Interdependencies a % together with monitoring Capab”ities

A A = Impact Ir_]terdependenmes ] ) ) ) )

delivered with SP18 and 19.  Probabiity Lovel e on risk profile, risk bearing capacity,
= Risk Profile .1e
= Risk Count Heatmap prOba bII Ity
= CCM

Look and Feel

Check out the video:

SAP Risk Management and SAP Process Control
SAP Analytics Cloud (SAC) Dashboards

SAP
July, 2023

Public

Configure URL of NetWeaver Business Client for SAC Dashboards | SAP Help Portal Configure SAC Risk Profile Dashboard | SAP Help Portal

Configure Currency Conversion for SAC Dashboards | SAP Help Portal

INTERNAL — SAP and Customers Only 22


https://help.sap.com/docs/SAP_RISK_MANAGEMENT/9e424af03cfc48cfa8ae7c9c678c7fe4/43c4e6b04f0e44b29af8fb2fa0db43c6.html
https://help.sap.com/docs/SAP_RISK_MANAGEMENT/9e424af03cfc48cfa8ae7c9c678c7fe4/fe72fd0b58fa437abc57a882ee5d2c6b.html
https://help.sap.com/docs/SAP_RISK_MANAGEMENT/9e424af03cfc48cfa8ae7c9c678c7fe4/b9b23c986af84aa8b62d15a5a303e6db.html

SAP Process Control and SAP Risk Management
Siarch Work Items

Investment, Customer Value and Business Benefit

With SP03, we have introduced the Dedicated Work items Business users and GRC admins now
M Q Work Item Search to support users 4 I? can now being searched o & have a dedicated and comprehensive
@ % and since then have continuously a % for in a special view with a % search function available for their
enhanced it up to SP19 to meet the filtering and sorting of all work items (incl. sorting and filtering
different business user scenarios. relevant attributes. of associated attributes).
Look and Feel
—
-~ IS - £ ' .
" | d
Wiy Assessment Planning
¥ Plan evaluations and other assessments e

B Planner
B Planner Monitor
B Notification History

SAP Process Control and Risk Management
Search Work Items

B Notification Template Maintenance
B Risk Consolidation Monitor

B Sign-Off Monitor
B Search Work items

00 00O0CO0CO0O0CO0O0

SAP
September, 2023

Check out this video

INTERNAL — SAP and Customers Only 23



SAP Process Control and SAP Risk Management
Cancel Work Items

Business users can now delete old /
invalid Work Items from their inbox
for a particular set of workflows.
a % GRC admins can receive work item
cancel requests and manage them.

Enhancement of workflow engine as well as Suitable obsolete Workflow items
, IQ associated audit log functionality together ‘ can now be forwarded cancelled
5] % with full-blown notification template by the users. In addition, a central

integration. Dedicated workflow items will & % administration view is available
be cancelled, but not physically be deleted.

Wlorkitema M QLT Srowwr Morogpemeer (2 Prooase Comral 0Ty Risk Mamagereei |5

Wiorkihems - Al

s | Smredad Tles

[ Gubjd Geane Creosred D

[ umldwis Rk : S6_Sid Toa Reazy DT.A0LI02L 1723700

[T ik ey < &Y Wbilkdorban Teer dactiving (1L Rrzzy OTARZDEL 173700

E Wabdaie ddiraly 55 Fon Goile Comel Roguedes 1700 206D DA R 2R

[ abdube Hiak: THE - URLOL - Fri_Gusk LD EE 1 kLS

1= Vnlkds Acthdn; - B_Taw_inbdain_sctidten 17,02 300 1 3E1S

L Parkarn arasl Contred Pasormenes OO0l rovelion_ SO0 Do Bedayof snnsl ST ndunm =) G 5 1312 J005 LR 0 LEINIRT
[ Parksem daranl Conbred Pearmanes 220_rresmi ion_S06S Copy Sades of sl 05T rebume, =f Gamor S TR0 10240 21000
E Forkwm insal Conared Pasvamnonen D0 lniacion SO0 Copey Bdorn o anddid AT reniame. ol Gemasn & 1A F0ER AT D] M 133
[0 Parhemn Szniral Beagn Aawcarear, 1212 0002 173020 M L3
|| Parkrmmcenisz! Dusnr Sassa e 13412 I005 1R 5= 2O LN
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https://help.sap.com/docs/SAP_RISK_MANAGEMENT/e5b057b9f1ec4593ab1c545cf494cb7d/c776d107a211488c9ac01809c1df00d1.html?state=DRAFT

SAP Risk Management

One Single Entry Screen and Personalization

For GRC 12.0 we have worked from
, IQ SP 14 to 19 to create 3 completely

5] % new Fiori tiles:

(a) Manage Risk
(b) Manage Response
(c) Manage Activities

Global TR1 ULR1 Unchanged
50080168

Delete | | Show Change History

Reason was to provide an one
single entry screen to
streamline the management of
risks and related information.

Global TR1 ULR1 Unchanged

Created By: Patrick Doench Risk Type: Risk Level: Status:
Created On; 08.03.2021 Operational Risk  High Active
Changed By: Patrick Doench
Changed On: 08.03 2021

General Information ~ Roles~  RelatedRisk ~  Analysis . Responses(3)  Survey  Aftachments & Links

~

Basic Information

Name: Activity:
Global TR1 ULR1 Unchanged 2021 New Reports Test Act (Global)

Organizational Unit: Risk Calegory:
2021 New Report Test OU (Global) Insurance

Secondary Org. Unit: Trend:

Additional Information

GRG Status Update:
Rationale and Source:
GRC Risk Summary:

Risk Detalls:  ULR Risk Detalls: Lorem ipsum dolor sit amet, consetetur sadipscing elitr,
sed dlam nonumy elrmod tempar Invidunt ut |abore et dolore magna
aliguyam erat, sed diam voluptua. A vero eos et accusam et Justo duo
dolores et ea rebum. Stet clita kasd gubergren, no sea takimata sanctus
est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur
sadipscing elitr, sed diam nonumy eifmod tempor invidunt ut labore et
dolore magna aliquyam erat, sed diam voluptua. At vero eos et accusam
et juste duo dolores et ea rebum. Stet clita kasd gubergren, no sea
takimata sanctus est Lorem ipsum dolor sit amet.Lorem ipsum dolor sit
amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor
invidunt ut labore et dolore magna aliquyam erat, sed diam voluptua. At

INTERNAL — SAP and Customers Only

Valid From:
08.03.2021

Valid To:
31.12.9999

Analysis

Trend

Risk Level Trend

Probability Level Trend

@ Deep Dive:
E { Discover the Hidden

treasures

‘ & Enhance the user experience
with an increased efficiency in

a % screen flow.

General Information ~ Roles .  RelatedRisk~  Analysis .  Responses (3)  Survey  Aftachments & Links  Motes (0)

~

Impact Level Trend

&

o

—#— Inherent —#— Residual

R
&
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SAP Risk Management

@ Deep Dive:
E { Discover the Hidden

treasures

Personalization Options for One Single Entry Screen

With the component
UIGRRMPC 200, we have
introduced additional
personalization options for all
three new Fiori applications.

Personalization Settings v

~ Ul Section

Switch off and of course also An ultimately streamlined end-

switch back on sections or fields ‘ & user experience to make daily
that are not relevant for the daily a % work easier and more efficient.
work, while of course mandatory

fields may not be excluded.

< SAP Personalization Settings v

Field Visibility

~ Ul Section

Manage Activities

Manage Activities

[ (1) Show or hide the fields.

Manage Risks
Manage Responses
> Field Visibility
Report Template

INTERNAL — SAP and Customers Only

Section

General Information
Roles

Related Risks

Analysis

Survey
Validation
Attachments & Links

Notes

Manage Risks
Manage Responses.
Show on Ul Field
~ Field Visibility

Name
Manage Activities

Manage Risks (ves Organizational Unit

Manage Responses Secondary Org. Unit
Report Template Activity
Risk Category
Trend
Valid From
Valid To

Description

26



SAP Risk Management
Ul Flexibility

We have introduced a field control
view for risk, called
V_GRRM_FLD_CNTRL that can be
maintained via transaction SM30
and has been developed from
SP14-SP16.

~
“ Al Beposses (1) SUvey WeBeton Amecwents B Unks ot (L)

Veaa) Frum
(0 One Singe By Sowen Progan g 2008 2022

eld
(0 Weermatona Laws and Repanons. 112000

INTERNAL — SAP and Customers Only

Now it can be centrally
determined which fields are
visible, which are mandatory and
what kind of tool tip text should
be displayed, including custom-
defined fields.

i o f f £ ¢ f f &£ f f f @  f § & of o

@ Deep Dive:
E { Discover the Hidden

treasures

This feature allows to adapt screens
to the real business processes and
activities while increasing the end
user support with adaptable
messages as well as reducing the
“noise”.
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Deep Dive:

SAP Risk Management @ Discover the Hidden

treasures
Reporting Options and Personalization
Investment, Customer Value and Business Benefit
Enhancement of reporting engine Reporting templates can now Business users can now create
4 Q and integration into the y | & directly be developed in MS Word ’ & their individual reporting
application Generate Report. a and can then be used from within a % templates to meet the needs of
Template provisioning to provide the application including custom- various stakeholders utilizing the
starting point. defined fields. powerful MS Word features and
toolbox.
Look and Feel
- - » H XML Mapping =

Click or tap here to enter text

lick or tap here to enter text Click or tap here to enter text Click or tap here to enter text. | http//w

Uploading Global Report Template

5I5_RE_FREQUENCY
SIS_RE_PROBABILITY_LEVEL

v ©  Cancel

NI R4 10— SRR 2

RISK/S1098673

Entity Risk

RM_SOW_2Z__ MO_GRP_2017_TRO6_UL =77 T P
Rd - uUnlikely

Download template CUSTOM DEFINED FIELDS

r R = =
® Upload templae ) Field Name Field Value
Delete template Pt i .
MO_GRF_Z017_TROG_ULAS Dascrigtion lissid
Upload Template DRIVERS IMPACTS EUR
T P Driver Driver Category Impact Impact Category
Kk or tap here
vload path and file AAZATION UK
Customer Defined Fields i Cybarsacuriy and Sacurity  Oparational LA _Erazil
I
Field Name Field Walue
ROLES
Name User ID Full Name Email Ratiabe ael Soumea MO_GRP 2017 TROE_LILRA Cin ditan, Lt igrih sale it disst.
E IMPACT_ID
IMPACT_TEXT

IMPACT_CATEGORY
IMPACT_CATEGORY_TEXT

Get Sample Custom XML File | SAP Help Portal Generate Report | SAP Help Portal Create Word Templates with Content Controls | SAP Help Portal

INTERNAL — SAP and Customers Only 28


https://help.sap.com/docs/SAP_RISK_MANAGEMENT/6d4d081830f84eb296d7062a45f96e37/75fd5de58a6f4c5f8f26b356d6780767.html
https://help.sap.com/docs/SAP_RISK_MANAGEMENT/6d4d081830f84eb296d7062a45f96e37/1eb33b10c8f841e9a1aca4b8da316f47.html
https://help.sap.com/docs/SAP_RISK_MANAGEMENT/6d4d081830f84eb296d7062a45f96e37/27492c25ac4846178b352e81aa2dbff0.html

SAP Risk Management
Enhanced Copy Features

Enhanced Copy feature for ‘ Q With the help if a guided step- Ability to copy a full risk or activity

Risks and Activities in both by-step procedure both risks ‘ & (incl. Top and underlying risks,

NWBC and Fiori with a [% and activities can be copied a % open or closed) into a new activity.
necessary maintenance (even closed entities) This would significantly shorten

options integrated. considering all attributes the process in creating new risks
individually selectable. etc.

Standard — o @ @ — [ — @ ° @ @ —

SelectRisks  Select ObjectstoCopy ~ Update Created Objects  Confirmation

Risk Type: Organizational Unit Select Risks Select Objectsto Copy  Update Created Objects Confirmation

0
& | Risks / Responses

| Search al | v
Show | Vear ~|[2022 [ Apoly|Acuancea Name Type  Share Organization Risk Category Valid From  Valid To

Risk Level: Activity:

‘ v = | Adapt Filters

iew: | [Standard View] ~ RM_SOW15_TRO02 Risk Field risks  International Laws and Regulations  21.06.2022 31.12.9999

~ RM_SOW15_TRO2-URL1 Risk Field risks tional L d 19.04.2022 31.12.9999

Risk Organization Risk Categor
a & eEory RM_SOW15_TRO2_ULR1_Respl Response. Field risks 19.04.2022 31.12.9999

[] RM_SOW15_TR02_4July Field risks International Laws and Regulations ~ RM_SOW15_TRO2-URL2 Risk Field risks  Opportunities 19.04.2022 31.12.9999
[] RM_SOW15_TRO2-URLZ_4July Field risks Opportunities
[] RM_SOW15_TR02 Field risks International Laws and Regulations

Risks (561) CreateV| Copy IDe\e‘e & [] RM_SOW15_TR02-URLZ Field risks Opportunities

[] RM__PR_UL Risk 2_Copied_FromTmplt_21June Test Org - New Reports PR_Risk_Cate

Active (561)  Draft (89)
TRO4 - URLZ - Respl - Define Scopein contract  Response Field risks 04.11.2021 31.12.9399
TRO4 - URL2 - Resp2 - Hire Program Manager  Response Field risks 04.11.2021

TRO4 - URL2 - Resp3 - Hire Developer Response. Field risks 04.11.2021

HNHKHEERE

GRP_2017_Top_Risk_Response_Template Response Field risks 21.06.2022

. Organizational Unit
m| Created On Changed On  Name Risk Type Na%,,e [] AP 40 Risk Field risks Accounts payable Risk Attributes

- o eoray PMSOWITRO [C] TROS - RM - Risk Template Field risks International Laws and Regulations Al General etz KRI Instances. \nfluenced Risks Incidents Attachments and Links
- - perational R leld nisk [_] TRO2 - URLOL1 - Fiori_Guide Field risks Opportunities q
2 4July = PP Response Attributes
TROL-Fiori_Guide Field risks Opportunities
PP [] Al [/] General [v] Attachments and Links
eneral ments and Lini
[] RM_SOW15_TRO2 Field risks International Laws and Regulations
[] RM_SOW15_TRO2 Copied_20Jun Field risks International Laws and Regulations

[] RM_SOW15_TR02 Field risks International Laws and Regulations

Activity Name:
Risk Level: High

Validity Period: 04.07.2022 - 31.12.9999
ID: 51067131

Other Settings
Activate Created Objects

RM_SOW15_TRO 7
] 04.07.2022 0407.2022 3 iels asery Operational Risk  Field risks Jext 1
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SAP Risk Management
Risk Category Owner

Authorizations can now be

granted on the Risk Category

Level and are inherited down the 2 x
Risk Category Hierarchy to all e ey
associated Risks. B

(i) No changes to role assignments allowed for the past
Roles

Show:| All v

Role Name Valid From Valid To User Inherited From

®) Operational Risk Manager
Organization Owner

Delivered Q4 / 2023

3390884 - Role Assighment on the Risk
Category - SAP for Me
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https://me.sap.com/notes/3390884
https://me.sap.com/notes/3390884

SAP Audit Management
Business Processes

‘ IQ Business process audits allow Create and upload business ‘ & Assign organizations
companies to evaluate industry hierarchies

5] ls . Assign controls, auditable items,
trends and make improvements. It Integration with SAP Process a %
also identifies business risks. Control

audit history, and audit findings

Create and Approve Purchase Order
00102
DR x
mmﬂ‘ Type Parent Created By: Mark Wilson on 06.12.2022, 15:14:44
o Subprocess ~ ProcuretoPay  Changed By: Mark Wilson on 06.12.2022, 15:14:44

B2

S General | Controls(3)  Auditable items (1)  Audit History (1) Findings (1)

D= Title
Audit - Master Data

Organizations Risk Register

=S %

Audit - Audit Planning

Audit Universe Consolidate Audit Manage Audit Plans Initiate Audits
Plans.

@2« & 1.310 ®1«

Auditable ltems. Audit Plans Audits
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https://blogs.sap.com/2023/09/12/grc-tuesdays-whats-new-in-sap-solutions-for-three-lines/
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https://roadmaps.sap.com/board?PRODUCT=01200314690800000209&PRODUCT=01200314690800000217&PRODUCT=73555000100800000449&range=CURRENT-LAST

SAP Process Control— Q1 / 2024
Integration with Unified Compliance Framework (UCF)

Common Controls Hub

hid

Deep Dive:
Discover the Hidden

treasures

~
| Lab Preview

-
I

1 Upgrade Now

[ B YR re—
. -

Search Authority Documents Q

GEOGRAPHY

Show Selected Documents as a List

Holistic integration of UCF and corresponding content
(authority document, citation, common control) into SAP
Process Control by introducing a common control
objective that supports the assignment to existing central
and local controls as well as the creation thereof with
corresponding subsequent integration to SAP Risk
Management.

SUBJECT MATTER

Africa

Asia
Australia-Oceania
Europe
International
Middle East
North America

South America

Analyze Control

Coverage
< W Manage Common Control Objectives » < w Common Control Objective »

Standard ~

I | | | Editing Status: Regulation: Requirement:
1

1650
Impact Zone:

- @

pALL a Al @ a

Impact Zone:
Operational management

~ R

‘Common Control Objectives (1,235) Search Q| pelete Classification:
w — Corrective
[ Name Reference ID Regulation Requirement Classification Validity Period

Common Control Objective

tor Critical Infrastructure Cybersecurity, v1.1
Framework for Improving
Critical Infrastructure
Cybersecurity, v1.1

Monitor systems for Regulation Requirement

inappropriate usage and 585
other security violations.

DE.AE Anomalies and
Events

Monitoring and

measurement 01.01.2023 - 12.

Manage Common
Control Objectives

Import Common
Control Objectives Name
Determine the incident DE.AE Anomalies and Events
severity level when
assessing the security
incidents.

Fi for
Critical Infrastructure
Cybersecurity, v1.1

1650 ‘Operational management 01.01.2023 - 12. DEAE4

Review and update Framework for Improving Controls

Moanitoring and

Unique Citations 0

Common Controls

Regulation:

Mandates in Citations 0 De-duplication Factor 0%

KEY  OMandated  0/mplied 0 Implen

Create as many different Authority Document lists as you need. Some organizations have
an overarching set of mandates and additional requirements for different geographies or
business units.

Select your Authority Documents
Pick one or more Authority Dacuments. Scrall through the list by Geography or
Subject Matter ar enter a search term ta find the ADs you need.

Instant Access to Research

Click the informaticn icon () next to any Authority Document or Commen
Control to learn more about it.

Save your List

Once you have created your masterpiece, save your list. Next, use the list you
created to generate a Build and Custom Compliance Templates, if you
subscribed to them.

Search

Determine the incident severity level when assessing the security incidents.

~(2

Valid From:
Jan 01, 2023

Source:
UCF

for Improving Critical

Cybersecurity, v1.1

Type:

Valid To:
Dec 31, 9999

Reference ID:
1650

Monitor and Evaluate Occurrences

3

event logs and audit
logs, as necessary.

596

Critical Infrastructure
Cybersecurity, v1.1

measurement

01.01.2023 - 12.

Central Control

Description

Anomalous activity is detected in a timely manner and the potential impact of events is und

Impact of events is determined




SAP Process Control— Q1 / 2024 @ Deep Dive:

Discover the Hidden
National Institute of Standards and Technology (NIST) Content treasures
based on Control Framework 1.1 and 2.0 with NIST.SP.800-53.r.5 Control Catalog

We have prepared an MDUG file to Easy-to-use, publicly available Enhance the user experience

make it easier for our customers to content. ‘ Q by provisioning of prepared
5] l@directly consume NIST control Suitable for production a % content

content. The file provides systems as well as test data.

necessary guidance given the

customizing specifics.

Process Structure

escription

CONTROL NAME. Shom Yo s ey ensneed o) (o] [o) [ : Rk

Folicy and Procedures
Hame Type iotion: CONTROL NAME:

. Aeceunt Management | Autamated At Acions

CONTROL TEXT: ) ¥ NIST Processes and Controls. Process. !

& Develop, document, and 2 O v Ac_Access ool Sumprocess coNTROL TEXT:

1 more): Organlzation-level; level] = o P P Austomaticalty audit account cretian, modification. enbling.

| CONTROL NAME: | | I s . disabling. and remaval actiors.

Account Management 0 A2 Coreral Discussion:
Commi Aecount mansgement udi records are defined in accordance
CONTROL TEXT: - A AL e, ansynd, ac moced i cdence
a. Define and document the types of accounts allawed and specifically prohibited for use within the system; ® m—
b, Assign account managers; | K | J Contol RELATED CONTROLS:
CONTROL NAME: o control A2, AUE.

I Valid Fram: 01012023

C  AT_fwiareness snd Traiing. Submrocess T 3142 5908

CONTROL TEXT: (o] AT Control
Support the o ar2 Control
ATt ool Tigger: Bate
CONTROL NAME: C AT2(n Controt
Account Management | Automated Temporary and Emergency Account Management

Contrel Automatior: Marual

Operation Froguency:

~ AU_fuatit and Accountabitiy P Beteie

CONTROL TEXT: [e) a1 ‘Significance: Standard Control

i e disable] accounts after [Assi izati i d o) a2 i Conird o Process 5.+ Conrol
AC_nccess Control AC-2(2) far each type of account]. s
CONTROL NAME: S

Contsel Category: Trarsactionsi-Level Corerol
Nature:

4« » . Central Control _|_| Control Risks | Control Account Group | Central iELC . (3) & [« » C CA_Assessment. Authorizatien, Mensoring.

[h“]] Content
SAP Process Control and Risk Master Data Upload Generator Upload NIST Content as Central Controls

Management Starter Kit
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https://help.sap.com/docs/SAP_PROCESS_CONTROL

SAP Process Control— Q1 / 2024
Increase Operational Efficiency for Continuous Control Monitoring (CCM)

Introduction of a setting to define whether the job planning feature for enabling the concurrent
execution of CCM job steps will be enabled that will then allow:

* To define the maximum number of job steps that can be run in the application system

* To define the maximum number of job steps that can be run in the governance, risk, and
compliance (GRC) system

* To block the automatic triggering of the set-up queue for job steps in case that simultaneously
running job steps reach the upper limit.

Thus, to help prevent a high volume of CCM jobs from consuming all system job resources and
ensure that all CCM jobs are performed in the correct sequence.

INTERNAL — SAP and Customers Only
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SAP Process Control— Q1 / 2024
Increase Operational Efficiency

Introduce the creation of a recurring plan to run manual control performance every month, with the
due date for the monthly run set as the end of the month.

In case an application system is no longer relevant for a CCM set-up, to streamline the removal and
clean-up, we will:

* Provide checks to ensure that no planned job steps exist for the respective business rule

* Ensure that no planned job steps exist for this business rule

e Support the removal of connectors from business rule and date source

e Subsequently remove the connector information from the back-end configuration

INTERNAL — SAP and Customers Only
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SAP Process Control and SAP Risk Management — Q1 / 2024
Planner - Increase Operational Efficiency

Support for the plan creator to check if the recipient's information is available for the planner.

Support for the plan creator to add the recipient's name during planner creation, without
interrupting the current steps.

Ability for the assigned recipients to process the tasks in preassigned user roles.

INTERNAL — SAP and Customers Only
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SAP Risk Management — Q1 / 2024 (delivered January 16t)

Trending Heatmap

, IQ A new heatmap was introduced
outlining the risk assessment

5‘ Q results in a visualization.

& [©) Deep Timeframe: Year v Year 2023 v RiskType:r Al

Show:  (2) Inherent () Resikdual () Residual Planned

Inherent Residual

Business

msgndcant  Minor  Modera  Major significard  Minor  Moderate  Major.

Impact Lavel Impact Lavel
Inherent Risk Level: O Low O Medium O High

Insgnicant  Minor  Moderate  Major

Residual Risk Level: O Low O Medium O High

Inherent, Residual and Residual
Planned are displayed in one view
next to each other.

Drill down to individual risks and
details is supported.

EX7  Risk Heatmap

Organization:  5GS @ @) Desp  Timeframa:  Yesr

All > Inherent Probability Level - Highly Likely, Inherent impact Level - Major
Inherent
Noae Costainy

i Highsy ity
§ v
B e
—

wgucant Moo Modems  Mapr  Cpaees
vgact Lavel

‘Bushess Inharent Risk Lovat: ) Low ) Medum O High
Cracal

£

W
AR

v Ve 073 v

Risk Type:  All

@ Deep Dive:
E { Discover the Hidden

treasures

Holistic representation of risk trend
and associated evaluation over time
by including residual and residual
planned results. Increasing
transparency of mitigation
effectiveness and evolution.

¥ Forscasting Horizon:  Dafault ¥ Show Additional Fieids

Show (@) Inberent  (2) Residual (2] Residual Planned

Residual

Hear Certainty

Highly Liksty

sgniicant  Mnor  Madersis  Major

Residual Risk Lavel:

rosciLavel
Low O Wadium

Residual Planned

Business

gniicart Mnar  Modecale  Maler P
mpactLevel

High Rasidual Plannad Risk Levet: O Low O Medium High

Organization  Actity  Owner

Residual Planned Risk Level: O Low O Medium O High sGs RMPCSUPER

‘riba RMPCSUPER

Organization  Activity Ovmer Inherent Risk Level  Residual Risk Level  Residual Planned Risk Level = Inherent Total Loss  Residual Total Loss  Residual Planned Total Loss 7= Curency  Trend " RMPCSUPER

sas RMPCSUPER  High

Ariba RMPCSUPER High
SGSProjects  SAP GRC Implementation@SGS  RMPCSUPER  Medium
SAP GRC Implementation@SGS  RMPCSUPER  Medium

RMPCSUPER  High

RMPCSUPER High

High
High

Manage Cybersecurty Ariba
Manage Cybersecuriy Ariba

Mesium
Medium
Medium
Meodium
Hgh
High
Medum
‘SAP GRC Implementation@SGS Low
Medium
Medium
SAP GRC Implementation@SGS Low
Medium
Medium
Medium
Low
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Medium

EUR

Medium
Medium

23,000,000.00 EUR s

Medium

Medam
Low
Medum
Medium
Low
Medium
Low
Low
Low

Residual Risk Level
Masium
Medium
Medium

Resiiual Planned Risk Level T Inherent Tolal Loss  Residual Total Loss  Residual Planned Total Loss ~ ©  Cumency  Trend

Madium
Medium
Low

350,000,000.00 278,000,000.00 230,000,000.00 EUR
135.000,000.00 27,800,000.00 23,000,000.00 EUR A
0.00 000 0.00 EUR
Data Selected On: 12/18/2023 15:36:28
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SAP Risk Management— Q1 / 2024
Business Impact Analysis Survey

C 1

| Lab Preview |

Enhanced GRC footprint supporting
‘ Business Continuity Management activities
as integral part of our solution portfolio.
Increasing resilience by providing additional
insights on operational risk and business
continuity requirements.

Introduction of classification option

for an activity or subprocess as

5] % critical with subsequent support of a
business impact analysis (BIA) via
survey and a dedicated response

type.

Support Business Continuity

Management with planning,

a % strategy definition, documentation,
business impact analysis, as well as

business continuity and disaster

recovery plan as response.

S VaTage ACtITIes =
Bt
SAP Manage Activities ~

General Information Roles v Risks ‘Opportunities. Survey Validation Attachments & Links. Business Impact Analysis

Standard* v
RTO/RPO

Organizational Unit: Activity Category: Critical Activity: Recovery Tkne Obiécive: Recovery Point Objective:
[search al | o] ©] | ~ | AdaptFilters (1) 1108 22081
. - Create  Display Survey &

Recipient Submitted On

Active (111) Subprocess (745) Draft (36)

Activities (111) Create Copy Generate Report  Delete {8} 22.12.2023 - BIA SURVEY TEMPLATE ( PLN-BIA1)
O S
O RS
O .
22.12.2023 - BIA SURVEY TEMPLATE ( SUV-BIA-1)
O I 22.12.2023

[] Name Organizational Unit Name Validity Period ~ Critical Activity

[ ] BIA-1 # MO PC2 TOP 22.12.2023 - 31.12.9999  Yes

INTERNAL — SAP and Customers Only 39



SAP Risk Management— Q1 / 2024
Response Weighting

Ability to assign a weight to a risk response to further support prioritization and increase in
flexibility.

Weights of responses are taken into account when calculating residual risk level increasing accuracy
and monitoring transparency.

INTERNAL — SAP and Customers Only

40



SAP Risk Management — Q1 / 2024 H

C 1

Fiori [Lab Preview |

Upload multiple files in attachments and links to
increase the usability and streamline the end user
experience.

Show the change history of uploaded files in
attachments and links to increase transparency.

Display custom-defined fields in groups to increase
usability.

Show Existing Versions
Title

®) Create a Policy_updated version.docx 001
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SAP Risk Management— Q1 / 2024
Vendor / Third-Party Risk Management

Increase GRC footprint to provide a dedicate support for Vendor / Third-Party Risk Management
activities to further strengthen the operational resilience:

* Introduction of the ability to create a vendor / third-party hierarchy.
e Support registration of risks related to vendors / third-party.

* Enablement of vendor / third-party risk assessment.

INTERNAL — SAP and Customers Only
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SAP Audit Management— Q1 /2024
Release 1.7 — Embedded Analytics DECEZEVETE.

Fully integrated analytics out- Streamline analysis and empower
Development of Embedded Analytics of-the box with visual ‘ & users with deeper insights into data,

with one overview and three representation of data, for a % using preconfigured, analytical SAP

analytical detail pages and altogethe quick insights across various Fiori apps for audit, finding, and
13 analytical charts. aspects. action plan including visual
presentation.

Audit - Insights

Audit Management Analyze Audit Analyze Findings Analyze Action Plans
Overview Engagements
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https://help.sap.com/whats-new/f60a503ff0c2438bac4ae101259fe8cc?locale=en-US&state=DRAFT

SAP Audit Management— Q1 /2024
Release 1.7 — Key Risk Indicators (KRI) IER IRV

Key Risk Indicators can now be The import of KRIs complements the _ _
I imported together with risks (SAP Risk ‘ Qintegration with the SAP Risk ‘ 360 degree integration as well as

5] [% Management integration. However, a %Management solution. The manual set- support of audit focused key risk
they can also be directly applied to up of KRIs allows further detailed a identification based on scoring,
risks and dimensions so that they prioritization of risk related data from financial metrics, time / hours, as well
subsequently are available in an audit perspective. as numbers.
auditable items.

General  AachmentsandLinks  lssues Add Key Risk Indicator

~ General Information ~ Description
06941

* KR Instance Name: [test 0627

Vien Status. Risk Level (Inherent)  Risk Level (Residusl) ~ Highest KRI (Score) Created By: LINDSAY W
Internal Audit  Active ! Changed B LNDSAY ¥

* KR Templzte: | RM_KRITEMP_VH_00L

Ingut Allowed From: [20.06.2023
Input Allowed Until |31 12 9900

General  AuditHistory (0] Auditable tems(0)  Contals (0]  Analysis(I)  Key Risk Indicators (4] Underlying Risks ()
Key Risk Indicators (4)

Histary Review Required: @ Yes () No
Owner: |

[} Vaue Value Updated O~ Source Object Created By

() 00000482 1234567,00 AED 07.07.2023, 09:17:49 -

() 00000483 1733333000 07.07.2023, 09:17:49  KRINSTE0044609 LINDSAY Wang
() 00000484 4.567.800 JPY 07.07.2023,09:17:49  KRINSTE0044610 LINDSAY Wang

() 00000485 678000 EUR 07.07.2023,09:17:49  KRINSTE0044654 LINDSAY Wang

Underlying Risks (0)

~ Value

O Update Value

Value: | 1.334.567.000|
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SAP Audit Management—Q1 /2024

Question List — Increase Usability

We have introduced an
option, so that work package
guestions can now be
combined in one view.

This way, the answering can
be completed in one single
view rather than through
multiple steps.

Thus, to further improve the
end user experience.

INTERNAL — SAP and Customers Only

ISAPR ngoing Work Packages

C-02-01 question2.1

Controls (1)

Working Papers (9)

Code 15

SN

)(

-~
LLab Preview

Einding
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SAP Audit Management— Q1 /2024 K
Currency — Increase Usability [y )

We have introduced a multi-currency
option to also support the reflection of
amounts in local currencies for individual Gy | Deein_
audits. —

0
w

In addition, a global currency can be
defined on the audit plan level. .

Utilizing currency conversion tables, the
local amounts can then also be
aggregated to a global currency amount
on audit plan level.
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SAP Process Control— Q2 / 2024
SAP Fieldglass Integration DEREZEVETE.

SAP Fieldglass reports can be read

,IQ A.n integratiqn with SA.P ‘ Q into SAP process Control as data SAP Process Control serves as the
Fieldglass will be provided to central control hub and continuously

source via API. - . )
5‘ l% ensure that the continuous & % supports the integration with further

The desired business rule logic can be SAP systems for continuous control
applied together with subsequent monitoring.
control association.

control monitoring scope is
extended to meet customer
requirements.

Targot Connector; ZAXS_FGO1 | | Data Collection /| | Max. Rows: 100 Timetrame: v Yoo 2023 st

View|(Sunderd View] | | [ Print Verion] [ Esport |
Company Code  Work Order 10 SeqNoAccAss.  Time Sheet 1D Vendor Profit Ceeter

wor o0ac $0.(
; | ol
50
o«
cc!
o

5

S04
S0
S04
SOt
SO\
504
$0.(
|50t
.

ﬁ:iii 383388338383
ERERRERERERRRER

i

,
S :
Ei EERRRRRERERE
)

-

INTERNAL — SAP and Customers Only 47
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SAP Process Control— Q2 / 2024
SAP Business Integrity Screening (BIS)

An integration with SAP Business

With the integration, BIS strategies

1y Integrity Screening will be ‘ Q can also be utilized for CCM and can

ided, so thata d [
5“% provided, so that a detection &

strategy can be utilized as data
source in SAP Process Control.

INTERNAL — SAP and Customers Only

be embedded into the overall control
repository to support a holistic
representation of all associated
monitoring activities.

-

SAP Process Control serves as the
central control hub and continuously
supports the integration with further
SAP systems for continuous control
monitoring.




SAP Risk Management — Q2 / 2024
Fiori Apps — Vendor Risk Assessment and Dashboard

As part of the Vendor / Third-Party Risk Management
developments, we will also provide corresponding
Fiori applications.

A dedicated Vendor risk assessment app will be
provided to streamline the maintenance effort and to
improve the end user experience.

We also plan to visualize the risk assessments and

results of vendors in a dedicated dashboard to
support the decision-making process.

INTERNAL — SAP and Customers Only
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SAP Risk Management— Q3 / 2024
Business Continuity Planning

We want to further strengthen our introduced Business Continuity Management capabilities by
supporting the strategy definition as well as documentation.

Thus, we will be including both business continuity and disaster recovery plans.

Therefore, we will introduce new response types specifically for business impact analysis, and
enable the linkage of the following plans to respond to risks in critical activities:

= Business continuity plan
= Disaster recovery plan

INTERNAL — SAP and Customers Only
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SAP Risk Management — Q4 / 2024 H
Support of NIST Framework [y )

We plan to provide an integration to support |
the National Institute of Standards and
Technology (NIST) risk management framework

by providing associated content to perform the ——
subsequent risk analysis. -

In this context, we will enable respective risk
taxonomy provisioning according to the NIST
framework.

llllllllllllllll

VVVVVVVV
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SAP Risk Management— Q1 / 2025
Integration with SAP Enterprise Threat Detection

We plan to enable a linkage of our risk information with security events and respective context
information collected from your system.

In this context, we also plan to support the use of the key risk indicator to monitor and analyze
the impact caused by security events and alerts.

Thus, to increase holistic representation of associated risk information for informed decision-
making.

INTERNAL — SAP and Customers Only
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SAP Audit Management— Q1 / 2025
Improved Insights

We plan to enable the assignment of ratings to individual test procedure steps.
We want to introduce score calculation based on these ratings at the test procedure level.

And we want to aggregate scores on the test procedure level, up to the work package level, and
ultimately to the audit level.

Thus, to harness the results derived from scoring to obtain insights into specific aspects of the audit
and facilitate targeted improvements.

INTERNAL — SAP and Customers Only
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SAP Audit Management— Q1 / 2025
Operational Efficiency

We want to enable the system administrator to quickly configure and consolidate multiple e-mail
notifications into a single mailing.

Thus, to make it easier for users to track various updates, through consolidated e-mail
notifications.

INTERNAL — SAP and Customers Only
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SAP Risk Management — 2025
Cyberthreat Intelligence

We plan to enable the definition of rules to be able to recommend responses to risks identified in the
context of cyberthreat alerts and events.

We wan to use an analysis driven by the key risk indicator to provide and update the risk analysis
considering the loss from cyberthreats.

In addition we are planning to provide a dashboard and report for risk reviews to further improve risk
insights, fostering proactivity and associated prioritization of risks.

INTERNAL — SAP and Customers Only
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SAP Risk Management — 2025 H

Situation Handling of Key Risk Indicator (KRI) Monitoring [ b Preview
a7 .

We want to evaluate the historical data of the key risk indicator (KRI) =

analysis, with a special focus on previous violations. eI [

Subsequently, we want to provide results to the end user as “situations”. o

We plan to analyze the risk level trend with regard to changes subsequentt s—  s—— s &

a violation. p— i

& Server Attack triggers KRl alert

Thus, to give users a centralized, one-stop shop to manage KRl violations.

To help ensure that any violations are provided immediately and available at
a glance.

To help speeding up the resolution time and help with prioritization of

violations through straightforward, accessible information e
By providing additional guidance to support an increased processing time. —

Risk Information

INTERNAL — SAP and Customers Only 56




SAP Risk Management — 2025 H

Situation Handling of Key Risk Indicator (KRI) Monitoring [ b Preview
a7 .

We want to evaluate the historical data of the key risk indicator (KRI) =

analysis, with a special focus on previous violations. eI [

Subsequently, we want to provide results to the end user as “situations”. o

We plan to analyze the risk level trend with regard to changes subsequentt s—  s—— s &

a violation. p— i

& Server Attack triggers KRl alert

Thus, to give users a centralized, one-stop shop to manage KRl violations.

To help ensure that any violations are provided immediately and available at
a glance.

To help speeding up the resolution time and help with prioritization of

violations through straightforward, accessible information e
By providing additional guidance to support an increased processing time. —

Risk Information

INTERNAL — SAP and Customers Only 57




SAP Risk Management — 2025
Key Risk Indicator (KRI) for Sourcing and Procurement

We plan to provide the key risk indicator (KRI) definition for common risks in business
sourcing and procurement.

We want to guide customers to use the KRl content in their sourcing and procurement
process supported by SAP S/4AHANA.

Thus, to provide support for best practices to our customers using the key risk indicator in
the sourcing and procurement process to monitor risks.

While further extending our integration between SAP Risk Management and SAP S/4HANA.

INTERNAL — SAP and Customers Only
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Current plan for GRC Release — Q1 / 2026

A fully integrated approach to corporate governance, risk, and compliance management as the next evolution

of SAP Process Control, SAP Risk Management, SAP Access Control, SAP Audit Management, SAP Tax
Compliance and SAP Business Integrity Screening.

Newsflash: Ul masking and Ul logging will be added as well.

z ' This evolution aims to help customers future-proof their GRC processes and automation.

In this context, we will extend the ability to work with customers, partners, and analysts to build SAP
governance, risk, and compliance solutions on SAP HANA.

Our Plan* What is in for our customers

One software solution and one Ul stack Easier deployment, Reduced Complexity, and Reduced TCO with increased Rol

HANA databases only Supporting strategic customer adoption with reduced complexity
Ability to display real time insights for augmented decision making

New Product Integrated and harmonized solution approach, easier consumption and adoption

On-Premise and Private Cloud We do not leave our customers behind

Upgrade and migration Seamless migration and upgrade

GRC Tuesdays: Announcing SAP’s plans for a next generation Governance, Risk,
INTERNAL — SAP and Customers Only and Compliance Platform: SAP GRC edition for SAP HANA | SAP Blogs * |nitial plan and subjected to change
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https://blogs.sap.com/2023/05/09/grc-tuesdays-announcing-saps-plans-for-a-next-generation-governance-risk-and-compliance-platform-sap-grc-edition-for-sap-hana/
https://blogs.sap.com/2023/05/09/grc-tuesdays-announcing-saps-plans-for-a-next-generation-governance-risk-and-compliance-platform-sap-grc-edition-for-sap-hana/

Current plan for GRC Release — Q1 / 2026

Next steps:
. =  Naming and commercials
= |dentified 50+ investment initiatives (Functionality, Usability, Efficiency, Smartness, etc.)
=  Planning for the new foundation concept (technical adoption)
=  Maintaining FAQ

Customer / Partner Engagement:
=  CACin March at SAP Insider Las Vegas
= CEl (in case of approval, planned kick-off 7t of August, 2024)

Feb. 14 — May 24: project nomination to central contacts*
via CIW mvCE| Projects & Registrations App
CEI CYCIe ’ May 31 : Deadline for approval of projects by central contacts
2024'2 - June 10 — July 12: Customer registration on influence. sap.com

’ July 26: Hand-over of customer lists to CEl project leads

INTERNAL — SAP and Customers Only
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Outlook

Join our session:
Leveraging SAP Business Al in Your GRC Applications
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Wrap-Up



Key Points to Take Home

Always check out the support pack notes as well as the
What's new section in our application help

Stay on top of innovation and benefit from our regular
enhancements

Set-up and test the innovations and provide sufficient end-
user training material to your community

Provide support in case of questions

Change management is your key to success!
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Where to Find
More Information

e Wwww.sap.com/grc

=  www.sap.com/about/trust-center.html

" GRC blogs: https://blogs.sap.com/tags/237150e2-6555-4a16-

b49e-e93dbf1891da/
® SAP GRC Community: https://community.sap.com/topics/grc

Take a look at:
" On Demand Sessions to understand GRC and Security within the

context of SAP S/4AHANA On-Demand Sessions

" In-depth Product Overviews with Use Cases and Demos On-
demand sessions

Follow us on Twitter:

#SAPGRC and #SAPFINANCE

INTERNAL — SAP and Customers Only

Governance, Risk,
Compliance (GRC) and

Moving to SAP S/4HANA? Learn about ways Discover SAP offerings for GRC. Manage Governance, Risk, Compliance (GRC)
to deploy smarter security and controls cybersecurity, and privacy and Security with SAP S/4HANA
monitoring

“SAP Trust Center

Find the information you need on cloud performance,

security, privacy, and compliance

Our GRC Value Calculators that explore ROI:

SAP Access Control: https://bin.23khosting.com/sap-grc-value-calcs/access/

SAP Process Control: https://bin.23khosting.com/sap-grc-value-calcs/processcontrol/

SAP Risk Management: https://bin.23khosting.com/sap-grc-value-calcs/risk/

SAP Audit Management: https://bin.23khosting.com/sap-grc-value-calcs/audit/

SAP Business Integrity Screening: https://bin.23khosting.com/sap-grc-value-

calcs/businessintegrity/ gp y
insiaer



http://www.sap.com/grc
http://www.sap.com/about/trust-center.html
https://blogs.sap.com/tags/237150e2-6555-4a16-b49e-e93dbf1891da/
https://blogs.sap.com/tags/237150e2-6555-4a16-b49e-e93dbf1891da/
https://community.sap.com/topics/grc
https://event.on24.com/eventRegistration/EventLobbyServlet?target=reg20.jsp&referrer=&eventid=2293395&sessionid=1&key=2DCEB4F6CA9E130F3898D2F3263CC759&regTag=952235&sourcepage=register
https://event.on24.com/eventRegistration/EventLobbyServlet?target=reg20.jsp&referrer=https%3A%2F%2Fwcc.on24.com%2Fwebcast%2Fgroupregistration%2F2439029&eventid=2439029&sessionid=1&key=40F4965C337A47BD9E7C824232B8DC5E&regTag=1565590&sourcepage=register
https://event.on24.com/eventRegistration/EventLobbyServlet?target=reg20.jsp&referrer=https%3A%2F%2Fwcc.on24.com%2Fwebcast%2Fgroupregistration%2F2439029&eventid=2439029&sessionid=1&key=40F4965C337A47BD9E7C824232B8DC5E&regTag=1565590&sourcepage=register
https://bin.23khosting.com/sap-grc-value-calcs/access/
https://bin.23khosting.com/sap-grc-value-calcs/processcontrol/
https://bin.23khosting.com/sap-grc-value-calcs/risk/
https://bin.23khosting.com/sap-grc-value-calcs/audit/
https://bin.23khosting.com/sap-grc-value-calcs/businessintegrity/
https://bin.23khosting.com/sap-grc-value-calcs/businessintegrity/

Thank you! Any Questions?

SAD4

Marie-Luise Wagener-Kirchner

Vice President

Chief Product Owner - GRC Solutions PCE / OP
T +496227777679 M +4915153858976
marie-luise wagener-Kkirchner@sap.com

SAP SE

Dietmar-Hopp-Allee 16, 69190 Walldorf, Deutschland Please remember to Complete
your session evaluation.

Marie-Luise Wagener-Kirchner
VP, Chief Product Owner SAP Governance, Risk and
Compliance Solutions (GRC)
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Follow us

www.sap.com/contactsap

© 2024 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of
SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its
distributors contain proprietary software components of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or
warranty of any kind, and SAP or its affiliated companies shall not be liable for errors or omissions with respect to the materials.
The only warranties for SAP or SAP affiliate company products and services are those that are set forth in the express warranty
statements accompanying such products and services, if any. Nothing herein should be construed as constituting an additional

warranty.

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document or
any related presentation, or to develop or release any functionality mentioned therein. This document, or any related presentation,
and SAP SE’s or its affiliated companies’ strategy and possible future developments, products, and/or platforms, directions, and
functionality are all subject to change and may be changed by SAP SE or its affiliated companies at any time for any reason
without notice. The information in this document is not a commitment, promise, or legal obligation to deliver any material, code, or
functionality. All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ
materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, and they
should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered
trademarks of SAP SE (or an SAP affiliate company) in Germany and other countries. All other product and service names
mentioned are the trademarks of their respective companies.

See www.sap.com/copyright for additional trademark information and notices.
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