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What We'll Cover

What is RISE with SAP and what is GROW with SAP

Why is Security an important factor for RISE and GROW

What are the Security advantages of RISE and GROW

Examples of what changes from the on-prem SAP security

Key points to take home



GROW and RISE with SAP Differentiated Cloud journeys

RISE with SAP GROW with SAP

SAP S/4HANA cloud, private edition + SAP S/4HANA Cloud, public edition +
Solution Acceleration services, tools, methodologies, and Acceleration services, tools, methodologies, and
security as a service security as a service
Large Enterprises or SAP ERP installed base Mid-market companies starting a green-field
Best suited for customers migrating to the cloud by leveraging ERP deployment

their existing solution

Designed to provide innovation and cloud Strategic choice for companies ready to
_ value while allowing customers to retain their embrace the future of ERP with a new
Customer journey investments by converting their existing system(s) implementation and

pre-defined processes
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Factors that reduce

System complexity

+$240,889 breaCh COStS

Security skills shortage
+$238,637 J}
Regulatory noncompliance
+$218,915 (L

)

AlI, machine-learning
driven insights

-$225,627

Factors that increase
breach costs

T

Incident response
plans and testing

-$232,008

]

Employee training

= 2 3 2 ! 867 DevSecOps approach
y -$249,278

*|BM Cost of a Data Breach 2023
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RISE With SAP - Security Framework Built Into the SAP Offering...

How SAP
Where you helps you run an
may be today Intelligent Enterprise The Result

 Landscapes on older
releases

~ Consistent and
harmonized security
architecture at all

levels

+ Move your system to
cloud and upgrade to
S/AHANA

.~ Home Built Extensions
with security
vulnerabilities

v Move custom dev to
BTP and standardize

v Minimized blind spots
and overall TCO

Difficult to secure
v complex hybrid
landscapes

+ SAP manages O/S, DB,
Servers

One point of contact
v for security &
resilience matters

v Seamlessly connect to
BTP and LoB cloud

Apps

Desire to offload
v infrastructure

Peace of mind with
v shared security fate

v Make use of SAP
people, processes and
technologies

Need security and
v compliance support

You manage

Traditional
on-premises

You + SAP + Partner

SAP

SAP RISE with Azure

Runtime

Middleware

o/S

Virtualization
Servers

Storage

Networking
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Collaborating to support your cloud and security journey

RISE and GROW

(]
S Customization and Configuration within the application
§ Manage application user identity and access
o Manage Application Audit Logs
7 Compliance on use of the application
=)
2 Runtime - Securing Services, Platforms & Infrastructure Configuration
] *  Deploy Patches
Middleware *  Encryption of Data at Rest and in Transit
0/S *  Monitoring, Logging & Incident Reporting
+ Asset Management and Availability of the services
ﬁ: Virtualization
ok - Physical Data Center Security
Servers + Resiliency Capabilities
* Physical Infrastructure & Managed Services
Storage - Network Security

* Audit & Compliance of the Infrastructure and Platform

Networking

*SAP maintains responsibility for the infrastructure that the hyperscaler provides on SAP’s behalf and for helping ensure each hyperscaler performs as per the contractual agreement. SAPinsider


https://www.sap.com/about/agreements/policies/hec-services.html?sort=latest_desc&search=RISE+with+SAP&pdf-asset=9efbb862-807e-0010-bca6-c68f7e60039b&page=1
https://help.sap.com/docs/SAP_S4HANA_CLOUD/55a7cb346519450cb9e6d21c1ecd6ec1/484053beaaa3455590cbf90ca99d541f.html?locale=en-US

Examples — Backup and Disaster Recovery

SAP S/4HANA cloud, private SAP S/4HANA cloud, public
edition @ edition @
On-Premise RISE with SAP GROW with SAP

—>Managed by SAP —>Managed by SAP
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Examples — Patching for DB, O/S, Server and Middleware

SAP S/4HANA cloud, private SAP S/4HANA cloud, public
edition @ edition @
On-Premise RISE with SAP GROW with SAP

—>Managed by SAP —>Managed by SAP
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Examples — Implementing SAP S/4HANA Security Notes

—

=
=
ﬁ
il i

On-Premise

* This task is automatically delivered for noted <9.0 if Customer has relevant Cloud Application Services (CAS) Packages.

SAP S/4HANA cloud, private

edition @

RISE with SAP

—>Managed by SAP (Very
High CVSS > 9.0)

—1dentify, Analyze and
implement security notes*

SAP S/4HANA cloud, public

edition @

GROW with SAP

—>Managed by SAP

- Customer to check if
authorizations changes are
needed after functional
upgrades

Customers without relevant CAS Package(s) can check security notes <9.0 on SAP for Me (formerly known as the ONE Support Launchpad) and create a Service Request.

SAPinsider



Examples — SAP S/4HANA Security Hardening

SAP S/4HANA cloud, private SAP S/4HANA cloud, public
= edition edition
il
On-Premise RISE with SAP GROW with SAP

—>Managed by SAP
—>Managed by SAP

- Following the ECS
Hardening —Security Configurations are
predefined — customer can
only adapt a few settings

—> Customers can request
security profile value
changes within pre- - Details: Security
approved ranges by ECS Recommendations

SAPinsider


https://me.sap.com/notes/3250501/E
https://me.sap.com/notes/3250501/E
https://help.sap.com/docs/SAP_S4HANA_CLOUD/55a7cb346519450cb9e6d21c1ecd6ec1/fafa6639cf7b4265b68da63efbc8fb96.html?locale=en-US
https://help.sap.com/docs/SAP_S4HANA_CLOUD/55a7cb346519450cb9e6d21c1ecd6ec1/fafa6639cf7b4265b68da63efbc8fb96.html?locale=en-US

Examples — SAP S/4HANA Users and Permissions (cient 100)

SAP S/4HANA cloud, public

edition @

Assign to

» Business Users

SAPinsider



Examples — Logging and Monitoring

SAP S/4HANA cloud, private SAP S/4HANA cloud, public
= edition edition
il
On-Premise RISE with SAP GROW with SAP

—>Customer can retrieve
application (client 100) logs

—SAP provides application

> SAP provides private cloud logs to customers

logs from O/S, HANA DB

*Premium Offering with LogServe

SAPinsider



SAP Cloud ERP — Security Features Highlights

AN

AN

AN NN

PUBLIC

24 x 7 Security Monitoring Center
24 x 7 Incident Response
Advanced Forensics

Isolated landscapes, Security
Hardened Systems

Network Filtering

Web Application Firewall (Standard
and Premium with API Security)
DDoS protection

2 factor authentication

Encryption

Cloud Security & Compliance Umbrella

Security Compliance Scanning
Hardening Procedures (CIS
Benchmarks + SAP Benchmarks)
Hyperscaler Co-Innovation
Attack Path Management

y: Security Vulnerability ——
Monitoring so-end business pro Management
cosystem solutions X .
Realtime visibility and 3 State of the art risk-impact
decision making vulnerability prioritization
Spend Management
and Business Network
Human Customer
Capital \ Relationship
H anagemen Managemen -
<«Network Security M < sement Threat Protectid®
Business Technology Platform
Advanced IT security Advanced malware
architecture analysis
<«—=€letd Security Posture Secure Operations—>

Management

User and process level security
across hybrid landscapes

Protect data, control access, and
detect threats

SNANENENEN

SANENENENE RN

Asset Management
Vulnerability Scanning
Vulnerability Advisory
Security Patch Management
Risk Based Prioritization

Endpoint Detection & Response
(EDR)

Security Orchestration
Automation and Response
(SOAR)

Malware Management

Backup immutability **

Identity & Access Management
Privileged Identity Management
Change Management

Security Awareness

Penetration Testing

Hacking Simulations

Purple Team Program
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SAP RISE Delivers Tangible Value

by help protecting business and managing risk

PUBLIC

©

Business continuity
and disaster recovery

Leverage SAP and hyperscaler service
level agreements for business continuity,
disaster recovery, and uptime
capabilities

Compliance

Leverage SAP and hyperscaler third party
audits (validated through various
Certifications & Attestations) to support
compliance that can assist with CMMC and
build Zero Trust efforts

Security maintenance cost

Improve efficiency in the areas of patch
management, security configuration,
vulnerability scanning, threat management,
compliance costs

Security hiring and continuous
training costs

Leverage SAP skilled cybersecurity
resources and best practices to reduce
risk related to the cybersecurity talent
shortage

Incident response time

Leverage SAP’s Global Security

Operations Center with 24 x 7 support
including incident response, threat hunting for
proactive security management

Focus on strategic & transformational
initiatives

Free up IT and security resources to focus on
strategic security initiatives and overall
security governance for the company.

14
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https://www.sap.com/sea/about/trust-center/certification-compliance.html

Key Points to Take Home

e« Customers are supported with security and

compliance in both RISE with SAP and GROW
with SAP.

* |t's crucial for SAP customers to grasp which
security tasks remain their responsibility.

— There are available SAP solutions that
customers can opt-in to streamline and
automate these security tasks

— An ecosystem of skilled SAP partners is
available to support

* Various packages of managed services are
available to assist customers with tasks they
prefer SAP to manage.

15
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Thank you.
@ Tomorrow:

* The Big Picture: Securing SAP with a framework
Gabriele Fiata .
Enterprise Risk Management & Cybersecurity fOr StrUCtured SECU r|ty Processes

e Securing SAP Systems Against the Ever-Growing
SAP Malware and Al Threat

THE BEST RUN w
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