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SAP Malware

S/4Hana Cloud



66



77

You want your business back?

Pay us: $3 million
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The End
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…a better End…
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SAP Security 

Awareness
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Usage of Artificial Intelligence

Offense
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Usage of AI (LLMs): Offense

USING LLMs TO 
DEVELOP MALWARE

LLMs FOR SOCIAL 
ENGINEERING

• Uncertain if LLM-based tools offer 
advantages over traditional hacking 
resources

• Potential risk: increase in attackers, 
decrease in effort needed to develop 
malicious tools

• Most LLMs trained on easily accessible 
public resources

• LLMs' generalization may not 
significantly enhance offensive capabilities

• Scammers can enhance grammar, 
prose, and content randomization in 
phishing emails.

• LLMs streamlines spear phishing attacks, 
increasing their quantity, if not quality.

• With technologies like voice synthesis 
and text/image generators, LLMs can 
impersonate specific speech styles and 
voices, facilitating social engineering, 
vishing attacks and manipulation of 
targets.
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AI and LLMs powered Attack Example

1. Social Engineering

AI algorithms on social 
media to identify key 
individuals.

2. PHISHING CAMPAIGN

AI-driven analysis to craft 
highly convincing phishing 
emails and vishing calls. 
Mimicking the writing, talking 
style and context of previous 
communications.

3. CREDENTIAL HARVESTING

Create deceptive login pages 
that imitate legitimate 
company’s portals

4. AUTOMATED SOCIAL 
ENGINEERING

Generate automated responses 
to mimic the behavior of the 
compromised user, engaging 
with other employees to spread 
the attack.

5. SYSTEM ACCESS AND DATA 
EXFILTRATION

Automate the identification of 
critical systems, vulnerabilities, 
and sensitive data. 

6. EVASION 
TECHNIQUES

Bypass security monitoring 
measures, dynamically 
change attack patterns or 
mimic normal user behavior 
to avoid detection.
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The raise of SAP Malware
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Types of malware attacks

Email Phishing

Software download

Visiting Compromised Websites

Clicking Malicious Links

Exploiting System Vulnerabilities

Removable Media

Malvertising

Software Bundling

Remember, the methods of attack are ever-evolving, and organizations must stay informed of the 

latest cybersecurity threats and ensure their systems are well defended.
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Malware facts translated to SAP ABAP

Communication:
• Lost and stolen credentials

Once the malware is in place on the end-user device the malware can log on to the SAP 
system

• Upload of documents
Infected documents can be uploaded to the SAP system (virus scan interface available)

• Usage of vulnerable API’s and services
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Malware facts translated to SAP ABAP

Direct coding manipulation:
• Own customer development 

(upload coding / code injection)

• LSMW (Legacy Migration Workbench)
upload coding 

• Unpatched SAP applications / systems
• Trusted but blackmailed insider
• Compromized hosting platform
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Malware facts translated to SAP ABAP

SAP Transport requests:
• 3rd party vendors (verification of source and 

objects)  
• External developers
• Own company ABAP software supply chain / 

(D,Q,P)
• Files can be infected in the development 

system
• Files can be infected (e.g. replacement) 

within transport directory



2727

What can be the impact of a malware attack on the SAP system 

- Ransomware: 
Encryption of business data
- Sabotage: 
Immediate shutdown/deletion of SAP systems
- Espionage: 
Extraction of mission critical business data
- Destruction: 
Slow destruction of business data over time
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SAP S/4HANA Source-to-Pay Process 
What could go wrong

Loss of Availability: 
the information is not consistent and readily 
accessible to authorized persons.

Application hacking by malicious 
actors is a never-ending process
leading to black mail, ransom, loss of 
trust, revenue and penalties.

Breach of Confidentiality: sensitive 
information has been disclosed to 
unauthorized individuals.

Payment 
Processing

Invoicing Receipt 
+ Processing

Receiving 
+ Invoicing

Requesting 
+ Ordering

Contracting + 
Forecasting

Sourcing

Loss of Integrity: consistency, accuracy 
and trustworthiness of data over its  
lifecycle is lost. Data can be altered by 
unauthorized individuals.

Exfiltration of sensitive credit card, 
bank details, customer PII, pricing 
information, order data to hackers.

Modification and changes of business 
documents. 

Malware attacks can lead to the loss of 
confidentiality, integrity, and availability.

Vulnerable systems and in-house built apps 
leading to data breaches and ransomware 
leading to loss of trust and high penalties.

Unsecure company secrets and books can lead to 
a loss of competitive advantage or & 
misstatement of the financial books.

Privileged user manipulated books, duplicated 
bills and changed bank details. 

Financial reporting information has been sent 
automatically to an external e-mail address, to 
help to predict stock growth.

Decision making based on that 
information must be delayed 
therefor revenue is lost.

Customers are unable to 
make purchases. 

Financial or production 
planning gets delayed

Availability

Integrity

Confidentiality
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How to defend SAP systems

from AI and SAP Malware 
powered attacks



3030

Loss of Availability: 
the information is not consistent and readily 
accessible to authorized persons.

Application hacking by malicious 
actors is a never-ending process
leading to black mail, ransom, loss of 
trust and penalties.

Breach of Confidentiality: sensitive 
information has been disclosed to 
unauthorized individuals.

Payment 
Processing

Invoicing Receipt 
+ Processing

Receiving 
+ Invoicing

Requesting 
+ Ordering

Contracting + 
Forecasting

Sourcing

Creation of new users and 
infiltration of the network vial RFC, 
transports leading to compromise of 
not only one system.

Loss of Integrity: consistency, accuracy 
and trustworthiness of data over its  
lifecycle is lost. Data can be altered by 
unauthorized individuals.

Exfiltration of sensitive credit card, 
bank details, customer PII, pricing 
information, order data to hackers.

Modification and changes of business 
documents. 

Brute force attacks, lost and stolen 
credentials with successful login leading to 
identity theft and loss of confidentiality, 
integrity, and availability.

Vulnerable systems and in-house built apps 
leading to data breaches and ransomware 
leading to loss of trust and high penalties.

Unsecure company secrets and books can lead to 
a loss of competitive advantage or & 
misstatement of the financial books.

Unavailable financial 
applications

Privileged user manipulated books, duplicated 
bills and changed bank details. 

Financial reporting information has been sent 
automatically to an external e-mail address, to 
help to predict stock growth.

Decision making based on that 
information must be delayed 
therefor revenue is lost.

Customers are unable to 
make purchases, 

Financial or production 
planning gets delayed

Continuous Threat 
Monitoring

Monitor Controls Manage Incident

Forensic Analysis

Response PlanningUser Behaviour 
Analysis

Detection 
Processes

Anomalies and Events Threat Hunting Integrate SIEM / SOAR

SAP S/4HANA Source-to-Pay Process 
What could go wrong
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Required Capabilities for application security

ScalableBusiness

Audit2

43

Managed Service1

Optimize the availability and use of data 
for complete proof of user behavior, 
threat and anomaly detection, and 
forensic analysis in business applications 
minimizing risk of fraud and hacker 
attacks.

Economically analyze a vast quantity of log 
data and correlate information cross 
systems over long time to achieve 
transparency cross SAP business 
applications to maximize high value outputs 
and safeguard the applications.

Effectively manage and detect threats at the 
business application and database level, to 
ensure smooth operation 
and comply with legal legislations such as 
EU NIS2, RCE, KRITIS, GDPR and other local 
security laws.

Simplifying security monitoring in the 
cloud as SaaS enables a seamless transfer 
of monitoring activities to SAP or partners, 
significantly reducing the effort required 
to manage security resources and 
lowering the cost of security related tasks 
by sharing security resources.

Modern 
Application 

Threat 
Management

Security Ecosystem
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SAP Enterprise Threat Detection

• Analyze a vast quantity of log data and correlate 
information 
to get a complete picture of landscape activities.

• Detect threats at the application server level and at 
the 
database level.

• Find SAP software-specific threats related to 
known attacks 
by using attack detection patterns.

• Perform forensic threat detection to discover 
previously 
unknown attack variants. 

• Create attack detection patterns without the need 
to code.

• Customize the integration of third-party systems 

Solution Capabilities
Managed service from either SAP or a specialized partner to help 
identify, analyze, and report malicious activities in your SAP applications 
before serious damage occurs.

Enterprise Threat 
Detection

Centralized data 
correlation to identify 

critical anomalies

Corporate SIEM

Monitoring 
Dashboards

Risk-based alert 
prioritization

Forensic 
investigations

Response 
Initiations

Authentication 
Methods

Suspicious Activities

SAP S/4HANA and 
non-SAP systems

Managed by SAP or 
specialized partner
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Cloud Managed SAP Security
Lowering cost of handling 
security 

Adhere to legal mandates, 
such as Article 30 of the 
GDPR.

High-value alerts cut costs 
and log volume

Intro Video

Play Video SAP Enterprise Threat Detection

Demo Video Demo Store

Continually track and report cross-system malicious activities.

Log Collector
(On-Prem or PCE)

Source

SAP Enterprise Threat Detection, 
cloud edition 

(or private cloud edition) 

AI

https://sapvideoa35699dc5.hana.ondemand.com/?entry_id=1_bz9w25z6
https://video.sap.com/media/t/1_mer0ibez
https://sapdemostore.com/sap/bc/ui5_ui5/sap/yunifiedstore/index.html#/scenario/18594


3434

Key Points to Take Home

• More attackers using LLMs, reducing 
effort for malicious tool creation. 

• Additionally, with voice synthesis and 
text/image generators, attackers can 
mimic speech styles and voices, aiding 
in social engineering and vishing 
attacks.

• Cases of SAP Malware are raising 
• Advanced threat detection 

technologies are required to identify 
the most sophisticated SAP Malware 
and AI powered attacks
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Where to Find more Information

• SAP Generative AI Cybersecurity Strategy

• SAP Enterprise Threat Detection
• Product Page
• Help Page

https://www.sap.com/documents/2024/01/5e4f6acf-a37e-0010-bca6-c68f7e60039b.html
https://www.sap.com/products/financial-management/enterprise-threat-detection.html
https://help.sap.com/docs/SAP_ENTERPRISE_THREAT_DETECTION
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