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Protecting SAP applications from 
Malware uploads – 

How      does it with SAP VSI

Markus Hille, Henkel

Joerg Schneider-Simon, bowbridge



In This Session

• Learn about file-based threats

to your SAP applications

• Get to know the SAP Virus Scan 

Interface VSI.

• Explore how Henkel 

implemented VSI-based

protection on-prem and in RISE.



• Application-layer malware scans? Why?

• Henkel’s Journey with SAP VSI

• Solutions for On-Prem and Cloud

• Q & A

Agenda
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Reason #1: Because SAP Recommends It



Examples of File-based Threats

• Malware
• Viruses
• Trojans
• Ransomware, etc.

• File-type filter bypass
• e.g. Upload of arbitrary content by changing/removing the extension

• Active Content
• Macros, OLE, DDE
• Executables, Screensavers, DLLs, shell-scripts
• PDF with JavaScript, XML with JavaScript, etc.





Reason #2: because your auditor will flag the SAL warnings

• Warnings in Security Audit Log for
• File uploads and downloads that were not scanned

• Standard with SAP_BASIS 757 and/or SAP note 3165706 and 3165707 



Reason #3: because your red-team/pen-tester will report findings

Uploading the “EICAR Test File”, an anti-virus test file, is standard 

procedure in penetration testing.

• CWE-434 – “Unrestricted File Upload”

• CWE-646 – “Reliance on File Name or Extension of externally-

supplied file”



Reason #4: because your OS-level Security does not even see it

• OS-level anti-virus

• Monitor file system access - does not occur upon SAP uploads

• Cannot filter inside database files/volumes – where SAP stores files

• Advanced malware detection – malware not executed on the SAP system

• Network-level anti-virus

• Limited vector coverage (HTTP/HTTPS only)

• Cannot monitor SAP-GUI connections

• Cannot monitor RFC connections



Reason #5: because your company may be liable for damages

• Most cybersecurity regulatory frameworks require organizations to 
implement state of the art malware protection:
• ISO 27002:2022, Control 8.7

• UK’s Cyber Essentials Scheme and Security Standard SS-015

• PCI DSS

• HIPPAA

• German BSI Cloud Computing Catalogue – C5:2020

• SAP VSI exists since 2005 – it is considered state of the art

• Failure to implement VSI-based solutions can be found negligent
• Entitles persons and organizations to compensation for damages
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Where it started - Invoice & Order Process

Invoices/Order
from external 

(untrusted source)
SAP

Processing
Data Storeemail

No dedicated malware protection

Invoices/Order
from external 

(untrusted source)

Invoices/Order
from external 

(untrusted source)

Invoices/Order
from external 

(untrusted source)

Invoices/Order
from external 

(untrusted source)



This time it was a False Alarm, but….

We realized there was a gap - technically and legally:

• Legally - Reversal of the burden of proof

• In the event of litigation, we need to be able to demonstrate the files 

downloaded from our systems were NOT infected at the time of the 

download

• Technically – let’s dive into it…



Technical Analysis

Key Finding:  File-Ingestion into SAP was not properly protected

• Several file ingestion vectors exist, some interactive and some automated

• Email (for example invoice handling)

• GUI and HTTP uploads by users

• eFolder

• Even if anti-virus is deployed on the OS, uploads into SAP are not scanned

• Vulnerability Management Department was unaware of this “blind spot”



Selection Criteria for a possible Solution

• Must be available for ABAP (R/3 & S/4)

• Must be SAP-certified for NW-VSI 2.x

• Must be available on multiple OS platforms

• Linux x86_64

• IBM AIX

• Must be a commercial solution with professional support 



Solution Building Blocks

SAP AS 
ABAP/Java

SAP 
VSI

bowbridge
Anti-Virus

for SAP Solutions

* ICAP: Internet Content Adaptation Protocol, RFC 3507

Load 
Balancer

ICAP* over TLS

Malware 
Detection

Cluster

Malware 
Detection

Cluster

Malware 
Detection

Cluster

Malware 
Detection

Cluster



Why ICAP?

PROs:

• ICAP product was already licensed, no need to introduce a new AV engine

• Separation of operational responsibilities

• Automatic monitoring and well-established processes around malware

CONs:

• slightly lower scanning throughput than with a local scan engine on the AS

Not critical for our scan volume (most scans are “background scans”)



Roll-out – OS-Layer installation

Solution rollout consists of 2 steps:

• OS-Layer Installation

• Performed by Henkel’s OS-team and provider 

• Command-line installer

• Interactive

• “Silent”, unattended option

• Newly deployed systems on RISE



SAP Virus Scan Interface - configuration

SAP VSI introduces 3 abstraction layers for:

• Maximum transparency for the application

• Availability, redundancy

• Increased security



SAP-Layer configuration – Virus Scanner Group

• Transaction VSCANGROUP

• “Container” for initialization parameters

• Groups one or more Virus Scan Providers

• Load-balances providers, if there are more than one

• Watch out with paths, so the configuration can be transported and applied to 

DEV/QA/PROD.
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SAP-Layer configuration – Virus Scan Provider

• Transaction VSCAN

• Connects to SAP VSI

• Shared Library/DLL

• Loaded into the Work-Processes / jstart process

• One per Instance

• Monitored by CCMS
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SAP-Layer configuration – Virus Scan Profiles

• Transaction VSCANPROFILE

• Scan is triggered by Function Modules

• Any application using the module automatically scans file transfers

• No application changes required

• SAP provides several virus scan profiles out of the box

• Admins may create own reference profiles

• Configure individual scan settings for each profile
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Scan Options

In addition to malware-scanning Henkel’s policy is to

• Enforce matching of file content and file extension

• Block files where the extension does not match the content (”notepad.pdf”)

• Block active content in files

• Macros in Office documents

• JavaScript in PDF/HTML/XML/SVG, etc.

• Shell scripts

• Executables, etc.



Integrations for monitoring and post-detection measures

SAP AS + 
bowbridge

SAP AS + 
bowbridge

SAP AS + 
bowbridge

SAP AS + 
bowbridge

Security Audit Log

Standard malware process:

• follow-up from vulnerability mgmt

• sandbox analysis of the file

• full scan of the originating client

• reaching out to the end-user

• etc.

SAP ETD

End User 
Notification

Trellix ePolicy Orchestrator



Operations

Current implementation:

• VSI in use on 70 Instances
• On-Premises
• On RISE with SAP

• Securing several applications, for example:
• Ordering
• Inbound email
• eFolders
• Files received by middleware (e.g. SAP CPI)
• CRM (File exchange)

• Scanning thousands of files per day



Lessons learned – unexpected value

• Fewer detections of malware than expected

• More detections of active content than expected

• e.g. download of executables from SAP to execute on local machine

• We gained a lot of VISIBILITY

• e.g. into how users and developers are (mis-) using data / file transfers

• We increased the quality of data processing

• e.g. by detecting/blocking corrupted files

• Overall improved Data Hygiene



• Application-layer malware scans? Why?

• Henkel’s Journey with SAP VSI

• Solutions for On-Prem and Cloud

• Q & A

Agenda



bowbridge Anti-Virus 4.0 – launching at SAPinsider EMEA

• Latest version of bowbridge Anti-Virus

• Increased Modularity

• Flexible Deployment Options

• Horizontal Scalability

• Cloud-Ready

• Hybrid SaaS-Ready

36



Deployment options – All local



Deployment options – Scan Server



Deployment options – Scan Server on Docker

bowbridge control

Active Content worker

Archive Handler worker

Virus scan worker

MIMEscan worker

Message broker

“Scan Server“ Host



Deployment options – Scan Server on kubernetes



bowbridge in the Cloud

„bowbridgeland“ - Enforcement

…

„Customerland“
(On-Prem, AWS, GC, 

Azure, etc.)



„Customerland“
(On-Prem, AWS, GC, 

Azure, etc.)

EventHandler

Quarantine Receiver

Customer Portal

backend services:

• Log-Storage/Aging
• Log Pre-processing
• Service Monitoring

Scans

licenses

+

configuration

config &

licenses

Admin

bowbridge in the Cloud



Get Hands-On Experience:

Join us for our hands-on labs on VSI tomorrow:

• 10:00-12:00: SAP VSI + bowbridge In OnPrem Scenarios

• 13:00-15:00: SAP VSI + bowbridge In Cloud Scenarios

Participants will be issued a bowbridge Certificate of Participation



Outlook / Roadmap

• Anti-Virus v4 – On Premises Edition: SAP-certified and available

• Anti-Virus v4 – (Hybrid) SaaS Edition: ETA Q2, 2024

• bowbridge Anti-Virus – BTP Edition: ETA Q3, 2024

• Leverage bowbridge scanning from any application

• Simple API (think ”VSI over HTTPS”)

• Integrated with bowbridge SaaS backend services for logs, reports, alerting, …



Wrap up

• SAP VSI helps solving content-security challenges

• Malware

• Active content

• MIME-type filtering

• VSI + bowbridge implementation at Henkel

• Tightly integrated with vulnerability management processes

• Leverages existing ICAP infrastructure

• Clear delineation of responsibilities

• Implemented on-premises and on RISE with SAP

• Result: improved security, visibility, and data hygiene



Where to Find More Information

• SAP Virus Scan Interface

• https://help.sap.com/docs/ABAP_PLATFORM_NEW/1531c8a1792f45ab95a4c49ba16dc50b/4e2606c3c61920cee10000000a42189c.html

• SAP S/4 HANA 2022 Security Guide

• https://help.sap.com/doc/d7c2c95f2ed2402c9efa2f58f7c233ec/2022/en-US/SEC_OP2022.pdf

• bowbridge Anti-Virus for SAP Solutions, v4

• https://www.bowbridge.net/en/anti-virus-for-sap-solutions/

• Top 5 reasons to implement application-layer malware scanning

• https://www.bowbridge.net/wp-content/uploads/2023/09/Top-5-Reasons-to-Implement-Application-Layer-Malware-Protection-.pdf

https://help.sap.com/docs/ABAP_PLATFORM_NEW/1531c8a1792f45ab95a4c49ba16dc50b/4e2606c3c61920cee10000000a42189c.html
https://help.sap.com/doc/d7c2c95f2ed2402c9efa2f58f7c233ec/2022/en-US/SEC_OP2022.pdf
https://www.bowbridge.net/en/anti-virus-for-sap-solutions/
https://www.bowbridge.net/wp-content/uploads/2023/09/Top-5-Reasons-to-Implement-Application-Layer-Malware-Protection-.pdf


Key Points to Take Home

Top 5 reasons to implement VSI-based scanning:

• Recommended by SAP

• Prevents expensive findings during audits

• Addresses pen-test/red-team findings

• OS-level anti-virus does not help

• Reduces liability risk



Please remember to complete 
your session evaluation.

Markus Hille, Henkel

markus.hille@henkel.com

Jörg Schneider-Simon

j.schneider-simon@bowbridge.net

VISIT US AT
BOOTH #1110

mailto:markus.hille@henkel.com
mailto:j.schneider-simon@bowbridge.net
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