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What we will cover

e Cloud or on-premise”?
* Misconceptions and challenges cloud
* HA/DR concepts in the cloud
e Secure your SAP platform

* Benefits and surprises
 Team and Skillset
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Running SAP on-premises vs. a
cloud environment

Common and fundamental differences between running
SAP on-premises vs. a cloud environment

* SAP cloud is not a single platform
* From laa$ to SaaS. Each with its advantages and challenges.

* Is not a real Disjunctive between on-premise and cloud SAP platform as a
whole

* Cloud laas, is similar to on-premises
* Complete control, flexible and manageable.
* Faster than on-premises
* Ready-made and pre-tested platform

* Adesign plan for infrastructure is needed. SAP project migrations
still take time

* Integrations

* Faster data transfer among the system as it allows simple integrations.
Integrations in the Cloud Edition can be complex and involve security risks
too.

* Scalability

* If you want to scale up or down, you will find it much harder in the on-
premises.
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Common misconceptions and challenges

Running SAP in the cloud
what are some of the
common misconceptions
and challenges

Challenge 1: Long learning curve in the cloud, and
many requirements to follow to be compliant

Cha"enge 2: ngh Misconception: Cloud is highly
Availability available by default.

Misconception: Cloud needs less

ChaIIenge 3: Operation maintenance and can’t have a drift
from best practices.

cha"enge 4: Achieve the Misconception: everything deployed in
the cloud is easy to do and can be done

speed promise in the cloud. inafast way

Misconception: Cloud platform is
secure by default

Challenge 5: Security

Challenge 6: Integration. At the same time, we live in a
heterogeneous world.
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Cloud, Hybrid and Multicloud (Challenges and Mistakes)

Challenges
e Business continuity and reliability.

e HA continuous innovation is
needed. Examples:

e “Simple mount scenario” as
recommended Azure scenario for HA
deployments

* “Fast Dying Index Server” customer
request to SUSE to have a faster
recovery

Common mistakes

* Focus on feature parity

* Provider value lies in the depth of the
expertise and the capability to help in
the world’s most complex scenarios
for the largest SAP workload.

* HA can be configured regardless of
the scenario
 HA is not simple, and a bad

configuration can cause downtimes
and large recovery times

* Best practices continuous validation
with tools like SUSE’s Trento are
mandatory

* Expertise and experience are critical
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Secure SAP

Much more than just security. Key to ensuring business continuity

» : e : A Secure SAP
SENENRN 10 el S(,J,fe ensures business A Secure SAP Platform
and unthreatened continuity removing is the foundation.
internal and external A trusted platform

threats endorsed by SAP and its
ecosystem that delivers
maximum security with

minimum risk

e= A secure SAP platform is the foundation of a secure business

6
SAPinsider



Secure SAP platform

SAP experience and expertise

Secure SAP platform

Vulnerability and
patch Management

OpenSCAP & CVE Vulnerability management
. - Patch without service

Security features
& Characteristics

Remote Storage Encription SAP Premium Certification
: Advance intrusion
SAP HANA Firewall Integrated antivirus for SAP
Hardened cloud images SAP HANA Hardening
Confidential Computing

Secure supply chain &
Security certifications

Secure software supply chain
Google SLSA Highest-Level & EAL4+

Security certifications

Common Criteria (EAL 4+) NIST (FIPS 140-3)

SAP Platform Operational Excellence

Reliability

Trusted platform

Endorsed by SAP

Prefered by
customers

Prefered by
partners

Chosen for best
practices

All HW and cloud
~90%
Benchmarks

™= SUSE
Linux Enterprise
Server for SAP

SAP Endorsed Apps

Premium Certified

Reliable by
design

Best practices
Continuous
validation
User space live
parching

@™ SUSE
Manager

W SUSE trento
Linux Enterprise
Live Patching

SAP High
Availability

Unique Features

Fast Dying
IndexServer

Single mount
cluster

Codeveloped

Reference
Architectures

All scenarios

W SUSE
Linux Enterprise
Server for High
Availability Extension
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Multiple Benefits and a Surprise

e Benefits * Biggest Surprise:

° Cost - From Capital to Operating * CIOUd |S not automatica”y IeSS
expenses / Flexibility - Scale cost expensive by default
according to needs  Hidden costs that might not be clear

from the beginning (e.g. network
traffic usage)

* TCO includes the Day-2 Operation
cost.

e Faster time to market — Scalability
and Flexibility.

e Security — Joint approach

customer/cloud provider on * A trusted platform aligned with market

security. best practices including the need to

* Concentration on Core deploy management and monitoring
Competencies tools to avoid unexpected costs

 Vendor Connection

() .
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Wrap up

Be Prepared (Team and Skillset)

Set the
responsibilities

e And review roles accordingly

e Like cloud service platform
Additional skill expertise, network management,

sets development, operations (DevOps),
cloud security...

Establish a * personal needs to be trained
fisleliie [SEIdalls | constantly to keep up the pace of

practice innovation.

SAPinsider



Where to Find More Information

* https://www.suse.com/cloud-
for-sap/

 Whitepaper: The definite guide
to Moving SAP S/4HANA to the
Cloud

e Download here

* Why is the public cloud ideal for
your SAP S/4HANA

environment?
* Read the blog

— msUSE

—

_—-—-_.
owe SUSE

i ide
The Definitive Gul
SAP S/AHANA to th
troduchon
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https://www.suse.com/cloud-for-sap/
https://www.suse.com/cloud-for-sap/
https://more.suse.com/the-definitive-guide-to-moving-SAP-4hana-to-the-cloud.html?utm_source=suse.com&utm_medium=referral&utm_campaign=2_FY23Q2_GDG_EL_SAP_CLDMIG_LP_SAP_Cloud_Migration_Campaign_FY23_RG_GLB_mp_2023453&utm_content=link_en&_gl=1*1x7ven1*_ga*MzkwOTY1NzQyLjE2OTUzODU5NDc.*_ga_JEVBS2XFKK*MTY5NTM5MTI5My4yLjEuMTY5NTM5MTMzMi4yMS4wLjA.
https://www.suse.com/c/why-the-public-cloud-is-the-ideal-platform-for-your-sap-s-4hana-environment

Key Points to Take Home

* There are common misconceptions and challenges by
running SAP in the cloud

* Beware of challenges and common mistakes in the
cloud

* A cloud is not automatically secure
* Customers see the greatest benefit
* Don’t forget your skillset of your team
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Please remember to complete
your session evaluation.
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