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In This Session

This session provides an overview and roadmap of
SAP Enterprise Risk Compliance solutions and looks
at how they can support continuous, automated risk
and compliance monitoring across systems and
processes.

* Learn how to manage risks while
accomplishing business goals.

* Reduce the time and costs
associated with risk .
management and compliance.

* Gain advanced insight into
abnormalities and risks.

* Discover how to reduce auditing
costs and risks.
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About this Document

* The furnishing of this document is subject to contract and shall not be construed as an offer or as constituting
a binding agreement on the part of SAP to enter into any relationship. SAP provides this document as a guide
to facilitate discussions around licensing SAP software. This document cannot be attached as an exhibit to
contracts as it a working document.

* This document outlines our general product direction and should not be relied on in making a purchase or
implementation decision. This document is not subject to your license agreement or any other agreement with
SAP. SAP has no obligation to pursue any course of business outlined in this document or to develop or to
release any functionality mentioned in this document. This document and SAP's strategy and possible future
developments are subject to change and may be changed by SAP at any time for any reason without notice.

* The contents of this document shall remain the confidential property of SAP and may not be communicated to
any other party without the prior written approval of SAP. This document must not be reproduced in whole or
in part except with the prior written consent of SAP and then only on condition that SAP’s and any other
copyright notices are included in such reproduction. No information as to the contents or subject matter of this
document shall be given or communicated in any manner whatsoever to any third party without the prior
written consent of SAP.
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01 Introduction
Challenges and Opportunities Driving Transformation




Challenges and Opportunities Driving Governance, Risk, and Compliance (GRC)
Transformation

Need for managing increased Proliferation of
risk and volatility new business models and technology
;; Rapid onset and diversity of risk events and __! Real-time processes that allow redesign of legacy
potential for catastrophic losses Z,\~  practices for risk and control monitoring
ﬂ Stakeholder pressure for more reliable 9%5Y  Advances in predictive and machine learning
view of risk, accountability, transparency R capabilities, RPA adoption
% Global reach and complexity of regulatory Digitalization results in speed and accuracy
requirements @ pressure for Audits, Due Diligence, M&A, IPO,
with increasing volume, velocity and variety
‘@ Growing focus on internal controls as a means
/ =  Of assurance over corporate and government Collaboration within and beyond the four walls
resilience of the organization, which requires controlled
& information sharing and judgement of fair and

accurate representation of company finances
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SAP GRC and Security Solutions
Solution mapping to key themes

o

Enterprise risk
and compliance

governance

Cybersecurity, data

protection, and privacy

International trade
management

v~ Manage risks, controls,
and regulatory requirements
in business operations

v Screen third parties and detect
anomalies and fraud

v Provide independent assurance
of risk and compliance standards

Manage access for enterprise
applications — cloud or on-premise

Manage identities, authorized
information access, data use,
and sharing conditions

Eliminate excessive logins
with single sign-on

Mitigate access risk violations
and monitor financial impact

Manage cyber risk with greater
alignment to information security
standards

Identify potential cyber threats
and vulnerabilities in applications

Secure files and data using
transportable policies and
encryption

Enable greater control with
sensitive data masking
and logging

v~ Manage import and export

compliance as well as free
trade agreements in global
supply chains

Optimize trade utilizing special
customs procedures such as
bonded warehouses, processing
trade in China, and free trade
zones in NA

Screen third parties for improved
compliance
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SAP GRC and Security Solutions
Solution mapping to key themes

AEENENEN

\

o

Enterprise Risk

& Compliance

SAP Process Control
SAP Risk Management
SAP Audit Management

SAP Business Integrity
Screening

SAP Financial Compliance
Management

Identity & Access
Governance

v SAP Access Control

v~ SAP Cloud Identity Access
Governance

v~ SAP Access Violation
Management by Pathlock

NN

Cybersecurity, Data
Protection & Privacy

SAP Enterprise Threat Detection
SAP Customer Data Cloud
SAP Data Custodian

SAP Data Custodian, Key
Management Service (KMS)

v Ul masking for SAP
v Ul logging for SAP

International Trade
Management

v~ SAP Global Trade Services

v~ SAP S/4HANA for international
trade

v SAP Watch List Screening
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Enterprise Risk & Compliance in SAP S/4HANA and the Intelligent Enterprise

N A\ N

Duplicate involces associated to the same
purchase order processed |eading to cash
leakage and profit loss

Involvement with sanctioned businesses or Creation of fictitious supplier and
individuals leading to penalties and loss of initialisation of purchases leading to
license to operate overspending and fraudulent activities

T 3 - B “

Sourcing Cor g & Requesting & Receiving & Invoicing Receipt Payment
Forecasting Ordering Invoicing &P i P i

Breach of confidentiality with disclosure of
confidential supplier infermation leading to goods receipt leading to discrepancies address or bank details leading to
litigations and reputational impact in inventory and operational disruptions payment errors and fraud

L L L

Invoices posted for payment without Manual changes to supplier

Exfiltration of sensitive purchase Brute force attack with successful logon
data to embargoed countries [ leading to identity theft and loss of
leading to fines and loss of trust confidentiality, integrity and availability

Source-to-pay

Design-to-Operate
A

Involvement wi parties Underestimated Atry risks could have
1 leading to investigations fincs and T multiple impacts from blockeo osto
possible shutdown of the operations oss of company assets and HR changes

Enterprise Risk &

Enterprise Risk

55é s = &

Design Plan Manufacture Deliver Operate

Unauthorized users gets access to the
“ development plans and leaks them leading to but also operational
f R&D advantage and reputational nts

A A A

ility to optimize the supj
resulting in a decreas

er attacks leading to data

TR ETm—"

Risk Process Step

Internal Control Step

Identity a

Access Gove|

And Compliance

Business

Internal Audit Step

Access Control Step

solutiong

wlogy Platform

Enterp

Sk
Human -«

Customer rela

anagement
ment
\anagement

ship management

International
Trade Management

App dev

Business technology platform

Integration

Data and analytics

A A\ A

Top level leader succession planning & HR is an organization's guardian of Travel & entertainment claims are open to

corporate culture will have an impacton » values, ethical, data and privacy abuse for fraud, bribery & corruption, but also
I reputation, strategy, annual growth, as will breaches are some of the most difficult non policy travel (e.g. first class instead of

inappropriate hires. issues to recover from, resulting in brand economy) impacting operating costs, cash

s

damage. flow, fines.
il H 4 =2
Plan Staff Onboard Work Travel Pay & Close

Data breaches during the

staffing process, incorrect

controller / processor status
| with partner orgs, full time growth, innovation

and contingent labor revenue, cash flow, goods

sourcing. & services time to market cash flow & insurance

& & premiums issx&

Orbos s

ing i i Ghost employees with elevated credentials
across geo-political boundaries & PRSI leading to intellectual property theft and

leading to fines and loss of trust -_—TEE T loss of revenue, competitive advantage

Not having the right people
in the locations you need
them hampers delivery,

Under-insurance (esp.
employee liability), incorrect
employment & wage eligibility
leading to fines, insurance
claims costs, operating costs &

Hire-to-Retire

Anomaly Detection Step

Fraud Detection Step

A Lead-to-Cash

Markeling led outreach activities & use Sales prepares quotes based
personal data can lead to daia pri on processing the leads, which 7
breaches, conduct risk, dealing with can lead to embargo

sanctioned parties incorrector Niah

Lead to Opportunity to Quote to Order Order to Cash

Opportunity Quote/Cart
Marketing and analylics (sometimes
automated) converts the lead to an
opportunity again potentially resulting in and coll L vieiation of standard at risk from i1
data privacy breaches, bias, incorrect procedures, wrong and high risk * overlong cash ction,
master data deals posting «rrors, master data
erro

A A& AN

A presented quoie is negotiated and Key process converting potential
agreed, which can resultin bribery to actual recogn

mpromising admin accounts
i and revenue leakage
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SAP GRC -Technology and Integration

end yo-end business pro, esse
s

_ gcosystem solutio, -

/

// Identity and International

Access Governance Trade Management
'@rsver,lﬂc ang Sug

/ Enterprise Risk
/ \,‘y”

And Compliance

7%, Security and
46 Data Protection

Cloud ERP

Business Technology Platform

Enterprise resource management
Spend management
Human capital management

Customer relationship management

Business network Industry cloud Experience management Planning
|

Business technology platform

App dev Integration Data and analytics Al

SAP S/4HANA

Response
Accep Avoid A 2 ontro Red
Red 0
_ | Review of new Review o I
F'i:'::';':’:”‘ vendors and related viced good | AP SOD Gontrol *ggé”gjﬁ_'_"”
e upport i
ACCE Issue
Mitigate
User can
enter vendar
LPO e Monitor
enter inwoicas &
payments

Detection and Screening

e o

Audit

Compliance Checks

eaue)dwo
xel

SAPinsider



SAP Risk Management
Preserve and grow value

O

|
Plan risk management ‘ Monitor thresholds, effectiveness
within the context of of risk responses, and corrective
value to the organization Enterprise Risk & actions
Compliance
Link risks, risk drivers, risk indicators, A A A E E = j Respond to risk after
impacts and responses = = balancing costs and benefits

Analyze risk via scenarios, modeling,
and other factors to understand exposure
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Business Benefits of SAP Risk Management

Risk management is an important part of any business, and effective risk management can bring many benefits.

H I
Understand how risks Monitor risk levels, risk Identify and mitigate risks
and controls can be drivers, and key risk that can result in
optimized to meet indicators continuously. unacceptable losses.

strategic business
objectives.




SAP Process Control
Help ensure effective controls and ongoing compliance

]|
000
oll

B [
. —0 ‘ O—— % * Insightful reporting for
* Single source of truth

shared across the analysis an.d.
. accountability
enterprise

* Planning of focused actions % D 4 * End-to-end test and
to help ensure timeliness issue resolution

* Streamlined manual and automated
performance SAPinsider



Business Benefits of SAP Process Control

SAP Process Control's Continuous Control Monitoring is a powerful tool for proactively managing compliance.

w Dﬂﬁ @

Streamline your process Gain real-time insights Support compliance
control operations by into all compliance and efforts across regulations,
identifying, prioritizing, and internal control including anti-bribery
focusing resources on key processes with and corruption, financial
business processes and continuous control compliance, IT controls,
risks. monitoring and industry-specific

functionality. requirements.




SAP Audit Management
Transform audit. Move beyond assurance.

* Establish a risk-based plan, - 4*_ t * Monitor the
prioritize audit activities and @ —0 O—— ﬁﬁ disposition
align with the needs of the of results reported to
enterprise management
* Develop and document a s :[I  Communicate engagement

plan for each engagement objectives, scope, conclusions,

findings, and recommendations

* Identify, analyze and document relevant information
SAPinsider



Business Benefits of SAP Audit Management

SAP Audit Management can help organizations gain a competitive advantage by streamlining their audit processes.

A

Choose high-value Empower internal auditors to perform Reduce the cost of your
issues for further timely risk assessments and collaborate internal audit procedures, while
investigation and gain INn an integrated fashion. shrinking the cycle time time
more precise insights needed to generate reporting.

with real-time audit
analytics.




SAP Business Integrity Screening
Define detection and screening strategies using simulations and calibration

* Determine screening
lists, analyze patterns
and define detection

rules and models

* Define detection
strategy through
simulation and
calibration

Hh
000
all

e N

olaln
000
©00
D

* Execute mass and real-time detection and
stop anomalies or irregular transactions

D

‘/\/ * Monitor key performance
indicators and create

management reports

* Manage alert workload with
efficient evaluation,
qualification and remediation
of issues

SAPinsider



Business Benefits of SAP Business Integrity Screening

Minimize fraud risk Identify suspicious patterns Increase productivity
Protect revenue and reduce fraud-induced Use behavioral analytics to detect and Benefit from powerful analytics capabilities that
losses by screening high volumes of investigate suspicious patterns, so you can reduce false positives, improving the
transactions for anomalies take the necessary steps to mitigate future productivity of investigative teams.

fraud risk.




Business Benefits of SAP Financial Compliance
Manhagement

Improve compliance efficiency Minimize the impact of control and Centralize and simplify compliance
and reduce costs risk failures management
Adopt predefined, automated content to Shift your compliance practices from reactive Benefit from a more intuitive compliance
reduce manual workload and increase to proactive by accelerating mitigation efforts process with access to a consolidated view of
efficiency. with real-time alerting of predefined statutory internal controls requirements and

exceptions. issues.




03 Recent Innovations
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SAP Process Control - CCM - MCP Integration

Investment, Customer Value and Business Benefit

With SP14, respectively
o associated notes, we have
@ delivered the integration of
Manual Control Performance
(MCP) and Continuous Control
Monitoring (CCM)

Look and Feel

With the existing CCM
IQ functionality based on data source
- and business rule, the control
5 % logic is defined to generate
exception data to be further
analyzed and used for manual
control performance.

g ==

|

=

°
]
i
i

LR

SAP Process Control
CCM - MCP Integration

Adding Continuous Control Monitoring to Manual Control Performance | SAP Help Portal

P
AR

Business users can now combine
automated controls with manual
Control Performance for a holistic
representation of associated tasks
while automation is now supported
to the extent possible.

SAPinsider


https://help.sap.com/docs/SAP_PROCESS_CONTROL/f77342ea45c24d3f81032575e6f50d8b/47a7781a9a7844ee9dc74bd0a4b34cfa.html?version=12.0.14

SAP Process Control - Search Work Items

Investment, Customer Value and Business Benefit

With SP03, we have introduced
4 Q the Work Item Search to
@% support users and since then
have continuously enhanced it
up to SP19 to meet the different
business user scenarios.

Look and Feel

-
R L. ; »
—— e

SAP Process Control and Risk Management
Search Work Items

SAP
September, 2023
Public

AN

Dedicated Work items
can now being
searched for in a
special view with
filtering and sorting of
all relevant attributes.

Assessment Planning

" Plan evaluations and other assessments

B Planner

B Planner Monitor
B Notification History
B Notification Template Maintenance
B Risk Consolidation Monitor

B Sign-Off Monitor
B Eearch Wark

Business users and GRC
4 Iﬁ admins now have a dedicated
@ l@ and comprehensive search
function available for their work
items (incl. sorting and filtering
of associated attributes).

SAP  Search Work tems

00 00O0O0CO0O0CO0 O

SAPinsider



SAP Process Control - Cancel Work Items

Enhancement of workflow engine
‘ IQ as well as associated audit log

functionality together with full-
5“% blown notification template

Suitable obsolete Workflow Business users can now delete
‘ Q items can now be forwarded s & old /invalid Work Items from their

a % cancelled by the users. In & % inbox for a particular set of
addition, a central workflows.

integration. Dedicated workflow administration view is available GRC admins can receive work
items will be cancelled, but not item cancel requests and manage
physically be deleted. them.
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[ abdube Hiak: THE - URLOL - Fri_Gusk Hessy LD EE 1 kLS

1= Vnlkds Acthdn; - B_Taw_inbdain_sctidten Reacy 170 I0E LSS

L Parkrmn Maroel Conrsd Pacommeres O0_lmroael s _S00S Dope Badas of srnusl @S T reunm =] Gerer & Heezy 1R JIGR 1B O LANIAT
[ Parksem daranl Conbred Pearmanes 220_rresmi ion_S06S Copy Sades of sl 05T rebume, =f Gamor S Reazy TR0 10240 21000
E Forkwm insal Conared Pasvamnonen D0 lniacion SO0 Copey Bdorn o anddid AT reniame. ol Gemasn & LEESY TAEF0ER AT 300 M 17 MI3
[0 Parhemn Szniral Beagn Aawcarear, 1212 0002 173020 M L3
| Parsrmnisndsz! Deslan Bascsa T Heszy 1502 3000 1S By A0 LS N2

SAPinsider


https://help.sap.com/docs/SAP_RISK_MANAGEMENT/e5b057b9f1ec4593ab1c545cf494cb7d/c776d107a211488c9ac01809c1df00d1.html?state=DRAFT

SAP Process Control

Cancel Work Items can be used for the following:
= Perform Control Design Assessment
= Perform Subprocess Design Assessment
= Manual Control Performance
= Perform Control Disclosure Survey
= Perform Self-Assessment
= Perform Organization Disclosure Survey
= Perform Subprocess Disclosure Survey
= Test Control Effectiveness
= Workflow: Issue and Remediation Plan, Continuous Control Monitoring

SAPinsider



SAP Process Control - Integration with SAP Signavio

Investment, Customer Value and Business Benefit

As a first step, a basic Reducing duplicate

Authorized users can directly
4 @ integration has been developed 4 maintenance effort on controls > | Iﬁ drill down from the SAP Signavio
AR that allows to upload, download 5 % while enabling a more @ control into SAP Process Control
and link control information of seamless information and subsequent local control
SAP Process Control with SAP integration. details showing control results,
Signavio. evidence, and issues.

Look and Feel

SAP Process Control
Integration with SAP Signavio

SAP
July, 2023
Public

3341419 - Integration between SAP Signavio and SAP Process Controls - SAP ONE Support Launchpad

SAPinsider


https://launchpad.support.sap.com/

SAP Process Control

J Offline Workflow Process

You can customize to use the external email of the inbound process user instead of technical
email address of the server when the offline work process is triggered. Prior to the
enhancement, when offline survey pdf form is submitted, while responding to Offline survey, the
generated e-mail uses internal technical e-mail address as a return address.

See SAP note 3146001

- Role Assignment

It's possible to replace roles on Control, Subprocess or Process for users who have no
authorization to assign role on any organizational unit. Prior to this enhancement, It is not
possible to do replacements of roles assigned on the Control, Subprocess and Process in case
the user doing the replacement has no role assignment authorization assigned on any orgunit.

See SAP note 3195849

SAPinsider


https://launchpad.support.sap.com/#/notes/3146001
https://help.sap.com/docs/link-disclaimer?site=https%3A%2F%2Flaunchpad.support.sap.com%2F%23%2Fnotes%2F3195849
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SAP Process Control and SAP Risk Management - SAC Dashboards

Investment, Customer Value and Business Benefit

Powerful evaluations,

Out-of the box reporting for: .
Q Altogether 10 SAC dashboards I? e Rismzow g Iﬁ aggregations as well as
A (9 fOI’ RM and 1 fOI’ PC) are ‘ = Risk Aggregation by Impact Category ‘ interdependency assessments are
. = Risk Aggregation by Driver Category
@ % available out-of-.the box (_:lnd 5 % : Diver nordopondancies @ % available for analysis together with
ready to use delivered with Ly L monitoring capabilities on risk
SP18 and 19. L eatiman profile, 'r'isk bearing capacity,
-ocoM probability.

Look and Feel

SAP Risk Management and SAP Process Control
SAP Analytics Cloud (SAC) Dashboards

SAP
July, 2023

Configure URL of NetWeaver Business Client for SAC Dashboards | SAP Help Portal _Configure SAC Risk Profile Dashboard | SAP Help Portal

Configure Currency Conversion for SAC Dashboards | SAP Help Portal
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https://help.sap.com/docs/SAP_RISK_MANAGEMENT/9e424af03cfc48cfa8ae7c9c678c7fe4/b9b23c986af84aa8b62d15a5a303e6db.html

SAP Risk Management - One Single Entry Screen and Personalization

For GRC 12.0 we have worked
from SP 14 to 19 to create 3
5] lscompletely new Fiori tiles:

(a) Manage Risk
(b) Manage Response
(c) Manage Activities

Global TR1 ULR1 Unchanged

50080168

Delete j Show Ghange History

Reason was to provide an
one single entry screen to
streamline the management
of risks and related
information.

Global TR1 ULR1 Unchanged

Created By: Patrick Doench Risk Type: Risk Level: Status:

Created On: 08.03.2021
Changed By: Patrick Doench
Changed On: 08.03 2021

General Information Roles -

Basic Information
Name:
Global TR1 ULR1 Unchanged

Organizational Unit:
2021 New Report Test OU (Global)

Secondary Org. Unit

Additional Information

GRG Status Update:
Rationale and Source:
GRC Risk Summary:
Risk Details:

Operational Risk High Active

Related Risk ~  Analysis ~  Responses(3)  Survey  Aftachments&Links  Notes (0)

~

Activity: Valid From:
2021 New Reports Test Act (Global) 08.03.2021

Risk Calegory: Valid To:
Insurance 31.12.9999

Trend:

ULR Risk Details: Lorem Ipsum dolor sit amet, consetetur sadipscing elitr,
sed dlam nonumy elrmod tempar Invidunt ut |abore et dolore magna
aliguyam erat, sed diam voluptua. A vero eos et accusam et Justo duo
dolores et ea rebum. Stet clita kasd gubergren, no sea takimata sanctus
est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur
sadipscing elitr, sed diam nonumy eifmod tempor invidunt ut labore et
dolore magna aliquyam erat, sed diam voluptua. At vero eos et accusam
et juste duo dolores et ea rebum. Stet clita kasd gubergren, no sea
takimata sanctus est Lorem ipsum dolor sit amet.Lorem ipsum dolor sit
amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor
invidunt ut labore et dolore magna aliquyam erat, sed diam voluptua. At

General Information Roles . RelatedRisk - Analysis -  Responses (3)

Analysis
Trend

Risk Level Trend

Survey Attachments & Links. Notes (0)

~

Probability Level Trend

Enhance the user
experience with an
increased efficiency in
screen flow.

"Delete | | Show Change History

Impact Level Trend

SAPinsider



SAP Risk Management - Personalization Options for One Single Entry Screen

~ Ul Section
Manage Activities

Manage Risks

Manage Responses

> Field Visibility
Report Template

With the component
UIGRRMPC 200, we have
introduced additional
personalization options for all
three new Fiori applications.

Switch off and of course also
switch back on sections or
fields that are not relevant for
the daily work, while of course
mandatory fields may not be
excluded.

~ Ul Section

Manage Activities

Section

General Information
Roles

Related Risks
Analysis

Responses

Survey

Validation
Attachments & Links

Notes

Manage Risks
Manage Responses.
~ Field Visibility

Manage Activities

Manage Risks

Manage Responses
Report Template

, Q An ultimately streamlined end-
user experience to make daily
& % work easier and more efficient.

Field Visibility

[ (1) Show or hide the fields.

¢

0cc8ceeen:

Field

Name
Organizational Unit
Secondary Org. Unit
Activity

Risk Category

Trend

Valid From

Valid To

Description

SAPinsider



SAP Risk Management - Ul Flexibility

«
A

We have introduced a field
control view for risk, called
V_GRRM_FLD_CNTRL that
can be maintained via
transaction SM30 and has been
developed from SP14-SP16.

Vel Prum

(D One Singe By Soeen Progam Ing 2008 2022

(9 Waermationa Laws and Regasonns.

e
L1200

Now it can be centrally
determined which fields are
visible, which are mandatory
and what kind of tool tip text
should be displayed, including
custom-defined fields.

]!iii;i%}}iiiﬂ'ﬂif{

This feature allows to adapt
screens to the real business
processes and activities while
increasing the end-user support
with adaptable messages as well
as reducing the “noise”.

SAPinsider



SAP Risk Management - Reporting Options and Personalization

Investment, Customer Value and Business Benefit

Enhancement of reporting Reporting templates can now Business users can now create
_| Q engine and integration into the 4 Q directly be developed in MS ‘ Q their individual reporting
application Generate Report. a Word and can then be used @ l% templates to meet the needs of
Template provisioning to from within the application various stakeholders utilizing
b P J including custom defined the powerful MS Word features

rovide starting point. .
P 9P fields. and toolbox.

Look and Feel

= 0
XML Mapping =

Custom XML Part:

Click or tap here to enter text
Ik or tap here to enter text Click or tap here to enter text fick or tap here to enter text itpe/ /o

Uploading Global Report Template

/ ©  Cancel

ALY AL 3= S

RISK/S1098673

Risk — ————
RM_SOW_2_ MO_GRP_2Z017_TRO6_UL - o
Download template CUSTOM DEFINED FIELDS Rd - - -~ - - - Unlikely
r = =
® Upload templte Field Name Field Value
Delete template .
MO_GRF_2017_TROE_ULRS Das<rigtion IR
Upload Template DRIVERS IMPACTS EUR
Driver Driver Category Impact Impact Category
d file . A UK
LA _Erazil
Customer Defined Fields F -
I
Field Name Field Walue
ROLES
Name User ID Full Name Email 41 i MO_GRP 2017 TROE_LILRA Cin ditan, Lt igrih sale it disst.

Get Sample Custom XML File | SAP Help Portal Generate Report | SAP Help Portal Create Word Templates with Content Controls | SAP Help Portal

SAPinsider
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https://help.sap.com/docs/SAP_RISK_MANAGEMENT/6d4d081830f84eb296d7062a45f96e37/1eb33b10c8f841e9a1aca4b8da316f47.html
https://help.sap.com/docs/SAP_RISK_MANAGEMENT/6d4d081830f84eb296d7062a45f96e37/27492c25ac4846178b352e81aa2dbff0.html

SAP Audit Management (1.5) - SAC integration

« 31 Queries are provided for

* Queries can be directly used
uild dashboard in SAP Analytics Cloud

Audit

Finding

Action Plan

Audit Plan
Organization
Dimension

Auditable Item

Risk

Control

Resource Management

Audit Summary

Audits per Audit Group

Audits per Audit Status

1 Filter

to

Audits per Audit Type

Audits per Audit ID, Audit Manager

Follow-up Summary

Escalated Open Action Plans

8

Open Action
Action Plans P

1 Fiter  Filer | Explarer Avata

s 121

Open Action Plans per Finding Categary, Finding Ranking

[ I ot g
: _ ’
! - ’
2
z 2
Action Overdue Days per Action 1D, Action Plan Status and others ©pen Action Plans per Action Respansible 1
|— .
[—
[ et
O Dy
[—— .
[— g = .
|— .
—— .
| — 10 .
— .
e 0 .
s 0 '

Open Findings

201 Open

Open Findings per Finding Exec Respb

@ Audt Intiate Year (1)

Audits per Audit Initiate Date

@ Audt Group

Audits, Findings per Approve WPG Date

Audis - Findings.

ax
s

Dec 15, 2021

Aud Cost UtilizeRate, Audits per Distribute

Audit Report Date

Ausd Cost UniizeRate

o Audts

Audits per Final Report Rating

satisfactory

e |

Escal

Actian Plans per Act, Completion Date

Audits

ated Open Action Plans per Action ID, Audit Group

Audits

222

Dec 15, 2021

Fining Open Days per Finding |D, Finding Tide

1w Frcing Open
P

1500
—

|—
[—
—_—

000
—_—
— 1
p—
p— ]

Findings per Finding Close Date

apen acien

L
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*—  Audit Summary

Audit Summary

= A_L.dit Status i A;udit Group & i'-\;L.!CiE Type e A_L..dit Category ey A;udit Title
Total Audits Audits by Audit Status Audits by Audit Group Risks by Audit
Explorer Available Explorer Awvailable Explorer Available
M o=t [ Initiated InExecution [l Clos=d (MM Canceled Financial Audit Information Technology & Security Audit ECP & DRF Audit 2021
B Ferforming Risk Assessment Operational Audit Strategic & Forensic Audit -

BCP & DRP Audit_2022
15 Draft Cyber Security Audit _2021
Initiated Cyber Security Audit_2022
Financial Reporting Review 2021
Audits in ngress 1 Execution Financial Reporting Review 2022

Closed

10 Canceled

Performing Risk Assessment

Partner Audit 2022
Partner Audit_2022
Vendors Review 2021

Vendors Review 2022

Audits by Final Report Rating Audits by Audit Type Audits by Audit Category Controls by Audit
Explorer Available Explorer Available Explorer Available Explorer Available
M consutting [ Parmner tandard Financial Audit Information Technology & Secourity Audit
Operational Audit Strategic & Forensic Audit
1 Lz
Satisfactory ‘Consulting 4 4

Partner 2
Not assigned
Standard 9
Audited Organization Auditable ltems by Audit
Explorer Available Explorer Available
4 4 1 1 1 1 1 1 1 1 1 1

Audit Ov

/I Audit Summary



L] .
== Audit Summary
v & & “?:,_.- . Feg
& qu‘?" & k o &
Q¥ ¥ \Fi‘ 0069 qpé:v
< & ¢ & &
Audit Efforts Variance Audit Costs Variance
Explorer Available . in USD | Explorer Available

£ £

-8 Audit Estimated Effort -@ Audit Actual Effort -8 Audit Efforts Variance E @ Audit Estimated Cost - Audit Actual Cost -8 Audit Cost Variance .g

L]

=

£ 50.00 50.00 50.00 50.00 £ @ +
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Audit Estimated Effort  Audit Actual Effort  Audit Efforts Variance  Audit Estimated Cost  Audit Actual Cost  Audit Cost Variance
Planned Start Date  Actual Start Date  Planned End Date  Actual End Date  Final Report Rating

03.05.2021 03.05.2021 30.06.2021 31.05.2021 Satisfactory 50.00 58.00 -8.00 $10,000.0 $10,000.00
01.06.2021 02.06.2021 15.07.2021 06.07.2021 Satisfactory 30.00 35.00 -5.00 $15,000.00 $17,500.00 -$2,500.00
curity Audit  01.08.2021 04.08.2021 30.09.2021 15.09.2021 Satisfactory 50.00 71.00 -21.00 $20,000.00 $28,400.00 -$8,400.00
curity Audit  01.09.2021 01.09.2021 30.09.2021 30.09.2021 Satisfactory 30.00 37.00 -7.00 $15,000.00 $18,500.0 -$3,500.00
curity Audit  01.10.2021 # 31.10.2021 # Not assigned 30.00 $15,000.00 $15,000.00
curity Audit  01.12.2021 # 31.12.2021 # Not assigned 30.00 $21,000.00 $21,000.00
01.05.2022 # 30.09.2022 # Not assigned 50.00 58.00 -8.00 $10,000.00 $10,000.00
01.08.2021 # 31.08.2021 # Not assigned 30.00 35.00 -5.00 $15,000.00 $17,500.0 -$2,500.00
curity Audit  01.08.2022 04.08.2021 30.09.2022 15.09.2021 Not assigned 50.00 71.00 -21.00 $20,000.00 -$8,400.00

Audit Overview | Audit Summary




‘ IQ Business process audits allow

companies to evaluate industry
5‘ '@ trends and make improvements.
It also identifies business risks.

Approve Audit
Preparation

B2

To be Approved
Audit - Master Data

Organizations

&

Audit - Audit Planning

Audit Universe Consolidate Audit Manage Audit Plans Initiate Audits Audit Management
Plans Overview

2« & 1.310 ®1« ==

Auditable ltems Audit Plans Audits

SAP Audit Management ( 1.6) - Business Processes

Create and upload business
hierarchies

Integration with SAP
Process Control

Create and Approve Purchase Order

00102
L3

Type Parent Created By: Mark Wilson on 06.12.2022, 15:14:44
Subprocess  ProcuretoPay  Changed By: Mark Wilson on 06.12.2022, 15:14:44

o
General | Controls (3)  Auditable ltems (1) AuditHistory (1) Findings (1)
D= Title

Title. Status

202200310 Purchase Order Check Audit  In Execution

Findings (1)

, Q Assign organizations

a % Assign controls, auditable items,
audit history, and audit findings

Planned Start Date

02,01.2023

SAPinsider


https://video.sap.com/media/t/1_4rs5tqx7

SAP Audit Management (1.6)

= New application roles for “Partners” and “external Auditors”.
Custom application roles can also be made specific to certain audit types

= New Fiori app “Resources Management” with additional capabilities including:
= Group audit staff into teams
= Create new audits
= Check the unassigned audits

SAPinsider



SAP Audit Management (1.6) - Resource Management Fiori App

Drag and o
time perioc

Create auo
calendar

rop to change planned

it from planning

< SAP Resource Management ¥

March 20, 2022 - April 16, 2022

L 2013-779 Gap analyisis

Planned Time Period: 12/10/2013 - 1

«

2021-00262 FIT 1.5 risk proposal
Planned Time Period: 12/1/2020 - 21412023

/5

2021-00268 Copy of LIHUI FIT Audit 2021-08-30 001
nned Time Period: 8/30/2021 - 1/1/2024

«

12 This is a test for migrate audit
Planned Time Period: 12/16/2021 - 12/16/2022

<

. 13This is a test for migrate audit
nned Time Period: 12/16/2021 - 12/16/2022

o1 This is a test for mi 1
Planned Time Period: 12/16/2021

- 16 This is a test for mi 1
Planned Time Period: 12/11

17 This s a test for mi 1
Planned Time Period: 12/16/2021 - 12/16/2022

Day

Month | [ Audit Team 1

Maitain audit teams
Check unassigned audits

Maintain Teams (7)

Audit Team 1 (8)

Mor21 Tue22 Wec23 Thu24 Fri 25 Sat 26 Sun27 Mor28 Tue29 Wec30 Thu3l Fril Sat2 Sun3 Mord Tue5 We Thu7 Fri8 Sat9 SunlO Morll Tuel2 Wecl3 Thuld Fri 15 Sat 16 c@@
F =

Amy Craig | |

>
Demo-New-01 (3)
(

o
=3

LAFIT6 (3)

lindsay (1)

15 TEST FOR migrate audit

Planned Time Period: 12/16

<

(. 2022-00001 LIHUI FIT Audit 2022.01.04
Planned Time Period: 11412022 - 412912

2021-00316 Copy of Copy of CAIS test partner audit
Planned Time Period: 3/18/2022 - 4/15/2022

<

2022-00114 RM test au
Planned Time Period: 3/24/

Brian Murphy

Dennis Jackson
. 2021-00316 Copy of Copy of CAIS test partner audit
812022 - 41152022

Planned Time Period 0

Jayden Xia

Mark Wilson
2013-779 Gap analyisis

Planned Time Period: 12

&
15 TEST FOR migrate audit
Planned Time Period: 12/16/2021 - 12/16/2022

TestOne (3)

@

Create Team

Delete

Delete

Delete

Delete

Delete

Delete

Delete

SAPinsider



SAP Business Integrity Screening

* Include workflow-based task management features from Tax Compliance

* Integration with SAP S/4HANA Finance for advanced payment
management

« Customer enhancements, including User Interface improvements and
additional fields for address screening and compliance check results



SAP Business Integrity Screening - Integration with SAP S/4HANA
Advanced Payment Management

SAP S/4HANA® Finance

H L E Advanced Payment Management

=]
E = |npul l“wming ¢ » SAP Business
h | EIL _ manager = enrichment Integrity Screening
and validation

' - 2 pre-defined
Detection Methods:

|

2
R ' = Agreement-based
i g i % ond original data & 2 routing e ' _
éBics IS020022 representation < 2 ° Add ress Screen | ng
‘ ‘ S <
-~ T - = .
g & @ § ' « List of Bank
o M Alli
@ I gy Lo l Accounts
Direct bank —
integration Outgoing
Output ; Transaction clearing
-+ enrichment et
manager and validation (Direct, queue, bulk) llw cm
SAP Multi-Bank Connectivity 4 Ml  sAP Bank Communication
v Management

SAP S/4AHANA Finance for advanced payment management provides centralized payment factory to

manage payments from various systems — SAP, non-SAP and manual payments.
SAPinsider



SAP Business Integrity Screening - Workflow-based Task Management

Investigation
Qverview

Open tasks

Overdue
tasks

Rejected
tasks

< SAP

Standard v

Investigation Object Type:

Investigation Overview v

Investigation Reason:

Lifecycle Status:

)

)

All Unassigned Alerts

153

M srus

Alerts by Investigation Reason

My Open Action
ltems

Action items due today and
overdue

View All

My Approved Alert
ltems

Approved alert items ready to
close

View All

My Open Alerts

28

Number of Open Alerts by Du...

Adapt Filters

All Open Tasks

All tasks that are not yet confirmed

26

Percentage of Tasks by Status

19%

81%

B rew B sent

Overdue Tasks 20

Open tasks that are overdue of

23

]

View All

Rejected Tasks O

All rejected tasks of
0

View All

Clarification
Requested

Tasks needing clarification

View All

Task Processors

Processors of open tasks

% C5337612

% C5337821

Confirmation
Needed

Completed tasks needing
confirmation

View All

T

Due Period of Open Tasks
Open tasks filtered by status

21

New ~

Number of Tasks by Due Period

20
15

10

Greatly Overdue Due Shortly

M Humber Of Tasks

SAPinsider



SAP Financial Compliance Management - Public Cloud

« 70+ predefined controls for SOX and Tax Compliance delivered to
Increase compliance level and accelerate project completion by
leveraging the most-commonly used controls

* GRC Business Content Hub — allows partner ecosystem to develop
content, and position in SAP Store

* Integration with SAP Signavio to help ensure consistent process
and control repositories and help reduce manual maintenance effort



SAP Financial Compliance Management - Ready to Use Content with SAP S/4HANA

« SAP Financial Compliance
Management ships with over 70
rules for use as Automated
Procedures (3 for Tax Compliance)

* These can be added to by
customers

« Partners will produce and sell their
own content packages too, via the
GRC Content Hub Service

https://help.sap.com/viewer/eb2cbh166f76248bdbad3bfO4fccd
143e/1.0/en-US/c6bccce22805495¢8¢2432209bf80474.html

Content Overview =

Prerequisites

Content Overview

Content ltem
Controls Automated Procedures

Journal Entries

Supplisrs

Minimum Release Required

Manual Procedures = SAP S/AHANA Cloud

SAPinsider


https://help.sap.com/viewer/eb2cb166f76248bdba43bf04fccd143e/1.0/en-US/c6bccce22805495c8c2432209bf80474.html

SAP Financial Compliance Management - GRC Content Hub Service

« Partners and SAP offer content via
standardized offerings in order to
support a scalable business model and
distribution channel, that enables an
easy and fast consumption by cloud
customers for cloud G
Financial Compliance Management

C solutions like

[ ] .
. |£|:::| . ] Solution

Development

Business Content

Manage Business
Content Packages

Manage Business
Content Objects

[ &

(1<

[1<p

Commercialization

Step 1 - Develop Solution

Step 1 - Develop Solution

Step 2 - Validate Solution

Step 2 - Validate Solution

Step 3 - Publish Solution

Step 3 - Publish Solution

Sell & deliver

Governance, Risk, Compliance

(GRC), and Cybersecurity

Try and buy leading partner solutions and SAP
software for governance, risk, compliance (GRC), and
cybersecurity. Discover the latest news, digital store
promotions, and more.

Maintenance

‘ Mew Version

SAPinsider



SAP Financial Compliance Management - SAP Signavio Integration

SAP
Signavio

SAP Cloud
Integration

SAP FCM

Determine
Process to
Synchronise

FCM Control
available in
Signavio
Library

Edit Process
in Signavio

=

Add FCM
Control to
Process

||
2
s

1x setup configurations to enter GUID’s for Signavio & FCM objects (processes, controls). Automatic regular synchronisation.

Signavio
Process
appears in
FCM

Create
Control in
FCM

FCM Control
shows
Signavio
Process

How the FCM- Signavio process and control integration works, also showing SAP Cloud Integration service.

SAPinsider



04 Roadmap




Customer Connect - Influencing the Roadmap

* We have received 119 customer requests
* Thereof:

* 66 qualified with necessary votes

= 5 are already offered

. ‘\5‘ §i it A
R Bl

= 24 have been accepted for development

= 11 have been added as long-term requests to
backlog

= 26 not planned due to prioritization




Delivered

Delivered Improvement Requests

288913

288977

289641

287705

287583

289639

Email notification to delegate user upon delegation

Delegation: "you are working on behalf of _.." - message in work Inbox & delegation tile

PC. Warning message to prevent duplicate controls in CCM lobs

PC: Enhanced Audit Log comprehensibility with business rule changes

Add selection fields to "My Processes™ fiori application

PC: Enhance Comment Field in CCM Jobs and display it in Automated Monitoring

Mass download attachments for Process Control

Improvement of downloading option in Mass Attachments Download for Process Control

RM Individual Risk movement /plotting on Heatmap

23

16

10

3277193

32771583

3274618

3271598, 3281118

3285963

3351745

3284124

3284154

3339458 (planned to be
deliverad soon)

SAPinsider



Already Offered

Already offered Improvement Requests (IRs)

There is already a solution or workaround available to achieve the desired enhancement.

288930

287703

287709

Ability to download attachements via reports also for closed cases / workflows 12 3032121

Please use Assessment ->
Assessment Planning -> Search
PC: Searching CCMs in the frontend for the current / last processor and forwarding them via frontend 11 Work Item

Please configure notification rules in
Assessment > Assessment Planning
-> Notification Template
PC: Sending reminders and escalations constantly to support comprehensive compliance activities 10 Maintenance

Please use Assessment ->
Assessment Planning -> Search
Forwarding option for within a manual work item to another processor/user 9 Work Item

CCM: Limit results displayed on the Monitoring Jobs tab based on session timeframe 3060138

SAPinsider



Planned Innovations SAP Process
Control

Removal of connectors not used from data
source and business rule

When an application system is hot used for
continuous control monitoring (CCM) anymore,
the compliance manager removes the following
from the system:

 Make sure no planned job steps exist for this
business rule

e Remove connectors from business rule and
date source

« Remove the connectors information from the
back-end configuration




Upcoming: UCF Integration

Common Controls Hub

b ? #

@ marie-luise wagener-kirchner

1 Upgrade Now

Search Authority Documents

GEOGRAPHY

Show Selected Documents as a List

Africa

Asia
Australia-Oceania
Europe
International
Middle East
North America

South America

Q Unique Citations 0

Common Controls KEY [}

»

Mandates in Citations 0 De-duplication Factor 0%

Create as many different Authority Document lists as you need. Some organizations have
an overarching set of d. and q for different or
business units.

Select your Authority Documents

Pick one or more Authority Documents. Scroll through the list by Geography or
Subject Matter or enter a search term to find the ADs you need.

Instant Access to Research

Click the information icon (@) next to any Authority Document or Common
Control to learn more about it.

Save your List

Once you have created your masterpiece, save your list. Next, use the list you
created to generate a Build and Custom Compliance Templates, if you
subscribed to them.

< w Manage Common Control Objectives « Search Q
Standard -
Editing Status: Regulation: Requirement: Impact Zone:
Search Q A v @ & o - B
AL
Common Control Objectives (1,235) Search Q | Delete
() Name Reference ID Regulation Requirement Impact Zone Classification Validity Period
F 'k for Improving Critical Infrastructure Cybersecurity, v1.1

Monitor systems for
(] inappropriate usage and

Determine the incident

@ severity level when
assessing the security
incidents.

Review and update
() event logs and audit
logs, as necessary.

other security violations.

585

1650

596

Framework for Improving
Critical Infrastructure
Cybersecurity, v1.1

Framework for Improving
Critical Infrastructure
Cybersecurity, v1.1

Framewaork for Improving
Critical Infrastructure
Cybersecurity, v1.1

DE.AE Anomalies and Monitoring and

Events measurement Detective 01.01.2023 - 12,
DE.AE Anomalies and . "

Events, DEAEA Operational management  Corrective 01.01.2023 - 12.
DE.AE-2 Monitoring and Detective 01.01.2023 - 12.

measurement

I LabPreview |

Holistic integration of UCF and corresponding
content (authority document, citation, common
control) into SAP Process Control by introducing

a common control objective that supports the
assignment to existing central and local controls
as well as the creation thereof with

corresponding subsequent integration to SAP
Risk Management.

< W Common Control Objective Search Q
Determine the incident severity level when assessing the security incidents.
1650
AR
General i Controls v
Impact Zone: Regulation: Source: Valid From:
Operational management for Critical UCF Jan 01, 2023
Cybersecurity, v1.1
Classification: Reference ID: Valid To:
Corrective Type: 1650 Dec 31, 9999
Monitor and Evaluate Occurrences
Regulation Requirement
Name Description

DE.AE Anomalies and Events

DE.AE-4

Controls

Central Control

Anomalous activity is detected in a timely manner and the potential impact of events is unders|

Impact of events is determined

SAPinsider



Upcoming: Fieldglass Integration C e

< SAP Change View "Fieldglass Report API Configuration": Overview

I:l New Entries & a5 More v

Display View "Integration Configuration": Overview

Fieldglass Report API Configuration
Integration Conﬂguratlon Target Connector Rep ID | Fieldglass Report Name Fieldglass Report URL Path Onboarding

L

S
[[] ZAKS_FGO01 1 xtemal Worker Timesheet Report (2022 - All data Jfapifvcfrepum22209291434
[[] ZAKS_FG01 2 External Worker Timesheet Report fapilvcireportiz2209291434.
[] ZAKS_FGO01 3 NEW2 lapilvc/report/z1807091335.

ConType  Target Connector OAuth 2.0 Profile OAuth 2.0 Client Configuration for API

L] FG ZAKS_FGO01 Fieldglass ~ [FIELDGLASS

1. Connection 2. Report Registration

< SAP ange View "Configuration for Fieldglass Report Columns": Overview
|:| New Entries & 8% More v = |6} Display:\ Exit

Target Connector: | ZAKS_FGO1

< SAP GRC-Fieldglass Integration: Program to onboard Fieldglass Report

I:l (@ Save as Variant... More

Options

Fieldglass Report ID: |1

Configuration for Fieldglass Report Columns

Column ID Column Name Data type Onboard Report:

[] C11_CONSOL IDATEDWORKERID Character
C12_WORKERTYPE Worker Type Character
C13_MAINDOCUMENTID Main Document ID Character
C14_WORKERID Worker ID Character
C15_WORKER Worker Character
C16_BUYERREFERENCE Buyer Reference Character
C17_WORKERSTARTDATE Worker Start Date Date (DD/MM/YYYY)
C18_WORKERENDDATE Worker End Date Date (DD/MM/YYYY)
C19_COSTOBJECTCODE Cost Object Code Character
C20_TIMESHEETID [Time Sheet ID Character
C21_TIMESHEETSTATUS [Time Sheet Status Character
C22_WORKINGHOURS Working Hours Integer
C23_TIMESHEETSTARTDATE [Time Sheet Start Date Date (DD/MM/YYYY)
C24_TIMESHEETENDDATE [Time Sheet End Date Date (DD/MM/YYYY)
C25_TIMESHEETFREQUENCY [Time Sheet Frequency Character

€26_TIMESHEETAMOUNT Time Sheet Amount Floating point 4 . Re po rt O n boa rd | ng

C27 CURRENCY Currency Character

3. Report Configuration

Transport Report Configuration:

Report Selection

-
Fieldglass Connector:

Fieldglass Report ID: l:l

Production Mede: []

SAPinsider



Upcoming: Fieldglass Integration e

A—

limeframe: 10.10.2023 ID: 50123869 Last Modified On:  09.10.2023 16:10:50

3asic Information Data for Analysis Input Parameter Filter Criteria Deficiency Criteria Conditions and Calculations Output Format ~ Technical Settings ~ Ad-hoc Query  Controls Attachments and Links

Target Connector:| ZAKS_FG01 Apply Rule |~ | Deficiency: * Total_hours_Booked_Q1_2022 (10 ) v Max. Rows: 100 | Timeframe: Annual | Year: 2022 | |Start

View: [Standard View] ' Print Version | | Export v 83

Sequence Number Deficiency Type Deficiency Description Consolidated Worker ID Worker Type Time Sheet |D Time Sheet Status  Working Hours  Time Sheet Start Date  Time Sheet End Date  Time Sheet Frequency Total_hours_Booked_Q1_2022
1 High = More than 800 hours booked in period SAPXW Statement of Work SAP Paid 160 01.02.2022 28.02.2022 Monthly 832
2 High = More than 800 hours booked in period SAPXW Contingent SAP Paid 280 01.02.2022 28.02.2022 Monthly 840
3 Medium Between 751 and 800 booked hours in period SAPXW Statement of Work SAP Paid 120 01.01.2022 31.01.2022 Monthly 752
4 Medium Between 751 and 800 booked hours in period SAPXW Statement of Work SAP Paid 160 01.03.2022 31.03.2022 Monthly 792
5 Medium Between 751 and 800 booked hours in period SAPXW Statement of Work SAP Paid 152 01.03.2022 31.03.2022 Monthly 792
5] Medium Between 751 and 800 booked hours in period SAPXW Statement of Work SAP Paid 160 01.02.2022 28.02.2022 Monthly 784
7 High = More than 800 hours booked in period SAPXW Statement of Work SAP Paid 176 01.03.2022 31.03.2022 Monthly 832
8 Medium Between 751 and 800 booked hours in period SAPXW Statement of Work SAP Paid 144 01.01.2022 31.01.2022 Monthly 784
9 High = More than 800 hours bocked in period SAPXW Statement of Work SAP Paid 232 01.03.2022 31.03.2022 Monthly 824
10 Medium Between 751 and 800 booked hours in period SAPXW Statement of Work SAP Paid 152 01.01.2022 31.01.2022 Monthly 788

Ready to use as data source to apply any business rule.

SAPinsider



Planned Innovations SAP Risk
Mahagement

Rule-based risk response recommendation

Situation Handling for Key Risk Indicators

violation

Business Continuity Planning and Business

IMmpact Assessment

Third Party Risk Management




Planned Innovations SAP Audit
Mahagement

* Regularly retrieve KRIs from SAP Risk Management

» Use KRIs to prioritize auditable items

* Enable users to check out and answer all the
questions within a work package on a single page

» Upload evidence and create findings for questions




Upcoming: Embedded Analytics for Audit Reporting

A 3
o, JC

- Analyze Audit Engagements

- Analyze Findings

- Analyze Action Plans

10+ ...

Standard

Audit Ini Year QTR:

Final Report Rating:

Audits by General Attributes.
Number of Audits

By Audit Category

‘Audits By Audit Category

Audits

Final Report Issued, Current Year

By Quarter and Audit Group

Audit Status:

Final Report Cat.

80

Findings

Open

12K

Audit Group:

By Audit Group and Type

250

150

Audit Type:

I Corporate Audit

I Environment, Health, and Safety Audit
I Financial Audit

W Operational Audit

W svategic Audit

I Test DL Category

Lab Preview

Audit Category

e

Audits

Final Report Issued, Current Year

By Audit Group and Category

M Repon W

Audit Country/Region:

Audit Manager ID: Audit Lead ID;

@
@

e

Adapt Filters

Audits

By Audit Phase and Audit Group

600

W Compliance & For.
I Corporate - FCBA
M Financial & Operat
I informatian Techn
W Swaegic Audit AT,
I ales & Servicss .
W Test goup dl 2

W Testpoup i 1

W ovtest

|

Findings
Open

By Audit Group and Category

Compliance 200
I Economic, Political, Social and Regulat 150 L]

M Communication and Information Risk ) o

W Moot Risk & Qe:p \e‘-;,e e S &
N operatonsi Riks S

I Organizational and Goverance Risks & LT

LAl A
W Product and Technoiogy Risks W
I Projoct isks e Oppostumites

I Business Svsegy Risks
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Planned Innovations SAP Financial
Compliance Management

* Risk services capability

* Decision support by Machine Learning




Upcoming: New Release in 2026

GRC Tuesdays: Announcing SAP’s plans for a next generation Governance, Risk,
and Compliance Platform: SAP GRC edition for SAP HANA | SAP Blogs

SAP Access Control, SAP Process Control and SAP Risk Management and is
planned for the 15t quarter of 2026. Regular updates will be provided in the GRC
Tuesdays blogs. To give customers sufficient time to plan their transition to the
new release, SAP is also planning on extending the maintenance timeline for SAP
GRC version 12.0 by one year, until the end of 2028.

SAP has also just announced a new SAP S/4HANA version of SAP Audit
Management, SAP Business Integrity Screening (previously known as SAP Fraud
Management) and SAP Tax Compliance. This update is also planned for Q1 2026.

This means a complete new suite of solutions for Three Lines (of Defense)
planned for early 2026!

In addition to being built exclusively on SAP S/4AHANA Foundation and SAP
S/4HANA, this new release will deliver a technical landscape harmonization and
an effortless upgrade path for existing customers.

Note 3326989 - Announcement of the Upcoming Release of SAP Access Control,
SAP Process Control and SAP Risk Management in 2026 - SAP ONE Support

Launchpad

More details: SAP Note 3334350 — Announcement of the Upcoming Release of
SAP assurance and compliance software for SAP S/4HANA



https://blogs.sap.com/2023/05/09/grc-tuesdays-announcing-saps-plans-for-a-next-generation-governance-risk-and-compliance-platform-sap-grc-edition-for-sap-hana/
https://blogs.sap.com/2023/05/09/grc-tuesdays-announcing-saps-plans-for-a-next-generation-governance-risk-and-compliance-platform-sap-grc-edition-for-sap-hana/
https://blogs.sap.com/tag/grctuesdays/
https://blogs.sap.com/tag/grctuesdays/
https://launchpad.support.sap.com/#/notes/3326989
https://launchpad.support.sap.com/#/notes/3326989
https://launchpad.support.sap.com/#/notes/3326989
https://launchpad.support.sap.com/#/notes/3334350
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Reimagine risk and compliance with integrated, automated, and
embedded solutions to protect your business

Adopt the Three Lines Model recommended
by the Institute of Internal Auditors and
others by linking operations, risk
management, compliance, and internal
audit. SAP GRC solutions support automation
for tasks and decision-making, real-time
visibility with continuous control monitoring,
and predictive analytics to inform business
operations and planning.

=544
ks

Protect your company’s reputation and
intellectual property enterprise-wide. Flexible
solutions for cyberthreat monitoring, data
controlling, identity and access governance,
and privacy management help keep systems
and data more secure in a continuously
changing environment while enabling
powerful and flexible monitoring, detection,

and response.

Just some samples. You want to see more innovations? Visit SAP’s Roadmap Explorer.

Conduct trade in evolving global markets with
greater confidence and agility. With SAP solutions,
you can maximize the potential of trade strategies
and partnerships by centrally managing trade
compliance based on ever-evolving regulatory
requirements, geopolitical risks, changing market
opportunities, tariffs, trade agreements, and other
customs processes.

Vad
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https://roadmaps.sap.com/welcome#/

# SAP Innovation
+& Center Network

Jnnovation project regulatory
intelligence for SAP GRC

Al-powered risk and compliance management
[ igitization, i

. Customer value
PrOIeCt O n e Pa ger Automatic detection of regulatory requirements & changes, and recommendations to mitigate risks for non-compliance:
Goal 1 Goal 2
Decrease manual effort by automatically Enable up-to-date & seamless
= detecting & extracting control definitions OD compliance by providing automated

from regulatory and policy documents delta, coverage and gap analysis

Identified customer use cases

nI

4 cu- EETS
j_" s =
T e =
Stay up to date with local, Identify required changes to Prototype aspiration is to be part of
regional and global stay compliant with internal BTP and used in GRC in SAP S/4HANA
regulations, such as NIST, policies and controls to map regulatory changes to internal
FITSM and COBIT controls
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https://dam.sap.com/mac/app/e/pdf/preview/embed/Hb4cJtK?ltr=a&rc=10
https://dam.sap.com/mac/app/e/pdf/preview/embed/Hb4cJtK?ltr=a&rc=10

Key Points to Take Home

Think BIG, but start small

Stick to the standard

Check out regular updates on deliveries (Notes and Support packs)

Check out what’s really in GRC

Training, enablement and feedback are key

User support never ends

Change is the only constant!

SAPinsider



How to Influence SAP

influence.sap.com ancs an Acopt ' Subscribe to your = 57 cutmeritere
provides a public area of interest by [
overview of all Customer Influence and selecting a tag and
influence & adopt Adgption stay up to date with
offerings at SAP notifications

of InterestiTags Sort By Name

reas of InlerestiTags
Aclivities acecount_hierarchy
Influence Opportunities

> Industries

> Products

Ogportunities

Log on with your E:'%
SAP cloud identity
for more all active

Register or follow a | CEA—
dedicated CEl pr— s
Sort By Most Recent  Latest Change End of Suomis Project Or 8 _._A%.,;‘:;l.”m . i

engagement e subscribe to CEI e

overview for all
projects

opportunities

Reglstration consinuousy open
Siatus: Continuousy running
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Where to find more information

GRC on sap.com

" Governance, Risk, and Compliance (GRC) Solutions: https://www.sap.com/products/financial-management/grc.html

= What is GRC: https://www.sap.com/insights/what-is-grc.html

General help with SAP Governance Risk and Compliance

" Help Portal: https://help.sap.com/docs/> Then search for the product you need
= SAP Process Control: https://help.sap.com/docs/SAP_PROCESS_CONTROL

= SAP Risk Management: https://help.sap.com/docs/SAP_RISK_MANAGEMENT
= SAP Audit and Compliance Software (ACS): https://help.sap.com/docs/acs

Governance, Risk, Compliance (GRC), and Cybersecurity Blogs and our Community

= GRC blogs: https://blogs.sap.com/tags/237150e2-6555-4a16-b49e-e93dbf1891da/
= SAP GRC Community: https://community.sap.com/topics/grc

SAPinsider


https://www.sap.com/products/financial-management/grc.html
https://help.sap.com/docs/SAP_PROCESS_CONTROL
https://help.sap.com/docs/SAP_RISK_MANAGEMENT
https://blogs.sap.com/tags/237150e2-6555-4a16-b49e-e93dbf1891da/
https://community.sap.com/topics/grc

Thank you! Questions?

E Please remember to complete
your session evaluation.

Marie-Luise Wagener-Kirchner

Vice President

Chief Product Owner - GRC Solutions PCE / OP
T +496227777679 M +4915153858976
marie-luise wagener-kirchner@sap.com

SAP SE
Dietmar-Hopp-Allee 16, 69190 Walldorf, Deutschland
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