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We’re here to build a safer and
more resilient digital world.
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The Data Platform for the Hybrid World

I Splunk-Built I ‘ Splunkbase | Custom Apps
2,400+ apps Build for your
Security Observability AEH e

The Splunk Platform

. and
Streaming Collaboration @

Machi i Search and ostration
Ine Learning Scalable Index Visualization orch
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I Third-Party Apps /
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Splunk Is a Recognized Leader in '
Security and Observability

GIGAOM

&a | RESEARCH
\Z | INACTION

A Leader

in Cloud Observability, APM,
AlOps and Incident and
Task Management

in Observability and
AlOps Markets

=IDC
Ranked #1

in SIEM Market Share

FORRESTER

A Leader

in Forrester Wave™ Security
Analytics Platforms

A Leader

Gartner® Magic Quadrant™
for Security Information and
Event Management

Gartner® Magic Quadrant™
for APM + Observability

in ITOps and Analytics
Market Share

Gartner, Magic Quadrant for Security Information and Event Management (October 2022) | Gartner: Market Share: All Software Markets, Worldwide 2021 (April 2022) | Gartner, Market Share Analysis: ITOM, Performance Analysis Software (October 2022) | IDC, Worldwide Security Information and Event Management Market
Shares. 2021: The Cardinal SIEMs, doc #US48506522 (July 2022) | IDC, Worldwide IT Operations Management Software Market Shares, 2021: Market Growth Moderates, doc #US49609921 (September 2022) | Forrester, The Forrester WaveI™: Security Analytics Platforms, Q4 2022 (December 2022) | GigaOm, Radar for

Cloud Observability Solutions (March 2022) | Research in Action, VSM Observability and AlOps (May 2022)

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is used herein with permission. All rights reserved. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with
the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.

splunk>


https://drive.google.com/file/d/1QEaInc4krT4O2wboX21VrJjzNecxB2ss/view
https://www.idc.com/getdoc.jsp?containerId=US48506522&pageType=PRINTFRIENDLY
https://www.idc.com/getdoc.jsp?containerId=US48506522&pageType=PRINTFRIENDLY
https://drive.google.com/file/d/1cuKrkWoRAHMY626zBF4ueW3atXOea-So/view?usp=sharing
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End-to-End SAP Resilience
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Services KPIs
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Service Portal
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Empower SecOps, ITOps and Engineering

AlOps Business
Service Monitoring

Incident
Response

Fraud Analytics
and Detection

Infrastructure

Automation and Monitoring

Orchestration

Advanced Threat
Detection APM
Incident
Management

Compliance and
Data Privacy

Digital Experience
Monitoring

Security
Monitoring

The Unified Security and Observability Platform
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Understanding SAP Service Health

Lack of visibility and insight into SAP services

Increasingly Massive Amounts Lack of Correlated
Complex Systems of Data Business Analysis

No automated alerts or Lack of integrations and Difficult to extract SAP
action. Manual health poor data quality disrupts data, no easy way to
checks are slow and operations gather insights, silos

error-prone

splunk>
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SAP Operational & Organizational
Challenges

Poor
Misaligned, Fragmented Reactive customer Risks to
siloed teams Visibility Responses experience Revenue
0 2 o
QD & @
Q)
Misalignment & Lack of full-stack Reactive,chaotic Root cause Customer churn
low-level tech metrics visibility response to analysis takes and diminishing
service time and effort loyalty

disruptions

splunk>
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Splunk Platform for SAP Use Cases

Hundreds of high value, out-of-the-box use cases in each subject area

Performance

Business & User Migrations & Security & Cloud & SaaS
Service Insights Experience Upgrades Compliance App Observability
E2E Process Root Cause Analysis Baseline All Metics User Behaviour Cloud Security,

To _ Comparative i il
Monitoring End pser monitori%g, before, Analytics | Obser\./abllllty,
Cross-System Data Experience during, and after Automated Audit Authentications,
Validation Correlation to mhgprgﬁg)(?essor Reporting Integrations, Events
Business Process infrastructure Access Monitoring Processes
Monitoring Treat Correlation

splunk>



13 SAP Certifications
for all SAP ABAP & Java Solutions

Ensure SAP remains secure with ZERO transports - No exposed RFCs - No exposed APls

SAP¢Certifled SAP®Certified SAP®Certiflied SAP®Certified

Integration with SAP S/HANA® Cloud Integration with SAP Netweaver* v Powere d by SAP Netweaver® Integration with SAP S/HANA®

SAP Certified for SAP S/4AHANA Cloud 2022 Extended Edition
SAP Certified for SAP S/4HANA Cloud 2022 (RISE + HEC)
SAP Certified for SAP S/4HANA Cloud 2021 (RISE + HEC)
SAP Certified for SAP S/4HANA Cloud 1909 (RISE + HEC)
SAP Certified for SAP S/4AHANA 2021

SAP Certified for SAP S/4AHANA 2020

SAP Certified for SAP S/4AHANA 1909

SAP Certified for SAP S/4AHANA 1809

SAP Certified for SAP S/4AHANA 1709

SAP Certified for SAP S/4AHANA 1610

SAP Certified for SAP NetWeaver 7.5 ABAP

SAP Certified for SAP NetWeaver 7.5 ABAP Add-on Deployment
SAP Certified for SAP NetWeaver 7.5 JAVA

(SPowerConnect ElNy (= aziseen splunk>



D
Unlock 1,600+ Out of the box SAP Use ‘
Cases With Splunk Platform _

All SAP Solutions - Time to value in hours + Splunk Service
Intelligence for SAP

546 ootb AlOps SAP =
Adaptive Threshold KPIs E=

s PowerConnect @
App For Splunk

1,037 ootb SAP use lunk E ,
cases for Security, Splunk Enterprise
Security

IT, & Business
process —»> 23 ootb SAP Notable
Event Correlation

Splunk Searches

/ﬁ\

PowerConnect

/ IE)?SVS{&rkconneCt @ ‘\ Cloud For Splunk @ 4\

SAP ABAP® SAP Java® SAP SaaS & PaaS

SAP S/4HANA® Cloud SAP® BW/4HANA® SAP® BusinessObjects™ SAP® PI/PO SAP® SuccessFactors® SAP® Ariba®

SAP Fiori® SAP® BW SAP® ERP SAP® Data Services SAP® Enterprise Portal SAP Fieldglass® SAP® BTP SAP® CPI

SAP S/4HANA® SAP NetWeaver® SAP® MDM SAP® Convergent Charging SAP® Cloud Platform SAP® APl Management

SAP Hybris® (On Prem) SAP® Mobile Platform SAP Sales® Cloud / CPQ
S

SAP® CRM SAP® SRM SAP® Gateway
+++ R



From SAP Monitoring to SAP Resilience

S4P Workiowd: Singlu Statistical Records - Overview The Splunk
e e et s . T_Shirt Co.

Order to Cash Service

Ordars  1.33m

SAP monitoring with SAP — no access to data SAP monitoring using Splunk’s SAP Service
from outside SAP, restricted access (BASIS) Observability — end-to-end process

from inside SAP, limited visualisation and monitoring, cross-system data correlation and
analytics capabilities validation, security and compliance

@Powerconnect w ' Available on \ Splunk>

For Splunk SAP Store
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https://help.powerconnect.io/powerconnectdocumentation/list-of-dashboards

1,037 Discrete OOTB
SAP Use Cases
- Time to value in hours
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https://help.powerconnect.io/powerconnectdocumentation/list-of-dashboards
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SAP Security and
Compliance

Security Insights Provided T

e Monitor, alert, action and automate
SAP Compliance Audits and reports
with 187 out-of-the-box use cases
across 28 Security Dashboards

e Analyse and mitigate risks with user
behavior analytics of suspicious login
activity, execution of sensitive secry S Nomberttoggedin U 6o
transactions or data theft

e Alert on STRUST Certificate
Monitoring, anomalies in system logs,
increased message frequency or
non-compliant systems

e Detect SAP interface and
configurational changes, deleted
audit logs, changed destinations,

changed roles and a10Cess |6V 6|8 . —

unauthorised downloads Out-of-the-box content driven by 53 SAP transactions including SLG1, SLICENSE, RZ10,
SCC4, SC06, SM04, SM19, SM20, SU53, ATC, SUIM, STRUST, SRAL + + +

@Powerconnect w ' Available on \ Splunk>

For Splunk SAP Store



© 2023 SPLUNK INC.

SAP Porformance »

SAP Security and

SAP Security Essentials

AP Business Processv  SAP Iniefaces  Javaw  SA9Cioudy  Dombssev  Doshboard Sudos  SAPFide  Hel
u
o m p I a n c e issions an Risk Assessment Dashboard

User Behaviour Analytics Dashboard s

e Provides a detailed view into suspicious
activities in your SAP systems

e Privileged account abuse

e Sensitive transactions executed

e Monitoring and alerting of suspicious
login activity

Suspicious login activity

uiple terminals login from mutiple geo (end speed violation)

Out-of-the-box content driven by 53 SAP transactions including SLG1, SLICENSE, RZ10,
SCC4, SC06, SM04, SM19, SM20, SU53, ATC, SUIM, STRUST, SRAL + + +

(SPowerConnect ElNy (= aziseen splunk>
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SAP Security and

SAP Security Essentials

shbowd Sudow  SAPFioi  Hel
u
o m p I a n ce SAP User Behavior Analysis ¢ Risk Assessment Dashboard

Logins, Permissions and Change " LR AL e
Events Dashboard '

e Provides the much needed overview
of the type of user activity in your
SAP systems

e Geographic distribution of users

e User with sensitive roles and
authorisation objects

e Assignment of sensitive profiles to
users and other configurational
changes o s s et

Password reset for non-dislog user

Out-of-the-box content driven by 53 SAP transactions including SLG1, SLICENSE, RZ10,
SCC4, SC06, SM04, SM19, SM20, SU53, ATC, SUIM, STRUST, SRAL + + +

(SPowerConnect ElNy (= aziseen splunk>
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u
splunk Py
PowsrCornecl~  SAPSecmys  SAPPodormance  SAPBsinessProcessv  SAPIniarocess  Jmvas  SAPCloud>  Dowabases  Dushbowd Stido

SAP Security Essentials

u
o m p I a n ce SAP User Behavior Analysis &0 Logins, Permissions and Change Events

Risk Assessment Dashboard ' ™ commenesns

e Risk Assessment Dashboard
provides a state of the overall
security risk that your SAP systems h o
face

e You can see if your users have
well-known passwords or if there is
any OS level code injection in one
configurable dashboard

Unsecured external commands executed (sapxpg)

Count by Severity over Time

8000

2300
wao uso o e
Thu Jan 10
201

Out-of-the-box content driven by 53 SAP transactions including SLG1, SLICENSE, RZ10,
SCC4, SC06, SM04, SM19, SM20, SU53, ATC, SUIM, STRUST, SRAL + + +

(SPowerConnect ElNy (= aziseen splunk>
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SAP Security and

SAP Security Scorecard

Compliance

SAP Security Scorecard Dashboard 29

e Automate all compliance reporting and = S
and get ahead of the compliance
curve by giving you all information
related to security related
configurations in your SAP system.

e Detects key SAP interface and
configurational changes: Deleted Audit
logs, changed destinations, changed
roles and access levels, unauthorised
downloads

Login by multiple IDs en 1 terminal Muttinle logins by 11D on different terminals

Out-of-the-box content driven by 53 SAP transactions including SLG1, SLICENSE, RZ10,
SCC4, SC06, SM04, SM19, SM20, SU53, ATC, SUIM, STRUST, SRAL + + +

(SPowerConnect ElNy (= aziseen splunk>



SAP Security and

Compliance

SAP License Management and

Aletering

e Gain visibility into aggregated SAP
landscape with license metrics that

include:
e SID Name
e Software Product
e Limit
e Valid From & Valid To
e Type of license
e Installation Number
e System Number.

' Available on k
@PowerConnect % @ SAP Store

For Splunk

© 2023 SPLUNK INC.

SAP License

Range

Extractoe Status | @

All time

Count by Status

80652020081
8068200081

[

Out-of-the-box content driven by 53 SAP transactions including SLG1, SLICENSE, RZ10,
SCC4, SC06, SM04, SM19, SM20, SU53, ATC, SUIM, STRUST, SRAL + + +

splunk>
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n
sphuni Apps v
PowerConnect>  SAP Socuryy  SAPFPodormance=  SAP Business Processv  SAP Inleffacesv  Javaw  SA°Cloudy  Dowbasev  SAPFons  DmshboardSwdliov  Hel

Rule Processing Framework

Compliance

Vulnerability management for
compliance with Rule Processing
Framework

e Security Baseline and Profile
Parameters identify overall application
security based on OS, kernel versions,
profile settings and shows the SAP
recommended remediation

e Rule types include:
e TTParam
e Profile
e Client
e GwSec plus more

Out-of-the-box content driven by 53 SAP transactions including SLG1, SLICENSE, RZ10,
SCC4, SC06, SM04, SM19, SM20, SU53, ATC, SUIM, STRUST, SRAL + + +

(SPowerConnect ElNy (= aziseen splunk>
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SAP Security and

SAP Security Notes

Compliance S —

Vulnerability management for
compliance with SAP Security Notes

e Identify missing SAP Patch Day Notes
and Support Package Notes based on
SAP best-practices to remediate
potential vulnerabilities before
exploitation

e Note Description details vulnerability
details

e Note Number hyperlink routes directly
to SAP Support Launchpad for
remediation

r AP and ABAP Platform

 —————————————————————————————————————————————————————————————————
Out-of-the-box content driven by 53 SAP transactions including SLG1, SLICENSE, RZ10,
SCC4, SC06, SM04, SM19, SM20, SU53, ATC, SUIM, STRUST, SRAL + + +

@PowerConneCt EI;Y | (=) Ayiaean | splunk>

For Splunk
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SAP Security and

Certificate Status - STRUST

SAPPoformances  SAP Business Processv  SAP inferfaces  Javav  SA9Cloudv  Database
u
Range SAP System P instanc Application Conteot
Lot 7 days -+ o8

Certificate Status - STRUST

e Identify SSL certificates set to expire
without having to page through nodes
in the STRUST transaction after
receiving a low-context alert

e Route SSL certificates to the
appropriate owners before expiration,
reducing manual workload, improving
operational continuity, and creating a
proactive management system

Explring Within 90 Days Expiring Within 30 Days

0 L

Out-of-the-box content driven by 53 SAP transactions including SLG1, SLICENSE, RZ10,
SCC4, SC06, SM04, SM19, SM20, SU53, ATC, SUIM, STRUST, SRAL + + +

(SPowerConnect El% = Aqieen splunk>
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SAP Breaches Create Material Risk

Real-world example of SAP breach and fraud timeline

= VAN G—
3 ) ({r{) ) W I < ) $
Debugging Discover RFC RFC Call to Change Vendor Issue Payment
DEV system Connections Change Password Bank Account to self

September 2021 December 2021 | March 2022 | May 2022

oA _pug RO = Pro

PowerConnect @

For Splunk

System Log Regg 60 A(:Jcs;)el:ntCSQ Changs 00 iDocs 60
(SM21) Accessi Changes ) J Documents R~ (WE02/BD87)

(SRAL) (CDPOS)

(SUIM)

SAP applications are constrained by historical data parameters and Security datasets are only available for a short
period of time. Splunk enables historical analysis and correlation across multiple environments and timeframes to
create proactive alerts and mitigate risks before fraud or security breaches occur

Available on
SAP Store

PowerConnect =7
@For Splunk il

Partner

splunk>
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SAP Content Pack REERaEs

Security Posture

Key Indicators

for Splunk
Enterprise Security EZAEUEEETE

Notable Events By Urgency

Correlated Security Insights for SAP
threat and vulnerability response

e 23 out-of-the-box SAP Notable Event
Correlation Searches

e Leverage ES's comprehensive
investigation and auditing features to
mitigate risk in SAP environments.

e SAP data exclusively provided by
PowerConnect is Splunk Common
Information Model (CIM) compliant for
native integration and correlation with
all other security-focused machine data

https://splunkbase.splunk.com/app/6674

 —————————————————————————————————————————————————————————————————
Out-of-the-box content driven by 53 SAP transactions including SLG1, SLICENSE, RZ10,
SCC4, SC06, SM04, SM19, SM20, SU53, ATC, SUIM, STRUST, SRAL + + +

(SPowerConnect El% = Aqieen splunk>
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SAP Security Demo

https://voutu.be/ At3CjQz99Q

splunk>


https://youtu.be/_At3CjQz9gQ
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SAP Solution
Performance ,

Last 24 hours

SAP Data Analysed
e SAP transaction STAD

28%7 18 %7 0% 0%  0%?

ABAP Dumps Failed Jobs Failed Updates Active SAP Locks (>1 day)

e Work Process utilisation -
e RFC Connection Status
e SAP server availability
e JVM load and memory
e User Transaction Performance 2 87 2
e User Experience by Geo

T-RFC queue (SM58) Q-RFC queue (SMQ1)

6 1,447 22
Insights Provided
e Real-time and historic view of load
and response by user, transaction
code or any field in the dataset
e Availability of all SAP solution

components
e —————————————————————————————————————————————————————————————————————
Out-of-the-box content driven by 208 SAP transactions including SM04, ST03, SM51,
SM58, SMC1, SMQ1, ST22, STAD, STATS, SMGW, +++
JPowerConnect Ea w2 Avilableon

@ For Splunk M § SAP Store | Splunk >
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SAP Solution

Performance

STATS End User Monitoring

e User experience metrics represented
per user, terminal and session ot o e
e Millisecond dialog step response
breakdown waterfall for:

STATS End User Monitoring

ABAP CPU Time ABAP Momory Consumption
(ms) 2

e CPU Time

e RFC Time

[ ] Server ReSponse T|me Dialog steps for 002248181C451EDDSADDB60SAFIOFACE Response Breakdown
e Dispatcher Wait Time s st s Teowe  pooens S

e Roll Wait Time
e Work Process Time
o Roll In + Load + Generation + Processing
+ DB Request + Enqueue
e Load Times
o Program + Screen +CUA
e Roll Times
o Roll In + Roll Wait + Roll Out
e SAP GUI Frontend Time
e BTC Input Queue Time
e DDL Operation Time

(SPowerConnect ElNy (= aziseen splunk>
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SAP Time Machine = = .
Dashboard

Side by side comparison views B

e Compare any metric across any -
timescale, any system, any landscape

e View performance before, during and
after upgrades and cloud migrations

System Logs va. Time (04/10/2022 00:00:00 - 04/12/2022 00:00:00)

System Logs va. Time (05/10/2022 20:00:00 - 05/11/2022 20:56:00)

(SPowerConnect ElNy (= aziseen splunk>
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SAP Background

Batch Jobs

Process Monitoring B

SAP Data Analysed

e IDoc & Change documents processing
e PI/PO message — payload, logs

e Bl Process Chains

e Batch Processes

e Number Range

Jobs - ABAP Dumps

Insights Provided

e Status of critical business processes
e Business process context via IDoc 34,273 41,245

content, e.g. sales data or PO without
PR

4

Out-of-the-box content driven by SAP transactions SM37, ST22, BGRFC_MON

(SPowerConnect ElNy (= aziseen splunk>
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SAP Batch Jobs Demo

https://voutu.be/KzOHHw3Qnx4

splunk>


https://youtu.be/KzOHHw3Qnx4
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SAP Business D

BPM IDOC To Business Object Relationship

Process Monitorin d b v R v

Insights Provided 570 0

e BPM IDOC To Business Object MG
Relationship
e Outbound Delivery Monitor
e Invoices, POs and Goods Movement
e IDOC Status, Segment Details, ey
Contents e et i st oot ot s

10C1

e Creation Time, Upload Time e

1001

e EDI Partner details e

W2-05-11 17:54:24 SIN7

Header Detalls for "5%057500822022"

moke  Involcing Party Company Doc st P c nt Dsys1 DiscountPercent Days2  Daysn ocument Heeder

Code & xt %

0000601018 1008 0220512 (] 436.00 R
ftem Detalls for “51057500822022*
Purchasing Decument ¢ Reforanca Document & Company Coce ¢ Matorial ¢

4586401427 1080 8-7600

Out-of-the-box content driven by SAP transaction WE02, BD87, BD87_DYN,
BPM_BOR_REL +++

(SPowerConnect ElNy (= aziseen splunk>
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SAP Interface

Monitor for Processed XML Messages (SXMB_

u u
Range SAP System Staty an Oparatio Sander Pacty
I I Last 24 hours - o8 o 3¢ > e d * ¥

Logical Pipeiine 10

¥ Monhor for Processed XML Messages

Monitor for Processed XML S i .
Messages (SXMB_MONI) i s—— =

Outbound  Category

e Provide the business context for i T G e i
individual message failures from :
the message payload allowing for e : R : E RS ST
correlation across SAP and ! : "
non-SAP applications

e Automated correlation between
SXMB_MONI messages and ' .
gRFCs, allowing for automatic R I eS—
identification of where messages ot
are failing in the SAP application
layer

PurchaseOrderERPRBGUEst_Out_ V1 J 9543 EN 2023-02- TEGRATION_SERVER_I INTERMAL

PurchaseOrderERPReqUEsE DUt V1 : - Sender INTEGRATION_SERVER.I

https://partnerdemo.powerconnect.jo:8000/en-US/app/ENW-app-powerconnect/monitor_for_processed_xmi_messages

Out-of-the-box content driven by SAP transaction SXMB_MONI, SMQ2 +++

(SPowerConnect ElNy (= aziseen splunk>
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SAP Interface e e

RFC Connection Status sw.w e

Monitoring

RFC Monitoring

e Visualize and alert RFC
connection failures over time

e Correlate gRFC errors with other
integration objects like
SXMB_MONI messages to other
system activities such as tRFC
failures and failed outbound iDocs

e Alert on qRFC errors for a specific GRFC Montor for th inbound quee -
destination. P

e Performance monitoring of RFC
client connections

e Measure qRFC depth over time
allowing for prioritization of qRFC

qRFC Monitor for the outbound queue

failures with the greatest impact e i s
e Contextualize qRFC details for

INDOUNG aNd OUDOUNT QU UES I e —

a single location Out-of-the-box content driven by SAP transaction SM95, SMQ1, SMQ2, ST03_RFCC,
ST03_RFCS, ST03_WEBC, ST03_WEB, SM51_CBLCK +++

(SPowerConnect El% = Aqieen splunk>
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SAP Porformance *

SAP PI/PO
Channel ot
Monitoring

Insights Provided

e Visualize the status of the
channels in an SAP system

e See the contents of each
channel to open up
opportunities for business
process analysis

Out-of-the-box content driven by SAP transaction
channel_status, agent_health, pi_queues

(SPowerConnect El% = Aqieen splunk>
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SAP PI/PO Message == unuuu——

PI/PO Messages

Monitoring

Number of messages : Success

Insights Provided

e Visualize the status of the messages in
an SAP system T T

e See the contents of each message to
open up opportunities for business
process analysis

e Alert on message failures T

e Use data from the message payload in
integration monitoring scenarios to
quantify business impact

e Understand if messages are in a holding
status for an extended period of time

e Correlate message data to iDocs or
SXMB_MONI integration components
for an SAP ABAP system

Out-of-the-box content driven by SAP transaction
channel_status, agent_health, pi_queues

(SPowerConnect ElNy (= aziseen splunk>
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SAP Finance - Outbound Invoices Demo
https://voutu.be/kOTR2if2Su0

splunk>


https://youtu.be/kOTR2jf2Su0
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SAP Network S

SAP Network

Monitoring

Insights Provided

e Packets In & Packets Out
e Errors-In per Second

e Errors-Out per Second

e Users by subnet

e System overview

Out-of-the-box content driven by SAP transactions ST06 and ST80

(SPowerConnect ElNy (= aziseen splunk>
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SAP HANA ‘
Database
Monitoring

SAP Data Analysed
e HANA SQL Queries Collection
(note 1969700)

e HANA health & consistency
checks

Number of Audits by Top 10 Object Names Number of Audits by Action Group Description

Insights Provided

e HANA Database status
e Real-time and historic | ]

performance data |
e HANA Database Audit Logs =
e HANA Expensive Statements *"

 —————————————————————————————————————————————————————————————————————————————————
Also includes full coverage for ASE, SQL, Oracle & DB/2

(SPowerConnect ElNy (= aziseen splunk>



© 2023 SPLUNK INC.

splunk. Apps v
PowerConnect>  SAP Socurtys  SAPPodormance=  SAP Business Processv  SAP Inteifacesv  Javaw  SAPCloudy  Dowbasev  SAPFon~  Melp

SAP Cloud - CPl Message Monitoring «

Observability ==

Insights Provided

e Monitor Integration Flows including
deployments

e Monitor message flow including
statuses, errors and step details
when a failure occurs

e Analyse types of events and status
of Warning, Error, Failed, Started
and Progress

e Monitor Integration Services,
Authentications and APIs

e Extend OOTB baseline with
customer-specific functional use
cases from externally available
APls

% B
(SPowerConnect ElNy (= aziseen splunk>
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SuccessFactors

Process Monitoring

Process B
Monitoring
Solution Differentiators N

e Historical data retention in
SuccessFactors is limited (e.g.
OData API Audit Log is retained for
four hours)

e No alerting capability natively
within SuccessFactors

e Flexibility in analytics is limited in
SuccessFactors (mostly tabular
data and fixed reports)

Process Execution Count by Process Type Process Execution Count by Modsle

\

Total Bvent Exncution Count by Event Status Type

© 2023 SPLUNK INC.

PowerConnect w @Avanableon
p_rariocr S

For Splunk SAP Store

SAP SuccessFactors
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SuccessFactors
Process
Monitoring

Solution Differentiators

e Historical data retention in
SuccessFactors is limited (e.g.
OData API Audit Log is retained for
four hours)

e No alerting capability natively
within SuccessFactors

e Flexibility in analytics is limited in
SuccessFactors (mostly tabular
data and fixed reports)

SAP SuccessFactors

(SPowerConnect El% = Aqieen splunk>



SuccessFactors
Payroll Analytics

Insights Provided

e Identify anomalies and potential
fraud scenarios associated with
payroll runs

e Summarize spend by company
code, department, and other
metadata characteristics

e Alert on changes made to the
payroll configuration

© 2023 SPLUNK INC.

@ 2RGeekaslseny @ Suppon & Services v
@ SAP PowerConnect for Splunk

Payroll Monitoring Edt  Eponv
SuccessFactons

Range 2
11:00 PM - 1130 PM, Dec 6. .. » ™

Payroll Runs.

Payroll Records Processed over Time By Payroll Run

Duration 500
%
5
JE | I I
6
Q@
A . A= An

2 3 4 5 6 7 8 9 % Nexts

Payroll Resuits by Payroll Run Type Payroll Results by Payroll System Payroll Results by Client Payroll Results by Compary

PowerConnect 2 Available on
@For Splunk w— ; @

Partner SAP Store ’

SAP SuccessFactors
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SuccessFactors
Onboarding

Insights Provided

e Provide end-to-end visibility to the
onboarding and offboarding
processes

e Improve process efficiency through
proactive notification of overdue
onboarding tasks

e Ensure employees are fully
offboarded to prevent potential
security risks

e Track processing times to provide
measurable SLAs to the business

PowerConnect

e O

splunk.

Onboarding Process Monitoring

Onboardings over Time

Onboardings by Process Status

ess Details {Jan 012023 00:00:00 - Apr 01 2023 00:00:00)

© 2023 SPLUNK INC.

SAP SuccessFactors
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SuccessFactors
Security

Insights Provided

e Retain full-fidelity insight to security
events made by users or API calls
e Utilize geolocation data to isolate -

potential threat actors = . o
e Analyze API data volume to identify
potential data theft scenarios
e Correlate SuccessFactors security
logs with other solutions like SAP o e

CPI B
I R

Requests by Status

e Discovery anomalous user
behavior based on historical data

patterns
SAP SuccessFactors
(SYPoyerConnect g | splunk>
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SuccessFactors
Security

Insights Provided
e Retain full-fidelity insight to security II I II IIIIIII IIII'I IIIIIIII
events made by users or API calls - ‘ _ - il ‘ ‘

e Utilize geolocation data to isolate
potential threat actors

e Analyze API data volume to identify
potential data theft scenarios

e Correlate SuccessFactors security
logs with other solutions like SAP
CPI

e Discovery anomalous user
behavior based on historical data
patterns

EHOORELIBI UM HROH EONNELOI NN FHE RN NI O (SN LE20 L EI IO LR MO0

y

—————————————————————————————————————————————————
SAP SuccessFactors
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Ariba
Observability

Insights Provided

e Monitor, alert and action all user
activity within Ariba including
logins, data access and data
modifications

e Analyse types of events and status
of Warning, Error, Failed, Started
and Progress

e Monitor Integration Services,
Authentications and APIs

e Extend OOTB baseline with
customer-specific functional use
cases from externally available
Ariba APls

Security Monitoring

Arbas

Arioa Logias by Locasion

Count by Audit Type

2023-06-14 04:36:08

223-06-14 03:36:08

923-06-

Ariba Login Attempts
_time #

2003-06-14 08:36:04

35:08

2003-6~14 €4:35:08

2023-96-14 €8:34:08

Count by Action

AppleMebKit/857. 38 (T,

© 2023 SPLUNK INC.

JPowerConnect Ea w2 Avilableon
...

For Splunk SAP Store

SAP Ariba
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Automate 100% of Basis Administrators
SAP Daily Health Checks

Before

SPOL: Spool Request Selection e P oy ol SM13: Update Records

: High-level
I is72 visualizations,
customizable with
direct access to IT
Ops, security,
compliance.

Representation of
SAP components
organized in a
hierarchical way.

SM21: Sys

: Access to
- - ~___ important
s . | Scvicesand
https://blogs.sap.com/2020/10/19/basis-daily-monitoring-t-codes/ e e e i e KPI’s.
(SPowerConnect ElNy (= apiseer splunk>
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SAP Data Collected Out-of-the-Box

A sampling of some of the 338 SAP extractors for reducing MTTR

mALOS mAL11 BD87 DYN
m CCMS mCDCLS m CDPOS
mDB02 SYS m DEVACCESS mLOGS
mNRIV mROLE _AUTH m RSUSR003
m RSUSR200 mRZ10 SCC4
mSCOT m SEO06 SLG1

m SLICENSE m SM04 mSM12
mSM13 m SM19 m SM20
mSM21 LOG SM37 SM51

m SM58 m SM59 SMGW

m SMICM m SMMS m SMQ1

m SMQ2 m SMQR m SNOTE

m SOST m SP01 SQVI
mSTO01 AUTH mSTO01_STATE ST02 BFFR
mST02 CALL mST02 MEM mST03 RFCC
mST03 RFCS mSTO03 TIME mSTO06
mST10 S122 STAD
mSTAD3 u STMS STRUST

m SUO1 mSUIM SWPC

https://help.powerconnect.io/powerconnectdocumentation/list-of-event-types

splunk>
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SAP AlOps
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A Path to Predicting SAP Incidents

Executive

Dashboards
< pixel-perfect and

operationally accurate
> > ‘7‘ >

Predict
_ _ Incidents

SAP-Native Unlfy SAP Reduce SAP Separate actionable insights and
Splunk Telemetry Event Noise Symptoms from auto-remediation of
Solution Ability to impiement  Out of the box Root Cause PSS LA SDTE

- proactive approach to  alerting and Identify root cause predictive Detection
SAP-Certified, Internal monitoring SAP, root correlation for SAP across entire stack by
visibility into SAP cause after SAP event management correlating SAP and
solutions with cleanses data, audit and noise reduction non-SAP data with
PowerConnect and security with with SI4SAP ITSI’s ML-tuned

PowerConnect Content Pack and thresholding and
ITSI detection

splunk>
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1,0k 23k

SAP Business
- u $3,343.82 5
Service Insights

Top-level Business and Service
KPI Insights through AI&ML

e Eliminate outages and partner B
with the business to understand 1008, _ Ton
how IT impacts business £ & 3

e Get 360 degree views of service &5 %W
KPIs across distributed silos '

e Predict and prevent outages to = -
get ahead of degradations = :

e Drill down deep into entities to : o &
perform root cause analysis P

e Predict the future trends for
capacity planning and analyse
the past

(SPowerConnect ElNy (= aziseen splunk>
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SAP Business
Service Insights

Top-level Business and Service Application KPIs
KPI Insights through AI&ML

e Eliminate outages and partner
with the business to understand
how IT impacts business

e Get 360 degree views of service
KPIs across distributed silos

e Predict and prevent outages to
get ahead of degradations

e Drill down deep into entities to
perform root cause analysis

e Predict the future trends for
capacity planning and analyse
the past

sBusiness KPIs Customer E)ijberience KPIS
$76 76M 38M  43%  34% 19N 3-3 .3

Shared Infrastructure KPIs

<JPowerConnect % |2 Available on S plunk>

CB For Splunk SAP Store
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SAP Business 80 Bom
Service Insights

ERP 8 ommunications Manager 8 K ea -
Map SAP landscape to OOTB 3 46 - e T

D h r SRM 18 i Resone _pur .
as boa d s Portal i - - . Enqueve server

— R ocks 8 Log Space
sAPGUI L Browser | = ' | L = -
—— — ] = [l 6

x r -

Internet Communication Manager (ICM)

Application Server Database

(ABAP) Dlspatchsr Start Start 0 agposs -Ba:ch Jobs -REAPJm\u: - DOC voume ‘ Aged Locks . RFC Faiures

Service Service
wep |[wp |[we [o8 EEEM | Java [ Java || B =
5 — | sP || sP .

VM M I M Message T
Server VM o
J [ AS Server : ’

AS
ABAP | . il |Java
| Services —

SAP Databaée Schema -

SAP Database séhema ?

S PowerConnect = huallatia on splunk >

For Splunk SAP Store
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SAP for SAP Resilience Demo

https://voutu.be/RCBEdXGuOWS8
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SAP Artificial
Intelligence for IT
Operations (AlOps)

Understand SAP Service Health

e Predict and prevent SAP issues up to
40 minutes in the future

e Out-of-the-box content pack for SAP
with Al/ML 546 adaptive threshold and
predictive analytics KPls

e Auto-discover and map SAP all service
dependencies for SIDs across
infrastructure tiers, web, application
services, database, network tiers etc

e Map business services, such as an
online store, with multiple tiers

e Drill down to investigate and with
bidirectional ITSM integration

PowerConnect " 2 Available on |
@ForSplunk % ; SAP Store |

The Splunk
T_Shirt Co.

Order to Cash Service

Total Value of Open Orders  11.33m

Quotation Total Time

)
Contract

Order Submission _I
Order Processing Invoice

Shipping
|

Accounts Receivable

SAP Databases
SAP App Servers o —
Load Balancer S saee ;»';7;'
B °eee 15{'.»."{1 1
= | | P ~
e . — m ~ Vv ?.’

Warehouse
" Edge Firewall

T-RFC queve (SM58)

— 16 54
ppllCéllOn b A
96

el

Infrastructure ~ PY™ Memory (%) Disc Response Time Network In Network Out

46 75 10 64 68

e T AANN DN I A - — % —\

© 2023 SPLUNK INC.

SAP Predicted
Health Score

585

New Order 291 =

Acquisition

o A TINNA SN S
in last hour e
Goods Issue

= 16%
in last hour

A PN 1
AS\AY \4 \J

Invoice 237 -

Creation
i RV AWY
in last hour IV

Sales Orders
in last hour 81 Ay

WA AN
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SAP Service Analyzer #

u u u
spluni i Apps v Administrator v Mossages~  Settingsw  Acwwityv  Halpv Find ®
o
Infrastruchure Overview  Episode feview  Glas Tables  DecpDives  Dashbowdsw  Configumon=  Search g 1 service inteigence
e
Fils o & H1

Intelligence for IT
Operations (AlOps)

SAP Service Analyser

e Monitor what matters most to the
organization using performance
dashboards that track KPIs and service
availability.

e The Service Analyzer in IT Service
Intelligence (ITSI) shows a unified view
of all the services and KPlIs in your IT
environment.

e Auto-discover and map SAP all service
dependencies for SIDs across all
dependent tiers

(SPowerConnect El% = Aqieen splunk>
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SA P A I O p s I O I splunk>enterprise App: IT Service Intelligence ¥ ¢ rator v jessages v ettings v ctivity v Help v Find

Service Analyzerv Episode Review Glass Tables ashboards v ur ear IT Service Intelligence

Root Cause
Determination

Deep Dive in Incident Timeline

e AlOps for detecting breaches of
adaptive thresholds

e AlOps for detecting ‘not-normal’
performance

e Compare swim-lanes of business and
technical KPIs

e Rapid root cause analysis

e Both metrics and events

(SIPowerConnect =Erry splunk>



© 2023 SPLUNK INC.

SAP AlOps for
Incident

=
{&) 17 service inelligence
=

> Episode Review #

i
29minutes ‘

AlOps Event Analytics and
Management

e Reduce event/alarm noise and cluster
events into episodes for better
management

e Meet SLAs with additional service St St st S
context and be more productive with a :
prioritized approach

e Clean feed into ServiceNow / other
ITSM enriched with all SAP telematics =

e Launch automated actions e - -

22/4/2020 16:45:29
State change on mysql-02 for disk

Intelligent Incident Management

e Accelerate MTTR using real-time event
correlation, automated incident |
prioritization and integrations with |
service management (ITSM) tools

(SyPowerConnect SAPA @ Available on

For Splunk SAP Store

splunk>
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S A P A I 0 p s fo r splunk € App: IT Service Intelligence v Andrew Bearsley v 62) Messages v Settings ¥ Activity v Help v Find

Service Analyzer v Episode Review Glass Tables Deep Dives Multi-KPI Alerts Dashboards v Search v Configure v Product Tour @ IT Service Intelligence

u [
Predictive Analytics
ITSI Predictive Analytics uses machine learning to predict the health score value of a selected service. The models

© Learn more 2

Predictive Analytics rie® 1eee©

e AlOps for predicting the health score of
SAP services 30 minutes in the future
e Advanced warning for predictive service (N ]
e 546 Out-Of-The-Box Adaptive and i vy il e N | o
configurable SAP KPIs peremaee

Dynamic Thresholding

e Show health of critical services ——

e AlOps for detecting normal / not-normal e I e
behavior

e Proactive alerts when services behave
abnormally Overol xulpment flectivness  High: 096

use historical KPl and service health score data to approximate what a service's health might look like in 30 minutes.

Preview Aggregate Thresholds Predicted Top 5 Contributing KPIs (@

KPI

High: 0.95

(SPowerConnect El% = Aqieen splunk>



© 2023 SPLUNK INC.

SAP Cloud Migrations &
Upgrades

3
R T 5 =

<& //“ B
afro = I'ﬁ
. 3
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SAP Cloud Migrations and Upgrades

Baseline every SAP KPI and metric - Fast Time to Value - Days to implement

SAPCUL!
RISE

WITH
SAP

Before Migration

87] | | 28 >
Visibility to Establish ~ Map all SAP
SAP and all business  services from
dependent process end to end
components benchmarks,

KPIs, and
metrics

) Google Cloud 8 Microsoft Azure {5 18M Cloud

During Mi '
uring Migration G

Enterprise Cloud
®@E

Compare Ensure Continually Ensure uptime  Monitor After MigratiOn

historical migration of monitor SAP  of business  performance

on-premto dependent system health critical improvements

destination services services and provide

environments data analytics @
. ’

w

Compare Enhanced Provide
before and security ~ continual 360
after posture and degree view
migration reduce to SAP
KPls vulnerabilities business
services

splunk>
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SAP Cloud Migrations

and Upgrades Demo
https://youtu.be/scYKcgijljw

splunk>
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Service Analyzer v Infrastructure Overview Episode Review a Deep Dives Dashboards » Configurati

SAP Cloud Migration Swimlane # Last4hoursv | | Saveas Save | O
E| Bulk A v KP| Aggregation Metric: Average v + Add Lane v Compareto.. v (6 ¢
08 PM 08:30 09 PM 09:30 10 PM 10:30 1PM 130 -

8

c

L)

Before Migration

SAP-BC-5Q-SM20:Success.

SAP-BC-SM37:BatchJobsCo..

TOSSW 8Q'dVav-vLW

SAP-BC-ST22:DumpsCount

SAP-CS-EQ-SM12:LockEntri..

SAP-IG-SM13:FalledUpdates

SAP-IG-SM59:FalledDesInat.. \/

SAP-IG-SM58:TotalCount

SAP-IG-SMQL.OutQueuerall..

SAP-IG-SMQ2:inQueueFallu.

SAP-SI-SM51-BTC:Response. ._‘-—\/\/W

SAP-SI-SMGW:Connections...

SAP-SI-SMICM:Connection...

SAP-DB-MSS-IOPF-DATAIIO. H/

SAP-DB-MSS-DDLK:Deadio..

SAP-DB-MSS-OVVW-LOGF.. \/

SAP-DB-MSS-PERF:UserCo..

SAP-DB-MSS-PERF:PagelO.

SAP-DB-MSS-PERF:BufferC.

e
i

SAP-SI-0S-ST06-CPU:AVGU..

CADCILNS. STNAR Nick ¥R ISar /—




splunk Apps ¥ \dministrator Settings Help v Find

Service Analyzer v Infrastructure Overview Episode Reviey Deep Dives Dashboards ¥ Configuration v Sea IT Service Intelligence

Turn on tw ne compans o
. . . compare search results from different
’, S 3
SAP Cloud Migration Swimlane Last4 b i c
[_| e A 5 KPI Aggregation Metric: Average v + Add Lane v CDn@are to.. v (o) ¢
No Comparis:
08 PM 08:30 09 PM 09:30 10 PM 10:30 11PM 1130 s e =
—_——— g
SAP K Before Migration i
efore Migratio

3
SAP-BC-SQ-SM20:Success. i
o P
- — >
20
SAP-BC-SM37:BatchJobsCo.. )

1
=
&
SAP-BC-ST22:DumpsCount Q2

SAP-CS-EQ-SM12:LockEntri..

SAP-IG-SM13:FalledUpdates

SAP-IG-SM59:FalledDesInat.. \/f

SAP-IG-SM58:TotalCount

SAP-IG-SMQT.OutQueuerall..

SAP-IG-SMQ2:InQueueFailu, \/
SAP-SI-SM51-BTC:Response. ~\/\/W

SAP-SI-SMGW:Connections..

SAP-SI-SMICM:Connection...

SAP-DB-MSS-IOPF-DATAIIO. H/

SAP-DB-MSS-DDLK:Deadio..

SAP-DB-MSS-OVVW-LOGF.. \/

SAP-DB-MSS-PERF:UserCo..

SAP-DB-MSS-PERF:PagelO.

SAP-DB-MSS-PERF:BufferC..

e
i

SAP-SI-0S-ST06-CPUAVgU..
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splunk Apps ¥ \dministrator Settings Help v Find

Service Analyzer v Infrastructure Overview Episode Review G Deep Dives ) 3 Configuration ¥ Search 6@ IT Service Intelligence
SAP Cloud Migration Swimlane # Last4hoursv | | Saveas Save | O
Lj ik . KPI Aggregation Metric: Average v + Add Lane v Compare to Yesterday ~ (6 ¢
08 PM 08:30 09 PM 09:30 10 PM 10:30 11PM 130 -

E g

c

)

Before Migration

et A L RAE

After Migration

TOSSW 8Q'dY8V-vLN

SAP-BC-SQ-SM20:Success.

SAP-BC-SM37:BatchJobsCo..

SAP-BC-ST22:DumpsCount

SAP-CS-EQ-SM12:LockEntri.

SAP-IG-SM13:FalledUpdates

SAP-IG-SM59:FalledDesinat... e \/—

SAP-1G-SM58:TotalCount

SAP-IG-SMQT:OutQueuerall..

SAP-1G-SMQ2:inQueueFallu.




splunk Apps v

Help v nd

Single-View Full-Stack SAP Migration Deep Dive e

Last 24 hours ~ Save as..

A~ IT Service Intelligence

SAP Cloud Migration Swimlane #
O Buka S KPI Aggregation Metric: Average v + Add Lane v Compareto.. v | &

06 AM

ServiceHealthScore

SAP-BC-5Q-SM20:Success.

SAP-BC-SM37:BatchJobsCo...

Application KPIs

SAP-CS-EQ-SM12:LockEntri...

SAP-BC-ST22:DumpsCount

SAP-IG-SM13:FalledUpdates

SAP-IG-SM58:TotalCount
M74AB o

SAP-IG-SM59:FalledDesinat...
AB mp

SAP-IG-SMQ2:InQueueFailu.

?Alv?rylt(sjSMO‘I?f)ulQueuele = I nte g rati o n K P I S

SAP-5I-SM51-BTC:Response...

A o

SAP-SI-SMGW:Connection:

SAP-SI-SMICM:Connection...

SAP-DB-MSS-IOPF-DATA:IO.

SAP-DB-MSS-DDLK:Deadlo.

SAP-DB-MSS-OVWW-LOG:F

Database KPIs

SAP-DB-MSS-PERF:UserCo...

SAP-|

A

B-MSS-PERF:PagelO...

SAP-DB-MSS-PERF:BufferC...

SAP-§]-0S-5T06-CPU:Avg

SAP-SI-OS-ST06-Disk:KB/Sec

SAP-S|-OS-STO6-RAM: Utiliz.

o System KPlIs

SAP-SI-OS-STO6-LAN:InErro.

SAP-SI-0S-ST06:Disk-Oper...
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Viewport: 14 1n
09 PM




© 2023 SPLUNK INC.

Thank You
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