
info@soterion.com   |   soterion.com

Maximising the Value of your GRC 
Investment - The Importance of 
Defining a GRC Roadmap
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Struggling to extract value from your GRC investment 
(Under-utilisation)?

Change ControlOwnershipImplementation
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Implementation

Project Time Lines

Vendor / 
Implementation 

Partner

IT Business
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“Do you want a 
ride home?”

“What do you 
think of Sly 
Stallone?”

Implementation

Project Time Lines

Vendor / 
Implementation 

Partner
BusinessIT
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Business

Implementation

Project Time Lines

Vendor / 
Implementation 

Partner

► Secure SAP solution

► Improve Efficiencies

► Comply with regulations

► Standardisation

► Business Ownership

IT
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Business
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Implementation 

Partner

Project Time Lines

IT



7

Vendor / 
Implementation 

Partner

Business IT

Implementation

Project Time Lines



8

IT

► Should not own access risks

► Cannot ask business to perform tasks

Business

► GRC solutions are technical. Business 

users struggle to make decisions relating 

to functionality

Ownership
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IT
► Responsible for the delivery of the solution

Business

► Responsible for the on-going use of the solution

► Responsible for decisions (Access approvals, rule set etc)

Ownership - Split?
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IT

Business

Ownership - Intermediatory Department

IT 
Finance

► Responsible for the delivery of the solution

► Responsible for the on-going use of the solution

► Responsible for decisions (Access approvals, rule set etc)
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Change Control

Business As 
Usual

Frequent (SAP 
Access Change 

Requests)

Infrequent
(UAR)
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Struggling to extract value from your GRC investment 
(Under-utilisation)?

Change ControlOwnershipImplementation
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What is the Purpose of a GRC Roadmap?
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Typical Challenges with SAP Security and GRC

Rule Set 
Customisation

In-appropriate 
Access

Mitigating 
Control Definition

Compliance Tasks
Business Role 

Definition
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Understanding your Organisation’s GRC Business Objectives

Secure 
SAP Solution

Improve 
Efficiencies

Standardisation
Comply with 
Regulations

Enhance Business 
Accountability / 

Ownership
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Typical Challenges with SAP Security and GRC

Secure 
SAP Solution

Improve 
Efficiencies

Standardisation
Comply with 
Regulations

Enhance Business 
Accountability / 

Ownership

Rule Set 
Customisation

In-appropriate 
Access

Mitigating 
Control Definition

Access Risk 
Management 

Processes

Business Role 
Definition
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Holistic view to GRC → using the effective GRC Pyramid
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Holistic view to GRC → using the effective GRC Pyramid

Foundation
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Structure

Holistic view to GRC → using the effective GRC Pyramid
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Structure

Holistic view to GRC → using the effective GRC Pyramid
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Structure

Holistic view to GRC → using the effective GRC Pyramid
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Roof
► SAP Access Change requests
► User Access reviews
► Business Role Reviews
► Mitigating Control Reviews
► Rule set reviews
► Elevated Rights Reviews

BUSINESS 
ACCOUNTABILITY

Holistic view to GRC → using the effective GRC Pyramid



23

Holistic view to GRC → using the effective GRC Pyramid

GRC Roadmap
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GRC Roadmap
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GRC Roadmap

Secure 
SAP Solution

Improve 
Efficiencies

Standardisation
Comply with 
Regulations

Enhance Business 
Accountability / 

Ownership
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Secure 
SAP Solution

Improve 
Efficiencies

Standardisation
Comply with 
Regulations

Enhance Business 
Accountability / 

Ownership

a. Policies and Procedures

b. Removing un-used / over-allocated access

c. Role redesign

d. Emergency Access Management process

e. Access Risk Rule Set

f. Mitigating Controls

g. User Access Reviews

GRC Roadmap
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GRC Roadmap Secure 
SAP Solution

Improve 
Efficiencies

Standardisation
Comply with 
Regulations

Enhance Business 
Accountability / 

Ownership

a. Policies and Procedures

b. Removing un-used / over-allocated access

c. Role redesign

d. Emergency Access Management process

e. Access Risk Rule Set

f. Mitigating Controls

g. User Access Reviews

► How many days of inactivity constitutes a dormant SAP user?

► How are terminated users handled in SAP?

► If SAP access requests result in risk, what are the conditions for this 

access to be approved / assigned?

► How many user access reviews need to be conducted on an annual basis?

► Will reviews be split (User – Role review vs Business Role content review)? 

► Who will approve SAP access (line managers, risk owners, role owners)?
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a. Policies and Procedures

b. Removing un-used / over-allocated access

c. Role redesign

d. Emergency Access Management process

e. Access Risk Rule Set

f. Mitigating Controls

g. User Access Reviews

GRC Roadmap Secure 
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GRC Roadmap Secure 
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Improve 
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Less than 50% of 
companies have not 
customised the rule set

GRC Roadmap Secure 
SAP Solution

Improve 
Efficiencies

Standardisation
Comply with 
Regulations

Enhance Business 
Accountability / 

Ownership

a. Policies and Procedures

b. Removing un-used / over-allocated access

c. Role redesign

d. Emergency Access Management process

e. Access Risk Rule Set

f. Mitigating Controls

g. User Access Reviews

► Do organisations believe the out-the-box rule set is adequate?

► Do organisation’s not place enough value on GRC activities to justify 

a rule set project?

► Do organisation’s not know how to perform such an activity?
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i. Processes – P&P
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Secure 
SAP Solution

Improve 
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Standardisation
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Regulations

Enhance Business 
Accountability / 

Ownership

GRC Roadmap

a. Business Roles

b. SAP single role enhancements

c. Compliance Tasks
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GRC Roadmap Secure 
SAP Solution

Improve 
Efficiencies

Standardisation
Comply with 
Regulations

Enhance Business 
Accountability / 

Ownership

a. Business Roles
Name SAP User ID Job Title

John Smith JSMITH Accounts Payable Clerk

Sarah Hallow SHALLOW Accounts Payable Clerk

Pete Drummond PDRUMMOND Accounts Payable Clerk

Tee Fox TFOX Accounts Payable Clerk

Kirtsy Stevens KSTEVENS Accounts Payable Clerk

Alan Duj ADUJ Accounts Payable Clerk

Kerry Long KLONG Accounts Payable Clerk

Tashni Song TSONG Accounts Payable Clerk
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GRC Roadmap Secure 
SAP Solution

Improve 
Efficiencies

Standardisation
Comply with 
Regulations

Enhance Business 
Accountability / 

Ownership

a. Business Roles
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GRC Roadmap Secure 
SAP Solution

Improve 
Efficiencies

Standardisation
Comply with 
Regulations

Enhance Business 
Accountability / 

Ownership

a. Data Privacy Rule sets
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Takeaways Secure 
SAP Solution

Improve 
Efficiencies

Standardisation
Comply with 
Regulations

Enhance Business 
Accountability / 

Ownership

► View your GRC holistically

► Clearly define Policies and Procedures

► Define a GRC Roadmap

GRC Roadmap
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Change ControlOwnershipImplementation

Takeaways

Policies & 
Procedures

Roadmap
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