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Struggling to extract value from your GRC investment
(Under-utilisation)?

Implementation Ownership Change Control
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Implementation
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Business

Project Time Lines
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@ Implementation

“Do you want a

Vendor / ride home?”

Implementation
Partner

“What do you
think of Sly
Stallone?”

Business
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@ Implementation

Vendor /
Implementation
Partner

Business

Secure SAP solution
Improve Efficiencies
Comply with regulations
Standardisation
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Business Ownership

Project Time Lines
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zﬁu Ownership

Business

» GRC solutions are technical. Business » Should not own access risks
users struggle to make decisions relating » Cannot ask business to perform tasks
to functionality
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1. Ownership - Split?

» Responsible for the on-going use of the solution
Business » Responsible for decisions (Access approvals, rule set etc)

» Responsible for the delivery of the solution
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zﬁu Ownership - Intermediatory Department

» Responsible for the on-going use of the solution
Business » Responsible for decisions (Access approvals, rule set etc)

ok
T

Finance

» Responsible for the delivery of the solution
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%i@: Change Control

Frequent (SAP
Access Change
Requests)

¥ soterion

Business As
Usual

Infrequent
(UAR)
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Struggling to extract value from your GRC investment
(Under-utilisation)?

Implementation Ownership Change Control

T soterion
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What is the Purpose of a GRC Roadmap?

SAP Security and Soterion
GRC Roadmap Report
(Company)
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% Typical Challenges with SAP Security and GRC

In-appropriate Rule Set Mitigating Compliance Tasks Business Role
Access Customisation Control Definition P Definition

T soterion
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@ Understanding your Organisation’s GRC Business Objectives

&

Enhance Business
Secure Improve

SAP Solution Accountabll_lty/
Ownership

. Comply with
Efficiencies StandaiEi Regulations
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% Typical Challenges with SAP Security and GRC

D]
In-appropriate Rule Set
Access Customisation

Enhance Business
Accountability /
Ownership

Secure
SAP Solution
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Mitigating
Control Definition

EN

Improve
Efficiencies

;

Access Risk
Management
Processes

Standardisation

5

Business Role
Definition

Comply with
Regulations
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ﬁ Holistic view to GRC — using the effective GRC Pyramid

¥ soterion
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Holistic view to GRC — using the effective GRC Pyramid

Foundation
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Holistic view to GRC — using the effective GRC Pyramid

> Structure

¥ soterion

19



Holistic view to GRC — using the effective GRC Pyramid

> Structure
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Holistic view to GRC — using the effective GRC Pyramid

> Structure
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Holistic view to GRC — using the effective GRC Pyramid

SAP Access Change requests

User Access reviews

Business Role Reviews BUSINESS
Mitigating Control Reviews ACCOUNTABILITY
Rule set reviews

Elevated Rights Reviews

Roof

vV vV v vV VY
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ﬁ Holistic view to GRC — using the effective GRC Pyramid

Poljgjeg

Proced\“es

GRC Roadmap

¥ soterion
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Y GRC Roadmap

@ soterion

SAP Security and Soterion
GRC Roadmap Report
(Company)
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@ soterion

SAFSecurity and Soterion
GRC Roadmap Report
(Company)

28th April 2023
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GRC Roadmap

Table of contents

B. SAP security and GRC business objective

o (2] © (4] (5]

privacv regulations)
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Secure Efficiencies and Comply with regulations Job Role Enhance business
SAP solution optimisation (in particular, the data Standardisation accountability of risk
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Y GRC Roadmap
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SAP Security and Soterion
GRC Roadmap Report
(Company)
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GRC Roadmap
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SAP Security and Soterion
GRC Roadmap Report
(Company)
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Y GRC Roadmap
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SAP Security and Soterion
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GRC Roadmap

SAFSecurity and §
GRC Roadmap Rej
(Company)
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Y GRC Roadmap
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SAP Security and Soterion
GRC Roadmap Report
(Company)
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Y GRC Roadmap

@ soterion

SAP Security and Soterion
GRC Roadmap Report
(Company)
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GRC Roadmap
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SAP Secu rity and Soterion E g ——
GRC Roadmap Report
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4. Job Role Standardisation:
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Y GRC Roadmap

@ soterion

SAP Security and Soterion
GRC Roadmap Report
(Company)
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0@2 GRC Roadmap

Enhance Business
Accountability /
Ownership

Secure
SAP Solution

¥ soterion

Improve
Efficiencies

Standardisation

o

Comply with
Regulations
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Og GRC Roadmap

SAP Solution

a. Policies and Procedures

b. Removing un-used / over-allocated access
c. Role redesign

d. Emergency Access Management process
e. Access Risk Rule Set

f.  Mitigating Controls

g. User Access Reviews
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OE GRC Roadmap

a. Policies and Procedures

b. Removing un-used / over-allocated access
c. Role redesign

d. Emergency Access Management process
e. Access Risk Rule Set

f.  Mitigating Controls

g. User Access Reviews

¥ soterion

G2

Secure
SAP Solution

How many days of inactivity constitutes a dormant SAP user?
How are terminated users handled in SAP?

If SAP access requests result in risk, what are the conditions for this

access to be approved / assigned?

How many user access reviews need to be conducted on an annual basis?

Will reviews be split (User — Role review vs Business Role content review)?

Who will approve SAP access (line managers, risk owners, role owners)?
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0@2 GRC Roadmap

SAP Solution

a. Policies and Procedures Use Case 1 -> New SAP User

T
" RIA "
ﬁo Business Role Owner <> Line Manager

@—'I] Composite Role Owner [% SAP Single Role Owner

b. Removing un-used / over-allocated access

é Risk Owner - Simulation in Soterion

% Requestr

(i) Arequestor requestsanew i e » Access Risk violation

SAP User to be created and . . .
© Only necessary if Business Role has not been signed off

1 I t Busi Role: {
C . RO | e re d eS | g ﬂ e et previously from a risk perspective

» Directly with Helpdesk?

» Vialine Manager? @ Line Manager or equivalent ‘Reports to’
» Form? i

--» No Access Risk violation

s Manually performed

d. Emergency Access Management process
@ Helpdesk

ingle Role
g e Maragr © arertoerore R/ scouner O G
. (i) Helpdesk directs this call to Approver g = Approver . o 3
e i Access RISk Ru Ie Set the SAP Security team Risk Level = Critical (Reject)

Business Role : z . .
create the SAP User: Owner Approval i+ Risk Level = High (Approve with MC)
i« Risk Level = Med/Low (Approve
without MC)

» Directly in SAP
» InSoteron
» 1AM solution

& AC / GRC E

Define the number of approval
steps required (Line Manager,
Risk Owner, Role Owner

Single Role

Owner Approval
B <" Line Manager

Business Role

f.  Mitigating Controls

g. User Access Reviews
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) GRC Roadmap

a. Policies and Procedures

b. Removing un-used / over-allocated access
c. Role redesign

d. Emergency Access Management process
e. Access Risk Rule Set

f.  Mitigating Controls

g. User Access Reviews

T soterion
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Secure
SAP Solution

@ soterion

SAP Security and
Access Control Policy
and Procedures

October 2022
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Y GRC Roadmap

a. Policies and Procedures

b. Removing un-used / over-allocated access

c. Role redesign

d. Emergency Access Management process
e. Access Risk Rule Set

f.  Mitigating Controls

g. User Access Reviews

T soterion
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Secure
SAP Solution

User SOD Risk Trends

} 386,122 386,125
@

343,798
L 269,577
°

214,545
L)

49,681

4,804
®u02 1379
L

31Jul 18 28 Aug 18

User Potential Risks ~ User Actual Risks

13 Jun 20

7 Apr 22
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) GRC Roadmap

O SAP Solution

a. Policies and Procedures

b. Removing un-used / over-allocated access

User SOD Risk Trends

c. Role redesign

} 386,122 386,125
@

343,798

® 269,577
d. Emergency Access Management process :

0,000 49,681
e. Access Risk Rule Set R ; S i

31Jul 18 28 Aug 18 09 Oct 18 5 Apr 20 11 Jun 20 13 Jun 20

f. M Itlga tl n g CO nt ro | S User Potential Risks ~ User Actual Risks

g. User Access Reviews
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Og GRC Roadmap

a. Policies and Procedures

b. Removing un-used / over-allocated access

c. Role redesign

d. Emergency Access Management process
e. Access Risk Rule Set

f.  Mitigating Controls

g. User Access Reviews

¥ soterion
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Secure
SAP Solution
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GRC Roadmap

a. Policies and Procedures

b. Removing un-used / over-allocated access
c. Role redesign

d. Emergency Access Management process
e. Access Risk Rule Set

f.  Mitigating Controls

g. User Access Reviews

¥ soterion
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Secure
SAP Solution

Less than 50% of
companies have not

customised the rule set

Do organisations believe the out-the-box rule set is adequate?

Do organisation’s not place enough value on GRC activities to justify

arule set project?

Do organisation’s not know how to perform such an activity?
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GRC Roadmap

SAP Solution

a. Policies and Procedures S
b. Removing un-used / over-allocated access
c. Role redesign

d. Emergency Access Management process
e. Access Risk Rule Set -

f.  Mitigating Controls

g. User Access Reviews

44
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YY) GRC Roadmap

a. Policies and Procedures

b. Removing un-used / over-allocated access
c. Role redesign

d. Emergency Access Management process
e. Access Risk Rule Set

f. Mitigating Controls

g. User Access Reviews

T soterion
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Secure
SAP Solution

Stay In Control Mitigation Inbox Configuration v Reports v

Properties Risk Rules Control Monitors Transactions Attachments
Control Detail
Mitigation Control ID
Control Name

Description

Control Expiry

Risk Control Owner
Effectiveness

Type

Nature

Back to Mitigation Controls Delete Mitigation Control

Classifications

Business Process

Business Sub Process

Category

Sub Category

Assessment Detail

Generate Control Assessment Workflow ©

Frequency

Last Assessment Date 02.06.2022
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GRC Roadmap

SAP Solution

a. Policies and Procedures Q)| oo roviow

Inbox being Reviewed: AWALKER (Anthony Walker)

Review Inbox

b. Removing un-used / over-allocated access
c. Role redesign

d. Emergency Access Management process
e. Access Risk Rule Set

f.  Mitigating Controls

2F_AP_CENTRAL_VENDOR_MD_MNT (AP - Central

g. User Access Reviews

RGRAHAM (Richard Graham) ZF_AP_CENTRAL_VENDOR_MD_MNT (AP - Central Vendor
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=0
c@c O G RC Roa d m a p Secure Enhancet Improve Comply with

SAP Solution Accountab||.|ty / Efficiencies StandarCEu Regulations
Ownership

a. Business Education
I. Processes — P&P
ii. Risk Impact (educating them on the
rule set)

b. Business Roles

47
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Y GRC Roadmap

a. Business Education usnessProcess

i. Processes — P&P

ii. Risk Impact (educating them on the

rule set)

b. Business Roles

T soterion

Risks Function Usage Function Distribution

® Intersect Union @

Orag a column header here to group by tha

Risk

PUR29 (User is able 1o purchase unauthorized items & hide it by not fully receiving order)
PUR3T7 (User is able to create vendor invoices & initiate manual cheques for it)

PUROS.1 (User is able to process vendor invoices & initiate the payment by creating the payment
PUR22 (User is able to approve the purchase of unauthorized item & hide it by not fully receiving

PUR25 (User is able to release an order & initiate payment]

Function

Risk Level Risk Type ¥ Is Relevant Y User Count Count

High
High
Medium
High

High

%
Contrib...

Potential
Risks

Comment
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YY) GRC Roadmap

Transaction Level

a. Business Education
I. Processes — P&P
ii. Risk Impact (educating them on the
rule set)

b. Business Roles

Risks Roles Users Functions Function Distribution

Risk Level Risk Type Y Is Relevant Y User Count

PUR08.1 (User is able to process vendor invoices & initiate the payment by creating the payment Medium
PUR37 (User is able to create vendor invoices & initiate manual cheques for it) High
PURS51 (User is able to hide inventory by not fully receiving the order & initiate payment by invoici Critical
PURO08.2 (User is able to process vendor invoices & make payment by executing the payment run) High

49
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@ G RC RO a d m a p secn® Enhance Business Imp Comply Witl

SAP Solution Accountabll‘lty / Efficiencies Standa i Regulations
Ownership

a. Business Roles
b. SAP single role enhancements

c. Compliance Tasks

50
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@ G RC Roa d m a p secn® Enhance Business Imp Comply Witl

SAP Solution Accountabll‘lty/ Efficiencies Standa i Regulations
Ownership

a. Business Roles
b. SAP single role enhancements

c. Compliance Tasks
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@ G RC Roa d m a p secn® Enhance Business Imp Comply Witl

SAP Solution Accountabll‘lty/ Efficiencies Standa i Regulations
Ownership

a. Business Roles
b. SAP single role enhancements

c. Compliance Tasks
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@ G RC Roa d m a p secn® Enhance Business Imp Comply Witl

SAP Solution Accountabll‘lty/ Efficiencies Standa i Regulations
Ownership

a. Business Roles
b. SAP single role enhancements

c. Compliance Tasks
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0@2 GRC Roadmap

a. Business Roles

¥ soterion

John Smith

Sarah Hallow

Pete Drummond

Tee Fox

Kirtsy Stevens

Alan Duj

Kerry Long

Tashni Song

@ SAP User ID

JSMITH

SHALLOW

PDRUMMOND

TFOX

KSTEVENS

ADUJ

KLONG

TSONG

=

Standardisation

Accounts Payable Clerk

Accounts Payable Clerk

Accounts Payable Clerk

Accounts Payable Clerk

Accounts Payable Clerk

Accounts Payable Clerk

Accounts Payable Clerk

Accounts Payable Clerk
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5{20 GRC Roadmap

Standardisation

a. Business Roles

L11]
O N

Transactions Code
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O% GRC Roadmap

Regulations

a. Data Privacy Rule sets

56
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QO —

o— Takeaways

» View your GRC holistically
» Clearly define Policies and Procedures

» Define a GRC Roadmap

¥ soterion
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Enhance Business
Secure Improve

SAP Solution Accountabll.lty/ Efficiencies
Ownership

goftwa’™

Role pesio”

Proced‘“es

GRC Roadmap

=

Standardisation

%
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Regulations




O_
O_

T soterion

Takeaways

9
7/
Implementation

Ownership Change Control

\ /

Policies &
Procedures
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Thank you
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