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Major SAP Instances

S4 COMMERCIAL ~ 40,000 S4 1909

ECC (NYPRO) ~3.000 PLANNING IN PROCESS
ECC (HEALTHCARE) ~5.000 PLANNING IN PROCESS
GRC ~11,000 AC 12.0

MDG ~2,000 S4 UPGRADE IN PROCESS




Jabil's S4 Journey
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GRC Access Control Overview

SAP GRC Access Control (AC) streamlines the access request process and
automates access management activities with a flexible and rules-driven

approach
Emergency Access Management
» Regulated access to users for sensitive
or critical actions

» Automated workflow for access request
and log review

Access Risk Analysis

« Real-time Segregation of Duties
(SoD) reporting at user and role
level

* Ability to document mitigating
Control and assign to identified SoD
conflicts

GRC Access Control

Business Role Management

Access Request Management

» Automated workflow engine

« Allows for automated provisioning of
user access

» Automated periodic user access
review

Control role maintenance process via.
workflow to allow tracking of role
changes, risk analysis, and approval in
GRC system

#MasteringSAP
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The following are required for upgrade to AC 12.0.
® SAP NetWeaver 7.52 SPOx
® SAP Ul Component 7.52 SPO05
Note If you are on SP24 of 10.1, you must upgrade to 12.0 SPO5.
Required/
Optional Reference

Required Install NetWeaver 7.52 SPOx on the GRC https://help.sap.com/viewer/p/SAP_NETWEAVER
system
Required Install SAP Ul Component 7.52 SPOx https://help.sap.com/viewer/p/SAP_NETWEAVER
Required Install GRCFND_A V1200: Add-on For more information, see SAP Note:
Installation on the GRC system http://help.sap.com/disclaimer?site=https://launchpad.support.sap.com/#/notes/2602131
Required Install SAP Access Control 12.0 NetWeaver For more information, see SAP Note:

Plug-In (GRCPINW V1200_750 SP21) on http://help.sap.com/disclaimer?site=https://launchpad.support.sap.com/#/notes/2602564
the Plug-in system

Optional Install SAP Access Control 12.0 NetWeaver For more information, see SAP Note:
Plug-In (GRCPINW V1200_750 SP21) on http://help.sap.com/disclaimer?site=https://launchpad.support.sap.com/#/notes/1855405
the Plug-in system

If SAP HR is installed, you must install GRCPIERP

Optional Install SAP GRC PLUGIN for S4HANA 1610+ For more information, see SAP Note:
(GRCPIERP V1200 _S4) http://help.sap.com/disclaimer?site=https://launchpad.support.sap.com/#/notes/2602825
7 Optional Install SAP Enterprise Portal 7.x https://help.sap.com/viewer/p/SAP_NETWEAVER

#MasteringSAP
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Jabil’s S/4 HANA upgrade and GRC 12.0 Upgrade

* Manufacturing instance upgraded to S/4 HANA 1909 in January 2022
e 3vyear project — GRC team integrated into all meetings with each
functional module team to review new tcodes and objects, add to
rule set as needed
* Upgraded AVM instance to accommodate the S/4 HANA 1909
environment on our commercial instance
* Revised the configuration to reflect the new tcodes
* Did not remove deprecated tcodes to accommodate our other
manufacturing systems that were still on various ECC versions

#MasteringSAP
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Jabil’s S/4 HANA upgrade and GRC 12.0 Upgrade

 GRC instance, co-located with GTS and NFE (Brazil Nota Fiscal) —
upgraded to 12.0 SP9 in May 2022
* Moved to our own server, no more co—location
e Lift and shift each environment
 Upgraded Dev environment with full unit testing
 Upgraded Stg environment with full UAT
* Upgrade Production environment with all note corrections
needed
 Upgraded all the plug-ins on each target system

#MasteringSAP



Lessons Learned

1. DO Plan your GRC upgrade to be
concurrent with the S/4 HANA upgrade —
allows for seamless transition

2. DO NOT incorporate other changes
during the upgrade — keep it simple and
isolate the upgrade environment

3. DO place your GRC environment in its
own server — SAP has an option to allow
GRC on the S/4 HANA environment, but
separate instance is cleaner

4. DO use HANA database if possible — GRC
contains EAM, AC, ARM, PC and can
grow to be quite voluminous, you will
need the efficiencies of HANA
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