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Attend this session to come away with practical tips on how to create a business case for the
|dentity Access Governance and GRC solutions your company needs.



About this Document

The furnishing of this document is subject to contract and shall not be construed as an offer or as constituting a binding
agreement on the part of SAP to enter into any relationship. SAP provides this document as a guide to facilitate
discussions around licensing SAP software. This document cannot be attached as an exhibit to contracts as it a working
document.

This document outlines our general product direction and should not be relied on in making a purchase or implementation
decision. This document is not subject to your license agreement or any other agreement with SAP. SAP has no obligation
to pursue any course of business outlined in this document or to develop or to release any functionality mentioned in this
document. This document and SAP's strategy and possible future developments are subject to change and may be
changed by SAP at any time for any reason without notice.

The contents of this document shall remain the confidential property of SAP and may not be communicated to any other
party without the prior written approval of SAP. This document must not be reproduced in whole or in part except with the
prior written consent of SAP and then only on condition that SAP’s and any other copyright notices are included in such
reproduction. No information as to the contents or subject matter of this document shall be given or communicated in any
manner whatsoever to any third party without the prior written consent of SAP.
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What’s Happening In Access Governance
& Cybersecurity




Overview — ldentity Lifecycle Management

Automated, end-to-end identity lifecycle management for your employees and contingent workforce
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Why is managing access so difficult?

Increasing risk of fraud, loss from access, data misuse

Remote work environments, virtual platforms requiring
access to systems from non-traditional locations

Increasing number and complexity of enterprise
applications (including cloud) and different types of
authorization models

Key requirement for many regulations

Manual and fragmented administrative processes

Lack of visibility into user access and access risk



Access governance — critical elements
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Access Governance
Digital identity concept

Definition
Digital identity is the representation of an entity supported via
systems and services.

Your digital identity is what defines your relationship with the
apps, devices, and services you need to be productive.

Digital identity capabilities are what make the user experience
the most friction free and seamless.

Managing digital identities
User experience drives success of business and applications.

Digital businesses are increasingly interconnected — users, devices,
applications.

Digital transformation is driving identity and access management
(IAM) technologies to deliver greater automation and ease of use.




Challenges and Opportunities Driving the
Transformation Access Governance




ldentity and Access Governance Focus Areas

with centralized Key Focus
authentication, user provisioning and seamless sign-on Areas
O |
O m O for a dynamlc Information
ﬂ W work force ]| security
1 1
L L | : o .
| of managing digital identities Remote
ldentity & and users across multiple landscapes cﬁbl Working
Access
Governance | and redu.ce risk of 0 Efficiency
excessive access and potential for fraud "= &Cost
. to combat increased r_isk of & sustained
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A vision for cloud identity and access governance

A simple-yet-comprehensive, cloud-based identity management and access governance solution that
provides smooth integration for a superior user experience in complex environments and that is adaptive
to the changing business needs of growing organizations.

Organizations require a lifecycle process for
user identities and identity
and access requests and in the

Secure environment for managing identities
Comprehensive access governance capabilities
Compliant, auditable governance

Simple, seamless, and transparent processes
Up-to-date, scalable, and extensible solution
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the business case (Part 1)




Building the Business Case - The 5 Steps?
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1- Building the Business Case - The Problem Statement?

All business cases {
should start with



Discussion #1

What business problems are you looking to address.
What is your biggest Identity Access Governance concern.

What Identity Access Governance business problems or
concerns are you looking to address?

i
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2 - Building the Business Case — Potential Solutions

Considerations
Compatibility with existing deployments?

Do you have your own teams to handle Identity Access Governance?

Do you trust your data to 3" party?

Do you have specific industry Identity Access Governance
requirements?
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Discussion #2

What ldentity Access Governance technologies are you
considering?

How did you identify these technologies?
What is the main influence on your selection?
— Existing IT portfolio integration

— In house or outsourced?

— Cloud ready?

i
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Break



What's Happening Iin Cybersecurity




the business case (Part 2)




3 - Building the Business Case — Cost Benefit Analysis

When it comes to building a business case for investment in
ldentity Access Governance it is difficult to calculate an ROI.

Unlike selling a product or service where it is easy to estimate
costs and revenues when it comes investment in security how
do you calculate the value or business benefit of something
that doesn't happen

The problem is that standard calculations to evaluate
iInvestments are based on expected cash flow, in the form of
revenue earned or expenses avoided
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Value Drivers

Value Driver: 1. Reduce Fraud
Value Driver: 2. Reduce Audit Cycles and Cost

Value Driver: 3. Reduce Costs Generated by User
Administration

Value Driver: 4. Reduce Role Creation and Management
Time and Effort

Value Driver: 5. Reduce Super-User Management
Workload

Value Driver: 6. Reduce Remediation Workload

Value Driver: 7. Reduce Effort for Report Creation,
Maintenance and Reviews

Value Driver: 8. Streamline Management Review,
Assessment & Certification Process

Value Driver: 9. Manage user refinement and mitigating
controls

i
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Discussion #3

Have you or your organization made a cost benefit analysis
or a financial business case for investment in Identity Access

Governance?

How does you organization allocate a budget for investment
in Identity Access Governance?

— Does your organization have a separate budget for Identity
Access Governance?

— Do you have a stand alone security team with it's own
budget?

i
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4 - Building the Business Case — Recommendations

Define the problem.

|dentify the potential solutions and shortlist.

Perform Cost Benefit analysis on each potential solution
Recommend a solution

Return to 1 and Start Again.

ldentity Access Governance
Is a Continuous Process
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SAP GRC Value Calculator

w Governance, Risk, and Compliance
Access Control

m Configure

Provide your best estimate for these various company attributes.

Learn More

—— = = = I Number of Monitored Users ’ 16 How does this work?
== The inputs provided in this step will help
thousand drive calculations in the following areas,
beginning with Analyze Risk.

Value Calculator User Administration Average Fully-Loaded Cost | ® | 70 €

Per Full-Time Employee

Configure thousand

Analyze Risk . . .
Distinct Applications Across the Organization .

| 20

applications

Manage Access

Maintain Roles

Certify Segregation of Duties Cycle Time Per Employee

Authorization ’ ' 5
Monitor minutes
Privileges

Total Value Time Required to Review Each Segregation of a =


https://www.sap.com/dmc/exp/2020-07-70218/index.html

SAP GRC Value Calculator
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Overview of




VISION: SAP Financial Compliance Management

Leverage one platform for many uses cases across the
enterprise

Support of S/4AHANA Cloud, Public and Private Editions,
as well as hybrid landscapes

Transform governance, risk, and compliance (GRC)
from a cost factor (imposing task) to a strategic
differentiator (business optimization)

Risk _J‘> Control _J‘> Control ? Result ? Remediation ? Renortin
Management Execution Processing Management P J

Use Case Detection Investigation Remediation Reporting
SOX-type Compliance Identify deviations from Automated decisions for Automated triggering, Analyze and optimization
Finance & Accounting practice given patterns, policies, issue triggering based on  tracking and execution of and reporting
Non-Finance internal controls etc. results remediation activities

ESG
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SAP Financial Compliance Management: Business Flow

OO

Automated Procedures

@

n
>

(((

Manual Procedures

gl

Defi
Source S/4AHANA \ / erne =
/ Accountability S
systems Organization
/ g@ Hierarchy
Define Ethos

=|— Build Control

Q- = /' I

. . . al

Regulation or Policy
(e.g. SOX, C\_/rber Slch’:ulr'lty, Company’s Mitigate Update Run Work Package Run Report
ravel Policy) Maintain Risk (e.g. Automatic Procedure, (e.g. Dashboards
Context Update Control Manual Procedure) SAC)

Risk

“*/ Mid \\
o

Build Risk

N

Run Risk Assessment

t

Process Hierarchy

t

\J

. Mitigate
Integration Risk

l \/
Signavio Apply Response / Treatment

Na

Report Issue

ER

Assign and Execute
Remediation Plan

N

J

* Dates may change



SAP Financial Compliance Management — Objectives

Improve early detection and
lower impact of control and risk
failures

Simplify and consolidate
compliance requirements

Improve compliance process
efficiency and reduce costs

Leverage predefined automated Move from a reactive compliance Build a centralised agile

content to reduce manual workload function to a proactive one: compliance function to rapidly

and improve efficiency: Embedded controls in the source react to new and changing
Customizable ready to run work systems for full visibility and regulatory requirements:
packages for automated performance Easily onboard new entities,
monitoring of controls Realtime alerting on exceptions departments, or activities in your
Consolidate controls raised for faster remediation centralised compliance program
“Document once, comply with Increase the number of Develop a "compliance culture”
many” type approach for automated controls, include through efficient technology

reduced compliance effort associated manual controls support
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SAP Financial Compliance Management - High Level Architecture

SAP Financial Compliance Management brings

Use of CDS views deployed in S/4AHANA (Cloud or On-Premise)
the logic to the data, only results are returned

or on SAP ERP 6.0 (ECC)* exposed through OData services for
SAP Financial Compliance Management

TYS/4HANA

- Use OData Service as communication protocol

w Call the back-end system via OData Service
Return results once CDS run is complete

. SI4HANA Cloud, Public Edition ¢ ™ SAP Business Technology
Platform

. S/4HANA Cloud, Private Edition
: SAP ERP 6.0 (ECC), any DB* .

Procedure & parameters

CDS > <
Backend Vle‘YV Results table ~ Work
OData ck)r >
Service Package
Control
data SAP Financial
Automated _
HANA Database tables < Procedure Compliance
Management

* Baseline Automated Procedures & OData connection has to be created in SAP ERP 6.0 as part of the implementation
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SAP Financial Compliance Management - Main Entities Overview

Bundling of Controls
Work Package Manage parameter values of Procedures
Manage Scheduling for execution

Issue &
Remediation + Task
Bundling of Procedures, either automated or manual Templates
Control Provides business documentation |
Link/References to master data :
|
Organization :
Automated | N | £oind items |
Process Procedure :
: Manual !
Regulation |::> Overall Failure === ---- !
J Procedure
Risk (Mid-2023)
Controls: Results:
Automated Procedure implementation as CDS view Pass/Falil
Manual Procedure as description of step sequence Completed without Found Items /
Assurance types: Control Performance & Control Completed with Found Items

Effectiveness Test



e
Ready to Use Content with S/4AHANA

SAP Financial Compliance Management
ships with over 70 rules for use as
Automated Procedures (3 for Tax
Compliance)

These can be added to by customers

Partners will produce and sell their own
content packages too, via the GRC
Content Hub Service

https://help.sap.com/viewer/eb2cb166f76248bdba43bf04fccdl
43e/1.0/en-US/c6bccce22805495¢8¢2432209bf80474.html

Content Overview

Prerequisites

Content Overview

Content ltem
Controls Automated Procedures

ournal Entries

Suppliers

Minimum Releaze Required

Manual Procedures = SAP S/AHANA Cloud
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Record-to-Report Process — Example Controls

Embed Automated Controls into S/4AHANA Business Operations — Example Record-to-Report

Record

ATATATATE
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Post Close

Report
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. Governance
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Controls

Check tax correctness of

supplier and customer invoices

(missed VAT registrations,
incorrect tax treatments, etc.)

WIS

Tax compliance

Controls

Investigate Journal Entries
(Weekend Entries, Large,
Duplicates, and more)

Verify the Authenticity of
General Ledger Accounts

Controls

Check Manual Postings,
Detect Duplicate Payments

Controls

Check Intercompany Bookings
Detect Duplicate Payments
Period End Cut-Off

Accounting Guidelines
compliance

e, _

Local GAAP Compliance IFRS Comp”ance

=

Controls

Check Standalone Selling Price
Compliance (IFRS 15)

3
(isux Z

Guiding principles of SOX compliance

Global Treasury

36



Financial
Compliance

SAP Financial Compliance Management
Key features for cost effective internal controls over financial reporting in the Cloud

Centralize and agree various financial compliance obligation requirements and scope
: Standardize control documentations and assign controls to regulations

Establish i " .

Associate users to roles and responsibilities for automated assignment

Select pre-defined out the box control frameworks

Document compliance risk, process, control, frequency as per business and audit needs
Confirm necessary control coverage

Develop new control framework documentation as required

Develop

Configure predefined automated and manual content, refine and create as necessary
Automated runs with exceptions raised only when relevant

Im plement Manual procedures for controls that can’t be automatically monitored

Real time visibility on exceptions identified during automated and manual control runs
Processing of issues raised via customisable logic

Evaluate Contextualised data about issue evaluation and closure

. . Native dashboards that can be personalized by users
Maintain Export key tables for external reporting

& Improve Leveraging SAP Analytics Cloud service for custom reporting, integrate with other content
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Contact: m—

Vishal Verma vishal.verma@sap.com
Fiata, Gabriele gabriele.flata@sap.com
Swetta Singh sweltta.singh@sap.com
Chris Radkowski chris.radkowski@sap.com
James Chiu |.chiu@sap.com

For more information visit;:
www.sap.com/grc
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