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OVERVIEW

SAPinsider’'s Mastering SAP series is built on a foundation
of significant research conducted with customers, partners,
independent thought leaders, and SAP employees both at
home and abroad. Each year we engage with key individuals
around the world to understand their existing challenges, their
pain points, and the opportunities that they see to get the most
out of their SAP suite and tools in their Line of Business. In
addition to numerous one-on-one interviews, we connect and
poll cross-industry SAP practitioners through a series of virtual
think tanks. The following report represents the community
snapshot and findings from right across the Technology, Data,
Analytics, and Security communities.



ABOUT
THE RESEARCH

The results of this research directly guide the 2023 Mastering SAP
Technologies & Cloud, Mastering SAP Data & Analytics, and Mastering SAP
Security & Risk programs. The topics highlighted and discussed in this
paper influence the speakers (local and global), workshops, tutorials, and
training courses selected for the conference taking place on the 6-8 June in
Melbourne 2023, and reflects the community’s knowledge, capability, and
training requirements.

Participants

The discussion groups brought together Business, IT, and Security
professionals who manage, architect, develop and secure SAP landscapes,
as well as professionals who leverage SAP’s technology stack of tools for
reporting, data management, and analytics. Participants represented a wide
variety of industry sectors including mining, financial services, education,
public sector, healthcare, energy, industrial machinery, food & beverage,
transport, and defence. The most common job titles of participants include:

* Application Support Specialist + Portfolio Delivery Manager

« Data & Analytics Team Leader + SAP Basis/Netweaver Team Lead

* Development, Quality & Integration + SAP Compliance Consultant
Manager, IT * SAP Delivery Lead

+ Director of People Operations « SAP Development & Integration

* Enterprise Architect Architect

* Finance Governance Lead » SAP Project Manager - Enterprise

« Finance Solutions Manager Applications IT & Platforms

+ Finance Systems Product Manager * SAP Security Consultant

« General Manager Commercial * SAP Specialist - GRC & Security
Finance * Senior SAP Business Analyst

« HCM Solutions Lead » Senior People Analytics Manager

¢ Information Systems & Integrity « Senior Developer / Analyst
Officer « Team Lead SAP Development &

* Manager Architecture & Planning Integration

* Manager Strategy, Planning & * Technical Architect
Analytics + Work Management/EAM

* Manager - Systems & Technology Consultant Assets & Corporate

+ Program Manager Technology

e Project Support Officer CASG ERP
Implementation Team






INTRODUCTION

The booming and competitive landscape that technology leaders and
practitioners find themselves in is evolving at pace. The headwinds

of rising inflation, supply chain issues, and recessionary indicators are
being felt around the globe. Businesses are responding by embracing
technology that will help them innovate, achieve more with less, and
empower their people to work smarter.

SAP and its partner ecosystem are perfectly positioned to help and respond. SAP is reinventing

its portfolio of solutions and tools quickly. These changes enable digital transformation at scale by
migrating to SAP S/4HANA or supporting bite-sized chunks of innovation outside of core ERP using
SAP BTP, regardless of your tech stack or technical abilities. Line of Business professionals with an
interest in rolling up their sleeves can build low-code applications to speed up their work and avoid long
development cycles reliant on seasoned developers.

Organizations are generating more data and accessing it from more disparate sources, faster than

ever. Technology has improved in accuracy and so can manage, store and tabulate these vast amounts
of data. The ability to analyze this data well gives organizations the chance to understand their
performance and make effective decisions that will improve business processes and outcomes. As
organizations focus on combining operational data from disparate sources into a modern user interface
and experience, it is critical to have processes and procedures ensure the effective use of data to make
timely decisions

Integrating data and making meaning of it is a crucial part of business operations that enables informed
decisions. Without clear and accurate data, leaders are left to guess where they can improve or find
their competitive advantage.

The SAP environments have become increasingly complex, and with it comes the challenge of securing
these environments. Managing security aspects such as the user life cycle and privileges, configuration,
and patching across disparate systems is no easy task. There is an ever-increasing raft of regulatory and
audit requirements which must be adhered to. The cost of non-compliance, or worse, a cyber incident,
could have devastating consequences for an organization.

Whether you are an SAP Customer, Partner, independent consultant, or an SAP employee - keeping up
with developments across SAP’s solutions is a time-consuming endeavor.

We examine the topics highlighted through our research and what it means for organizations that
operate with SAP as their backbone in the ANZ region.
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SAP Business Technology Platform

SAP Business Technology Platform (SAP BTP), of great interest to the
Mastering SAP community for some time, received significant airtime this
year, making it the hottest topic for the technology community in 2023

- moving from second place. The conversation has evolved in the last 12
months as more customers are deploying with it, achieving results from
the SAP BTP offerings, or seriously exploring it.

SAP BTP brings together intelligent

enterprise applications with database and

data management, analytics, integration, and
extension capabilities into one platform for

both cloud and hybrid environments, including
a growing number of pre-built integrations for
SAP and third-party applications. SAP BTP side-
by-side extendibility abilities allow users of SAP
to innovate quickly and affordably. The backend
remaining in SAP S/4HANA or ECC supports
SAP’s play of “keeping the core clean” but allows
customers the power to innovate regardless of
their digital footprint or maturity journey.

Four themes that emerged from our research
discussions were the SAP BTP roadmap, skills
and resourcing, cloud architecture and security
framework, and SAP BTP as a tool for becoming
a Future Ready Enterprise.

“SAP BTP is the NetWeaver
of the future”

THOMAS JUNG, HEAD OF
DEVELOPER ADVOCACY, SAP DEVELOPER
& COMMUNITY RELATIONS, SAP

A tool to support becoming a Future Ready
Enterprise

SAP BTP is viewed as a tool that can help
organizations on their journeys to become
Future Ready Enterprises. How should your SAP
landscape, roadmap, and digital maturity guide
your SAP BTP use? The pre-buy subscription
model which gives customers credits to use for
any SAP BTP service is viewed positively, the
biggest challenge is working out which services
make sense for your business.

Skills and Resourcing for SAP BTP

Techy skills are in high demand; it’s no wonder
customers are considering what skills and
expertise they need if they implement SAP BTP
services. Should they be guided by the existing
skills and expertise they have in-house, or should
they modernize their existing software practices?
Will they still be dependent on ABAP-ers in an
SAP BTP world? Customers are eager to find
guidance on the skill sets and resourcing mix they
need for SAP BTP to work for them.




Cloud Architecture and Security Framework
Understanding the implications for your cloud
architecture when planning development projects
on SAP BTP is crucial. How do the way you

plan to use SAP BTP and your cloud landscape
influence your configuration?

SAP BTP offers the benefit of cloud services
such as automatic upgrades, but what are the
considerations when it comes to bedding down
architecture from a security perspective and

the activities you need to plan for in order to
maintain the system? For example, do you move
from the Neo Environment to Cloud Foundry, or
change hyper scaler to give you a more secure
model? What can SAP share with the community
to help support a transition?

The Roadmap for SAP BTP

SAP BTP is a fundamental change in the way
cloud services are delivered, customers view it
as its own entity within SAP. Access to a clearly
defined three-year roadmap from SAP will

help with SAP BTP feasibility and understand
how they can utilize SAP BTP for their specific
business needs. Getting a view of the maturity of
different BTP service offerings is also important.

* What is the SAP BTP Road Map and how do
launchpad services for Fiori fit?

* How do we move from NetWeaver onto SAP
BTP?

* Why should SAP customers adopt SAP BTP?

« How do | provision SAP BTP?

+  What skills do | need to run/support SAP BTP?

+ How does my development support model
change?

« How does my transport management change?

 How does adopting SAP BTP change my GRC
processes?

* Do | outsource or insource SAP BTP
development?

« How do | integrate with my backend systems?

« How do we do performance or penetration
tests for SAP BTP?

What applications are available in SAP BTP?

Where is SAP BTP hosted? How secure is SAP
BTP?

Is there IRAP in SAP BTP?
What tools do | use in SAP BTP?

What are the pros and cons of the Azure and
AWS ‘hosting models’ for SAP BTP?

How can SAP BTP help users with their own
unigue business challenges?

How do we work out which tools available on
SAP BTP are best for our business needs?
What does the subscription model mean in
terms of cost for the business?

What are the minimum requirements to
implement SAP Build Work Zone ?

How are customers using SAP BTP for SAP
Build Work Zone?

How do you run a gap analysis to ensure your
systems are safely connected?

How does SAP BTP assist in consolidating
systems and making system upgrades?
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Moving to SAP S/4AHANA

A successful SAP S/4HANA migration includes evaluating tools,
understanding how prepared your system is for the conversion, data
volume management, custom code conversion, landscape selection,
infrastructure evaluation, security overview, and performance monitoring.
It is also important to determine whether extensibility or customization
will be used to make modifications to the solution to support

organizational needs.

Many ANZ customers spoke highly of SAP’s free
Readiness Check tools they are using to review
their current SAP environment, and preparedness
for a move to SAP S/4HANA and will use the
results to support their efforts to get funding for
an SAP S/4 HANA upgrade.

SAP wants organizations to move their ERP
solutions using SAP S/4HANA Cloud, and RISE
with SAP is the gateway to completing that
move, which will give customers capabilities like
SAP Business Technology Platform, SAP Business
Network, and SAP Signavio. It’s a chance for
organizations to reinvent, reduce costs and
achieve strategic business objectives from an
ERP investment. SAP has evolved its offering as
one that can drive business innovation. They have
added new products and services to the RISE
with SAP offering since its 2021 launch.

1

What should we consider before, during, and
after implementation?

What is the difference between SAP S/4HANA
cloud versions?

Should you use Platform as a Service, or
Infrastructure as a Service, and do they
interact with SAP Saa$S products?

What readiness services are on offer and how
do | request them?

When do | start, how long will the readiness
checks take, and how much effort is required?
What if | am unable to meet the readiness
requirements - what are my options then?
How will SAP S/4HANA transform my business
and should | take this route if the operation is
running well?

How can the SAP Readiness Check help
assess, plan and build a case to move through
to project execution?

What warning signs can the SAP S/4HANA
readiness tools reveal?
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Cloud and RISE with SAP

There is a myriad of options available when it comes to cloud migration.
RISE with SAP is gaining traction with ANZ SAP customers. More
organizations are starting to adopt the offering or have reviewed it for
their business needs but may not have chosen the RISE path.

RISE with SAP S/4HANA Cloud is offered as a

public cloud solution, viewed as a game changer

by some customers; it offers new features and
the latest versions of applications instantly.
With the public cloud, services are delivered

to customers over a network that is open for
public usage. Public cloud offers efficiency and
affordability and is often multi-tenant, which
means the cloud provider runs your service in a
shared environment.

What is the value proposition of SAP’s RISE
offering?

What are the considerations to be used in a
well-defined business case?

What does a move to the cloud mean for your
overall tech landscape (not just SAP)?

What are the different components of RISE
with SAP?

What are the steps in a typical RISE with SAP
project?

What is the difference between SAP S/4HANA
Cloud Public Vs Private edition?
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The User Experience (UX)

Achieving a unified User Experience (UX) experience across an
organization to create the feel of one single point of entry is the ideal
scenario. Integrating different UX offerings when many organizations are
still running their SAP instances on-premise, or in a hybrid landscape, can

be a challenge.

A good product will win hearts and minds.
Standards need to be set early, with a road map
identified and education delivered. This education
must speak to the end-user, particularly given
that users are usually non-techie corporate users
in HR, Asset Management, or Finance, rather than
technologists.

Tapping into SAP’s Fiori offerings, the Fiori
launchpad (FLP), SAP Fiori Elements, and Fiori 3
is where the Mastering SAP Community sees an
opportunity to get improved UX traction.

SAP Build Work Zone and the newly launched
Mobile Start app are tools that can help and

are being explored, while others had achieved
this result by exposing their SAP Launchpad

to the internet. This gave their employees login
via any device with single sign-on. From a user
perspective, technology teams are managing the
expectations of different types of users and users
with differing SAP experiences and maturity
levels.

14

Is it possible to consolidate your systems into
a single UX?

How can you prototype and demo to inform
design conversations with end-users?

How do we engage users as part of the
development process to ensure a robust
feedback loop?

How do we take a Human Centered Design
Approach to designing SAP tools and
systems, that offer the UX we are accustomed
to at home?

How do you ensure your user experience
hinges off your design, which maps to your
business process?

How can role mapping and security design
impact your UX?

What examples are there of customers
successfully simplifying their UX?

How can we design personalized dashboards
for different user personas?

How do we manage the appropriate access to
Fiori apps?
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The Evolution of Developer Tooling

The developer tooling in the SAP world has been changing at pace. We
have seen the increasing inclusion of open source and partner tooling
directly into the SAP ecosystem. For instance, major programming
models like Fiori and Cloud Application Programming (CAP), model
offering their tooling as extensions to Visual Studio Code. We also see
the continuing influence of Git and code sharing and new lifecycle
approaches evolving the way we manage software in the enterprise as
well. The move to the Cloud and Cloud Native architecture brings with
them massive changes and opportunities as well.

Most ANZ SAP customers deliver their

custom development and extensions in ECC.
Upgrading to SAP S/4HANA on-premise is the
classic scenario. SAP developers in ANZ are
predominantly using ABAP for their development.
The ABAP RESTful Application Programming
Model (RAP) offers a set of concepts, tools,
languages, and powerful frameworks on

the ABAP platform to both efficiently build
innovative and cloud-ready SAP Fiori applications
and Web APIs; and extend SAP standard apps

in a lifecycle-stabile manner. RAP is available on
SAP BTP ABAP Environment (aka Steampunk),
SAP S/4AHANA, and SAP S/4HANA Cloud.

Cloud Application Programming Model (CAP) is
a way of building and coding apps faster. RAP

is to the ABAP stack, what CAP is to the non-
ABAP stack. They both fit the pattern of side-
by-side extensions and the notion of keeping the
core clean. The result is equivalent, a common
framework that allows for building at speed.
Often the SAP development environment within
a business is influenced by the in-house
capability.

« What is best practice for Developers to
conduct unit testing with coverage
analyzer?

* What is the latest in UI5 for Fiori for
developers?

What is SAP’s Cloud Application Programming
Model (CAP) and how do | get started?

What databases and languages can | use with
CAP?

What’s new with CAP?

How can CAP apps be easily extended and re-
used?

How do you do the governance on SAP Build
Product Automation (SPA)

Who is using SAP Business Application Studio?

How do we implement SAP S/4HANA in the
least distributive way to the business?

How is Low-code/No-code development
helping businesses?

How do we ensure apps being built in a Line of
Business (LoB) still meet our security
requirements?

What does the rise of container-based
development such as Kyma, mean for us?

What are Cloud Native and Kubernetes?
Does ChaRM work across on-prem and cloud?

Why is Embedded Steampunk different from
ABAP extensibility approaches in the past?

What's new in Embedded Steampunk?
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Low-code No-code Development

The rise of the citizen developer taking advantage of low-code/no-

code development remains a hot trend impacting the global technology
landscape. Organizations like SAP and partners (including Neptune) are
bringing solutions to market that industrialize the business of rolling out
apps. Offering those with less or no tech expertise the chance to take the
reins and build new applications or extend existing ones. The tools allow
users to drag and drop for rapid development. Removing the bottleneck
of development needs that fall on the shoulders of IT teams.

The latest news in this space from SAP is the
launch of SAP Build announced at TechEd
2022. This brings SAP’s first low-code solution
to market. SAP Build is a unified low-code
solution that allows SAP users of all skill levels to
create and augment enterprise apps, automate
processes, and design business sites with drag-
and-drop simplicity. This follows the 2021 SAP
launches of several products and services that
played to the Low-code No-code development
environment, such as SAP AppGyver® on SAP
BTP and SAP Business Application Studio.

This topic is hot for those in Line of Business
roles, less so for seasoned SAP developers and
architects.
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Improving Speed of Delivery

SAP tech teams are looking to provide solutions to their business faster
and more collaboratively. Adopting DevOps delivery approach has a lot
to offer. By melding application development and deployment into a
more streamlined process, teams can achieve shorter development cycles,
increased deployment frequency, and more dependable releases, all in
close alignment with business objectives. It gives organizations the ability
to deliver applications and services faster than traditional development
processes, essentially accelerating innovation and lowering risk.

While there are now also some great examples
of organizations successfully adopting Agile

practices to run their SAP projects, there are still

some that believe specific deployment methods
lend themselves to solving specific problems. If
so, when is it best to apply Waterfall vs Agile vs
DevOps?

18

What tooling is best to support a DevOps
move?

How do you best allocate project
responsibilities and secure funding for a
DevOps model?

How do you sell the benefits of Agile or
DevOps to business groups?

Then, how do you measure the success of your
chosen method, post-project?

How do you define Agile and DevOps
methodologies in your organization?

How is test automation assisting with rapid
deployment and what are the implications for
code maintenance and upgrades?

How are others getting their traditional teams
to work in an Agile way?

How do you build effective teams and manage
key stakeholders?

What is the right level of business and tech
know-how required in your DevOps teams?
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SAP System Integration

As SAP’s technology and growth through acquisition has accelerated.
The aim is to deliver an overall experience across the enterprise for
the intelligent suite. SAP has been working hard to address integration
and application integration remains as a high strategic priority for SAP,

highlighted at TechEd 2022.

Latest SAP TechEd announcements included SAP
Start (beta) as the central entry point into SAP’s
cloud applications, the SAP Task Central as one
approval inbox across line-of-business solutions

that are now integrated into all major SAP

applications, the new hybrid deployment options

for cloud and ground integrations with SAP
Integration Suite, Edge Integration Cell (beta).

19

How does SAP Integration Suite (integration
platform as a service - iPaaS) allow you

to integrate on-premise and cloud-based
applications?

How can you use Robotic Process
Automation (RPA) to assist with your
integration needs?

How does Cloud Foundry remove integration
challenges?

How does BTP to on-prem connector work?

How do we use SAP SLT (SAP Landscape
Transformation Replication Server) to move
data and mirror tables?

What is the impact of integration on
licensing?

How does the integration of SAP systems
with other systems change your licensing
requirements vs the integration of SAP
products together?
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Application Lifecycle Management
(ALM)

Operational stability, monitoring, and alerting are crucial features of

a well-run SAP system. Achieving this means managing your system,
upgrades, and any changes to your technical environment. SAP’s goal

is for customers to be able to implement innovation updates as soon as
they are available. Can customers be comfortable that they don’t need to
perform full regression testing before moving SAP-delivered changes to
production?

Application Lifecycle Management (ALM) from
SAP provides processes, tools, best practices,
and services to manage SAP and non-SAP
solutions. SAP offers three ALM products for on-
premise, cloud, or hybrid solution landscapes;
SAP Solution Manager, SAP Cloud ALM, and SAP
Focused Run.

Will SAP provide unit tests for their code?

What level of testing does SAP recommend for
SAP S/AHANA extensions?

What guidance is available for preparing a
maintenance strategy for your SAP stack?
What operation systems are already out of
maintenance?

Can | decommission third-party supporting
products to save maintenance costs?

20

How do you understand what to test during
your upgrade?

How has test automation and the role of
testing changed in 20227

How are SAP customers getting value from
SAP Partner Tricentis’ tools such as TOSCA?

Does an organization’s DevOps maturity
impact the testing challenges you can expect?
How do you make the most of SAP’s Solution
Manager toolset?

What are the most recent functionality
upgrades to SAP Solution Manager 7.27?

How does SAP Solution Manager 7.2 help you
manage a cloud first or hybrid landscapes?
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Business Process Transformation
and Intelligence

Post-pandemic, business models have been disrupted and many
processes have changed in organizations to navigate the unexpected
impacts of the last three years. Business leaders want to continuously
improve, ensure reliance, and adapt at speed. In an ideal world, everyone
is improving. Standing still could mean your business won’t survive in
today’s fast-paced and disrupted marketplace.

Challenges the Mastering SAP community are  How quickly can you improve a Business
looking to tackle include removing complexity Process and include it in your systems?
from current processes, understanding how « How can SAP Signavio help us elevate
sustainable their current processes are, compliance in our organisation?

or ensuring the right processes are being *  What networks do you need to introduce a

automated, with the best tools for the job.

worker to?
SAP’s acquisition of Signavio in 2021 is big news, *« What Change Management do you need to
in this space. The SAP Signavio Transformation support these transformation initiatives?

Suite offers customers the tools to understand
current business processes and proactively make
improvements. The Signavio acquisition is perfectly
timed for the current market climate and SAP now has
customers around the world, achieving results
from this suite.

2 RETURN TO CONTENTS
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The SAP Data and Analytics
Roadmap

Data is the cornerstone of businesses that want to operate intelligently.
SAP is making great strides with its analytics tools that help customers
maximize their data’s value and empower smarter decision-making.
Customers are excited by SAP’s analytics tools, but they are seeking
clarity around SAP’s Data and Analytics roadmap to inform their long-
term strategy and product selection. Analytics and reporting are hot
topics regardless of the line of business you operate in, seasoned
analytics experts, technologists, finance, HR, and security practitioners
all have an interest in getting the most from their data and the tools that
can help them.

* What is the roadmap for SAP Data Warehouse * How do SAP’s analytics offerings stack up

Cloud (DWC)? against their competitors?

* What ROI are customers getting with SAP * What security measures does SAP have in
Analytics Cloud (SAC)~? place for data privacy in the cloud?

 What is the future of SAP BusinessObjects? « What options are available to utilize SAP

+ Does SAC have the same functionality as the Analytics tools with your existing SAP
SAP BusinessObjects suite of tools? landscape?

< Will SAP set longer-term roadmaps that our * How should you build a Centre of Excellence
businesses can align to? for reporting and analytics?

25
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Analytics and Line of Business

Collaboration

xP&A or Extended Planning & Analysis is a growing trend in the data and
analytics space for the Mastering SAP community. The term “xP&A” was
first coined by Gartner in 2020 and refers to the breaking down of silos
between Finance and other line-of-business to ensure full integration of
planning and analysis across an organization.

The value it offers is the ability for a business to
collaborate with several business functions, utilize
multiple pieces of data and make meaningful
insights for the business. For example, total
spend management by integrating SAP HR
payroll data with Concur expense data or
integrating workforce planning information to
manage headcount. SAP’s tool. SAP Analytics
Cloud (SAC) is SAP’s tool to enable xP&A.

27

What examples are there of organizations
embracing xP&A?

What change management is required

to achieve this kind of collaboration and
integration?

What SAC use cases are there for the HR and
Finance lines of business?
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SAP Analytics Cloud (SAC)

SAP Analytics Cloud (SAC) combines Planning, Business Intelligence, and
Predictive Analytics in one cloud solution. It offers access to SAP source
systems (such as SAP HANA, SAP BW, and SAP Data Warehouse Cloud).
It is natively embedded into SAP business applications such as SAP
S/4HANA and SAP SuccessFactors. SAP Analytics Cloud (SAC) offers
customers a holistic view of their organization, rather than presenting a

single departmental view.

SAC requires technical integration with your
data sets to provide this view. SAP’s ideal
scenario is for SAC to be the front end of their
Data Warehouse Cloud (DWC), although it
can connect to BW and other third-party data
platforms such as Snowflake Data Cloud. Data
Warehouse Cloud (DWC) will play a more
important role in the analytics integration
message from SAP in 2023.

In July 2022, SAP acquired Askdata, a startup
focused on search-driven analytics that applies
artificial intelligence technology to natural
language processing. The IP will enhance SAC
capabilities by allowing users to search their data
with a simple search function, akin to google
search.

SAC was released in 2015, so it’s a well-known
tool in the community, but it has evolved.

While many customers can see the value of

an integrated analytics solution, we’re now
hearing from more ANZ customers that have
implemented and are realizing the benefits. Many
customers still view SAC as challenging to secure
a budget for, complex to implement, and hard

to adopt - but those that have done it well are
excited by the capability it's given them.

28

How has the SAC product evolved in the last
six months?

What is SAP’s strategic outlook for SAC?
What is best practice when it comes to
implementing SAC?

What are the steps to move from SAP BPC to
SAC planning?

How can we increase understanding and
adoption of SAC?

What prebuilt content comes with SAC?
Can you implement SAC in an on-premise
environment?

How does SAC integrate with your other
systems (SAP and non-SAP)?

How does the SAC dashboard provide context
to your data?

How does IT articulate the value of a full
integration vs third-party tools?

How can we resolve integration difficulties
connecting to cloud applications?

What prebuilt content is available in SAC?
What are the implications of choosing

Anaplan, rather than SAC during an SAP
S/AHANA implementation?
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Data Warehouse Cloud (DWCQC)

SAP Data Warehouse Cloud (DWC) is SAP’s newer data warehousing
product. It is where SAP ideally envisions its customers storing their data
to achieve full analytics integration. Moving away from SAP Business
Warehouse (BW) as SAP data warehouse product of choice. In 2023 we
will hear SAP talk more about the benefits of DWC as the backend for
SAC and the strength of these two products together. DWC is built on
the in-memory power of SAP HANA Cloud. It gives instant access to your
data and offers a set of adapters that integrate data from SAP and non-
SAP sources.

« How does DW fit into the SAP portfolio?

* |If you’re on BW today, what are your options
to move your BW data into DW?

 How does DWC support our needs around
data governance, security, and structure?

* What is the benefit of using DWC with your
SAP instance over third-party providers such
as Snowflake, and Azure?

29
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Master Data Governance

Data governance is a verb - an ongoing pursuit. It requires active
measures that can be reviewed periodically. Most organizations know
that they need to govern their data but often get overlooked as the
focus is steered toward value-adding projects. Decentralized models

of data collection pose greater issues as language, collection types,
reporting types, and use can differ. Given the typical landscape of most
organizations, the difference around the collection and use of cloud vs
on-premise data which means the onus is on individual departments
within an organization, to self-govern.

Automated data capturing bridges some of the

gap, however, IT departments need to work with

business teams to form a joint understanding of
what governance means, how to incorporate it
and how to foster an ongoing culture of good
Data Governance.

30

How do you enable or foster a culture of good
data governance?

What data can you automate vs need
oversight?

How do you create an internal stakeholder
team that is focused on data governance?
What can you do to get business and IT to
treat data in the same way?

What best practices exist for managing data
from multiple sources?

What SAP and non-SAP tools can help us
govern our data better?
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Planning & Predictive Analytics

Predictive analytics is an exciting opportunity for the Mastering SAP
community. The opportunities are broad; for companies with complex
supply chains, it can allow them to predict raw materials arriving in their
depot, in order to plan for timely processing. Asset-heavy businesses are
seeking to predict maintenance patterns for their assets. Global examples
include the use of Fetch Robots and bots developed with BridgelT to
manage patients coming into their hospital and using HANA to perform
predictive models on beds in use and equipment required. Predicative
analytics bring together different data sources to predict outcomes that
drive business actions.
* How can predictive modelling be applied to

recruitment and retention trends?

* How can predictive analytics empower finance
leaders?

* Who is using SAP’s Data Intelligence Cloud?

* What is the roadmap for the predictive
planning part of SAC?
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Self-Service Analytics Integrity

There has been a notable shift away from the once popular aim of having
self-service analytics for everyone across a business. In some cases, self-
service tools have exposed inconsistent interpretations of data being
presented to the business, depending on who is presenting it. Recruiting
specialist Data Analysts into business functions or preparation of canned
reporting has become a more popular choice to ensure one single,
consistent perspective is being served to the business.

* For self-service analytics to give an accurate
view, the notion of self-service must be
defined within an organization. Is it as simple
as providing an open environment, an easy-to-
access place to capture data?

* How are customers using canned reporting to
increase reporting integrity?

* How do you ensure people are trained to use
self-service tools?

* Would be better served by a functional
analyst?

* How do you go about recruiting a functional
analyst and what skillsets should you look for?

* Where is the balance between self-service,

governance, and support of self-service
artifacts?

* How do you educate and enthuse users
around the nuances of data practices?

*  Which users need the capability to build their
dashboards and create their analytics reports?
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Cybersecurity

Cybersecurity was ranked as the most important topic for discussion

by our SAP Security practitioners in our 2023 research. Not surprising
given the high-profile cyber-attacks on ANZ businesses in 2022. Moving
forward SAP security needs to extend beyond the traditional scope of
authorizations and roles, to ensure the resilient protection of your SAP
infrastructure. This should include privileged Access Management at the
database and operating system level, and the ‘hardening’ of your SAP

environment from external threats.

Customers want to understand how their SAP
security and cyber security efforts link. More
often there is a void between the two. Whether
it’s a cloud application vulnerability or SAP
service support that leads to access to your
system, it’s important to consider how to manage
this.

 How can vulnerability and penetration testing
help us to understand external threats?

* How do we manage the disruptive impact of
Patching?

+ How do we evaluate what data needs to be
protected and manage that protection?

*  What practices should you put in place to
ensure custom code is developed securely?

* How should we address device security
especially when one is going mobile
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What monitoring are you doing to the cloud
environment?

How do we get assurance from SAP that they
are doing everything they need to secure our
platforms/environment?

What is the roadmap for critical data cloud?
How do you audit SAP?

Who can present the SAP Security Road Map?
What's a site violation report?

How do you protect a hybrid cloud
environment, with multiple platforms,
products, and delivery partners?

How do you secure a highly customized SAP
environment from Cyber-attacks?

What degree of risk should businesses live
with?
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Cloud Security

SAP’s view on cloud security is of hot interest. These days most SAP
customers have an interest to some extent; they may be operating cloud
products, hosting their ERP in a hybrid or multi-cloud environment,
have made a full cloud migration, or considering it. Regardless of your
landscape, many want clarity and assurance about the security of SAP’s

cloud products.

When it comes to cloud migration your provider’s
Shared Responsibility Model defines the line
between your responsibilities and those of the
provider, but they vary by provider. Can SAP

help customers navigate the options and what it
means for them?

SOCT & 2 reports tend to cover this to a low

level of detail, but contractually this may vary

by customer. SOC1 & 2 reports do not address
third and sometimes fourth-party arrangements
between SAP and hosting providers in
outsourced arrangements, for example, as the
contract is not between SAP and the Customer,
but SAP and one or more vendors. Where do SAP
customers stand on third-party provider security
compromise?

Operating in a hybrid or multi-cloud environment
adds security complexity. IT and security leaders
will manage security across multiple points of
connection and systems, and the overall identity
and access management lifecycle should be
considered.

* Who can define what cloud best practices are?

* What unexpected impacts are customers
experiencing, following a public cloud
migration?
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What is SAP’s responsibility and accountability
under its Cloud services offerings, particularly
when it comes to third-party risk and Cyber
Security?

What is SAP’s view on monitoring, reporting,
SIEM and SAP’s Cloud Security Framework?

How do we address security challenges that
occur from hybrid landscape integration?

How should we restrict our data appropriately?

What additional tools do we require to secure
our cloud environment and products?

What are the standard terms for an IT-
managed or cloud service arrangement with
SAP?

If SAP is promoting Cloud Services that are
meant to be secure, how can SAP assure its
customers that all layers of the architecture
are secured properly and being monitored?

What support is available for critical
asset providers to comply with regulatory
requirements in the cloud?

How can SAP Critical Data Cloud help us meet
our regulatory requirements?
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SAP Ildentity Access Management
(IAM) & Access Governance

Security and user experience go hand in hand. Employees want system
navigation that is seamless and allows them to simply do their jobs. They
don’t want to be burdened by logging into multiple security layers. They
have become accustomed to the simple login processes of consumer

technology they are accustomed to.

Security has a direct impact on overall user
experience and is the first exposure a user

has to a new solution. A poorly implemented
authentication process can leave users with a

bad taste before they begin. The rise of SaaS
deployments means that what is inside or outside
of a company is not as cut and dry in the new
world and the notion of the corporate firewall is
becoming diluted.

Identity Management is an area to focus on and
long-held assumptions of what is required in an
IAM sense are changing. Employees in the cloud
only require a network to access their tools via
their browsers and often via personal devices.
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How does Security get oversight and control
of identity and access management when SaaS
implementations are typically business-led?

How do you address Segregation of Duties
(SoD) in the cloud?

What does the future state of access
governance look like?

How do you shift toward consolidation for
Saas-based identities?

How will the SAP product roadmap support
the future state?

How are organizations managing Bring Your
Own Device (BYOD) scenarios?

How do you improve governance of identities
in existing landscapes i.e. brownfield
implementations?

What is best practices for role remediation and

SoD and how do you minimize the impact on
the business?







04

Governance, Risk & Compliance
(GROC)

Businesses must comply with strict governance laws and harsh penalties
are dealt to those that fall victim to data breaching. A successful GRC
strategy requires close alignment between IT and business objectives
while managing risk and meeting compliance requirements. Meeting
compliance involves creating IT controls as well as auditing those
controls to ensure they’re working as intended.

« How do you begin developing a Governance
framework that leaders can buy into?

*+ How do we get the best value and benefits
from a GRC tool?

« How do SAP Security teams foster close
collaboration between lines of business?

« What are the pros and cons of GRC for
provisioning?

e How do you ensure SAP Security (GRC) is

continually aligned with a changing business
environment?

« How can we debunk GRC language that
business users can understand and own?

40






05

Data Privacy and Protection

Data protection and ensuring their business is compliant with the
regulatory aspects of data protection all remain high on the agenda for
SAP security leaders. Internal HR data and external customer data all
need protection. Data protection is part of your business processes and
not just an issue for the security teams to define and take care of.

The business needs to understand what risks
they are exposed to take ownership. The key

is in the way information is presented. Simply
producing reports on the risks and the access
people have doesn’t always translate. Explaining
the implications of system access with individual
teams, reducing and refining SoD with them,
and working closely with SAP security teams are
all practical ways customers had improved and
informed their data protection practices.

Classifying the data and taking an inventory of
it will inform the security control requirements.
Data classification helps one understand what
needs to be protected.
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Can Signavio help embed data protection into
your business processes?

Who has implemented RealTech’'s SWM
product?

How do we update our rule sets to avoid
superficial security?

Who should lead the conversation around data
privacy?

What third-party masking tools and add-ons
are customers using to integrate with SAP?
What experiences do SAP customers have
with SAP’s Ul masking and logging tool?

What are the features of SAP S/4HANA Cloud,
Private Edition to support data security?
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Embedding a Strong Security
Culture

Maintaining robust cybersecurity and SAP security practices is now non-
negotiable. Raising cultural awareness of security and instilling this from
the board level down is pivotal to engraining a healthy security culture
within an organization. The risks a security breach poses for businesses
are extremely high, potentially interrupting operations and denting
revenue and reputation.

Many we spoke to felt that lack of understanding « How do you benchmark your business security
and awareness amongst users was a key practices?

challenge, so how do security practitioners and « How do you shift the mental model held by
business leaders best educate their employees to people when it comes to security awareness?

avoid poor security practices? L .
* How are organizations educating employees

to identify fake phishing emails?

* |s there a governance framework in place to
address the risks and a willingness to comply
with the controls at the operational level?

*  What role should the CISO and executive team
play in guiding a safe security culture?
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Development Security

DevSecOps is the integration of security at every phase of the software
development lifecycle, from design, integration, testing, deployment,
and delivery. These concepts need to go hand in hand. One of the way
in which DevOps can optimize speed is the notion that the software
developers are developing the code and choosing the infrastructure to
control the build process. On-prem, your app lives on a server, and you
load through the IT organization. But in the cloud, you are operating
on someone else’s server and so have much less control. The control
requirements in the cloud-first model are often different from on-prem,
or perhaps requirements remain the same, but the actual control is
different. Imagine an example where the development environment is
selected by the developer, who also sets up the code repository - in this
example, the checks and balances are diminished, and the developer has
far more control.
* How do you ensure your developers are

securing their code appropriately?
+ How do you best manage security through the

development/DevOps cycle?
* What is the best organizational support and

accountability structure?
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