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On Premise Datacenters

Port 80 Open

VPN Proxy Server

Prior to server hosting, PAAS, SAAS, etc., many datacenters were open networks internally.  No segmentation or 
server connection restrictions and minimal ports open through the firewall.  Any user connected must operate 
on a VPN or Citrix server.



On-Prem Systems

• Cybersecurity Risks
• Yearly Software Updates?
• Monthly/Periodic Security Patches?
• Custom Modification Code Review?
• Open Network?
• RFC Access?

• It does what we need
• “If it isn't broke, don’t fix it”



On Prem before the Pandemic



Where We Were

On Premise Datacenter Firewall with limited 
ports open

Open internal networks
Standalone ERP system 
with limited external 
integration



Managing 
Platform Risks

• Moving from a private 
datacenter to a private cloud 
provider, many customers have 
reduced risk since companies like 
AWS apply platform patches at 
least monthly.

• Ownership of risks above the 
platform such as Linux O/S, 
HANA DB and S/4HANA remain 
the customers responsibility.



SAP Cyber 
Risks



SAP Cyber Risks Are Real



SAP Security Patch Day

• Synchronized with software vendors like Microsoft on 2nd Tuesday
• Patching is required to protect against new types of attacks or newly 

identified weaknesses
• In a private data center behind a protected firewall – patching is 

important
• With cloud data centers, internet enabled applications, hosted 

applications – patching is critical
• SAP Security Notes & News

https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html#:%7E:text=SAP%20Security%20Patch%20Day,or%20newly%20identified%20potential%20weaknesses.


Reducing Client Risk

• ECC Single System User with tightly controlled access
• S/4HANA has many users but can be mitigated with proper role design
• Eliminate obsolete clients

• SAP Note 1749142 – Removing unused clients including client 001 and 
066 to reduce attack surface

• Lock SAP* and remove role assignments
• Lock DDIC User Account except for upgrades
• RSUSR003 Check Standard users for locking and password risk
• SAPCPIC is obsolete and should be deleted (Confirm EDI and RFC are not 

hardcoded)

https://help.sap.com/doc/saphelp_nw73ehp1/7.31.19/en-US/4f/3eaa7349aa2eb5e10000000a42189c/frameset.htm
https://help.sap.com/doc/saphelp_nw73ehp1/7.31.19/en-US/4f/3eaa7349aa2eb5e10000000a42189c/frameset.htm


To Reduce Risk Requires a Change of Habits

Bad 
Habits

SU24 
Updates

Audit 
Logs

Manual 
Values

S_RFC = *



PASSWORDS
Who uses a userID and 
password of 8 characters 
or less for SAP 
authentication?



Impact of 
Stolen 

Passwords 

• Internationally, the average cost of a data breach in 2020 
for businesses was $3.86 million, according to IBM. 
However, for the U.S, the average cost was the highest 
worldwide at $8.64 million.

• In the manufacturing industry specifically, malware that 
stole credentials and dumped passwords created 922 
cybersecurity incidents in 2020. 73 percent of these 
incidents were motivated by financial incentives, while 
with 27 percent of these incidents, the motive 
was espionage.

• If companies have a data breach caused by stolen 
credentials, they can lose up to three percent of their 
overall market value long-term. For the retail industry, this 
loss triples to nine percent within only 30 days of the 
breach announcement. According to researchers from the 
University of North Carolina’s Kenan Flagler Business 
School, this increase is due to the fact that retail 
customers are less brand loyal than consumers in 
other industries.

2021 DBIR Results & Analysis | Verizon

https://www.verizon.com/business/resources/reports/dbir/2021/results-and-analysis/


Impact of 
Stolen 

Passwords - 2 

• Data breach data sourced from: How Secure Is My 
Password? | Password Strength Checker (security.org) which 
sites multiple additional data sources.

Top Data Compromised
% of Manufacturers with 

Data Breaches in 2020

Credentials 55%
Personal 49%
Payment 20%

Other 25%

https://www.security.org/how-secure-is-my-password/


How secure 
is your 

password?

Are Your Passwords in the Green? 
(hivesystems.io)

https://www.hivesystems.io/blog/are-your-passwords-in-the-green


Solutions to Reduce Password Risks

• Implement Multi-Factor 
Authentication
• Deactivate SAP passwords
• Use biometric data, secureID
tokens, USB Yubikeys
• X.509 certificates from company 
managed devices
• Solutions such as SAP Single Sign on 
are easy implementations



Planning your 
Digital 
Transformation



A destination was picked but the path for your journey takes planning before you pack the bus.



Migration Planning

• What is your roadmap?

• Which path is the right path?

• Are there tools to help 
management with educated 
paths?

SAP Transformation Navigator

https://support.sap.com/launchpad/en/trafonav/faq.html


S4HANA Security Scope

• Every Path to S4HANA impacts 
Security with new business 
processes 

• Any migration path to S4HANA 
requires activity analysis



Using DATA to Drive Requirements

DATA KNOWLEDGE REQUIREMENTS



S4HANA Security Scope



Transactional Activity – ST03N



Transactional Activity – GRC Action Usage



Historical Analysis

• If 12 months of data, how many 
transactions with less than 100 
executions are mistakes?

• If there are old and new transactions, 
why are both in the design?

• Will your business processes be the 
same after S4 implementation?

• Do you have SCM or APO?  Several 
functions are reintegrated to the S4 
Core.



Lessons Learned from Analysis
• As SAP Simplification 

occurs, more transactions 
will become obsolete

• Your business processes 
from your existing system 
may already be obsolete

• Simplification eliminates 
many tables, but some still 
exist to enable migration 
to customizing

SAP provides tools for transformation, simplification and documentation 
Using these simplifies migration 



Analysis helps with 
scope, but planning 
is required for 
simplification and 
user experience 
improvements.



Patch your 
environment? 

Follow best 
practices?



Even with analysis and planning you will still discover obsolete 
transactions

• Best Practice:
• Apply latest support packs
• Execute SU25
• Test every transaction in 

scope
• Maintain SU24 

Authorizations
• Report Issues to SAP 

Support



Transactions vs. Fiori Apps



Fiori Terminology

Fiori 
Launchpad

• User access 
point

• Tiles related 
to apps

Catalog

• Set of apps 
for one role

Group

• Subset of 
apps from 
one or more 
catalogs

Roles

• Provide 
access to 
assigned 
groups & 
catalogs



FIORI Apps Library

https://fioriappslibrary.hana.ondemand.com/sap/fix/externalViewer/#/detail/Apps('F2121')/S16OP

https://fioriappslibrary.hana.ondemand.com/sap/fix/externalViewer//detail/Apps('F2121')/S16OP


Backend S4 Role



SAP Gateway Role

Fiori Applications may require services in both front end and back-end roles.  These services link to the 
ODATA services which are being called. 



GRC Access Control Ruleset Required Updates for Fiori 
and HANA

2720157 - Access risk analysis shows no results after upgrade

2600114 - Missing S4HANA Fiori Functions in BC Set 
GRAC_RA_RULESET_COMMON in SP20 of V1100 (SP06 of V8000)

2704494 - S4HANA & Fiori Risk Analysis does not show correct 
violations

2697987 - S4H and FIORI SOD risk analysis shows Fiori Apps from 
S4H connector

* * *

Lesson Learned – Although GRC Access Control may not require upgrade, notes and 
configuration were required. 



S4 Security 
Development 
is 3X ECC 
Development

Do not underestimate security development or testing



SOD Violations What is the status of your existing controls?



Managing Change is an Ongoing 
Process!



Replacement of SAP Fiori launchpad Home Page 
by Spaces and Pages

SAP Note 2970113 Solution

• Please be aware that the classic SAP Fiori launchpad home page that collects all 
groups of the assigned business roles for a user will be replaced by the spaces and 
pages. The group-based home page is deprecated and will be replaced in a future 
version.

• “Deprecated” implies that a feature is no longer enhanced and will be replaced in the 
future. In order to remove functionality, SAP announces this at least two releases in 
advance.

• The first step planned is to have spaces and pages as default instead of the classic 
SAP Fiori launchpad homepage. This is planned earliest in the year 2023.

• The replacement step is planned to follow at a later point in time.

Jocelyn Dart SAP Blog - Migrating from groups to spaces and pages – Why, When, and Key Differences

https://blogs.sap.com/2022/04/28/sap-fiori-for-sap-s-4hana-migrating-from-groups-to-spaces-and-pages-why-when-and-key-differences-for-users/




How to Connect with Me

E: greg.capps@gapac.com

M: +01 404-797-6541

Li: linkedin.com/in/@cappsgreg
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