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In This Session

Learn how to properly assess Segregation of
Duties (SoD) and Critical Access risks, while
avoiding the "transaction code trap"

Understand the controls most important in the
change control and transport process, including
the type of documentation typically expected

Review the logs and log monitoring procedures
that are enough to "get you by," and contrast
those with the ones that should be in place
regardless of any regulatory requirements

Explore how key tables and files related to ITGCs
can be used to facilitate continuous monitoring
in tools like Process Control
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What We’ll Cover

* Afew basics

 SAP security

* Development and change control

* SAP logging

 New Considerations with SAP S/4HANA
e Continuous monitoring of ITGCs
 Wrap-Up




A Few Basics




Browsing the vendor master
file

Key display transactions

In SAP S/4HANA, transaction BP
» Display in BP role:
o “Business Partner (Gen.)” for general data
o “Supplier (Fin. Accounting) for company code specific
data
In ECC
 FKO3 (Central + Company-Code)
« MKO3 (Central + Purchasing Organization)
» XKO3 (All)
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Terminology

Details on the next slides: i INST | (INST |
» System '
* Instance

* Client

* Transport Path
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Terminology, Continued...

SAP System
* A discrete installation SAP software
o Defined set of functionality, configured as a unit
o ldentified by a 3-character System ID (SID)
e Architecture...
o Database (physical or logical)
o 1+ application server instances (ABAP / JAVA)
o Central Services (e.g., messaging, enqueue)
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Common SAP System Types

S/4HANA (SAP Business Suite re-written to optimize on the
HANA DB

ECC (ERP Central Component)

EWM (Extended Warehouse Management)

BW (Business Warehouse)

GRC (Governance, Risk, & Compliance)

Solution Manager (centrally manage configuration)
Portal Systems (JAVA-based)

CRM, SCM, SRM, PLM
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Terminology, Continued...

Application Server Instance (aka Instance)

« Administrative unit of an SAP system providing the actual
data processing and corresponding services

o group of resources (memory, work processes, etc.
usually in support of a single application or DB)

* Often used interchangeably with "application server" or
"server", although not technically the same

« Started, stopped, and monitored as a single unit
* multiple instances for load balancing
Identified by a host name and a two-digit instance number
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Terminology, Continued...

Client

* Means to logically separate complete SAP functionality
within a single SAP system

o e.g. QA, sandbox, training on same SAP system

* Represented by a 3-digit code, unique within the SAP
system

* Entire group or corporation typically runs in a single client
» Logically separates configuration and other data

o Client field (MANDT) in most tables
* Limited number of client-independent tables

o Unknown to most users (no entry of client after initial
login)
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Terminology, Continued...

Transport

* SAP term used for the process of moving configuration
and program changes from one Client to another (within
or across SAP Systems)

* Individual change requests aggregated into a Transport
Request in DEV

o before being moved to a QA and production
* Transport Path defined during intial SAP setup

o governs the rules for how changes can move between
clients

More on this later
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Terminology, Continued...

Transaction Code

Also known as a “T-Code”, or simply a “Transaction”
Calls an SAP program

First letter often represents the relevant SAP module
Special Type called a Parameter Transaction:

o Calls standard transaction with pre-defined values
o Can skKip first screen—means to enhance control
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Terminology, Continued...

Program
« Set of instructions written in ABAP/4

« Typically called by a T-Code, but can be executed directly
by certain functions

* Report program typically has 3 stages
o Data entry
o Processing
o Output
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T-Codes vs. Programs

T-Code
A

T-Code ABAP
B Program

T<input>

Parameter
T-Code

A T-Code is similar to a Microsoft Windows shortcut. It merely calls a
=] program. Programs may be called by multiple T-Codes
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T-Codes vs. Programs, actual

examples

FKO2

Control Data
Checkbox
Checked

OCCK

FF.5 \

FF_5

<no additional
input>

oT41

SAPMFO2K

RFBASMOO
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Special Transactions - Audit
Usage

Viewing Table Data < W General Table Display
SE16N (preferred) ~ (2 Background Numberof Entries 8% 8% 8% (& Morewv Q o Exit
* Some admins may raise security concerns; these are Table: [VBAK o | sates Document: Header Data

unfounded if audit access set up correctly T
SE16H (HANA-specific) S

L. Maximum no. of hits: | 500

* Allows table joins (2 tables)
* Allows summarizing data (e.g., total by doc type) Get Field: SE

Selection Criteria

SE16, SE17 (outdated and much less efficient)

Fld name O... FrValue To value More  Qutput Technical name
. . Client MANDT
Rega!rglless of transaction used, browsing tables can expose r— ¥ " = e
SenSItlve data Created on A3 0 v ERDAT
. . . . . Time I =l v ERZET
Consider what is required, restrict appropriately Created by X 7 v ERNAM
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Special Transactions - Audit
Usage, continued...

< KUl Customizing: Execute Project

~ | | 63 SAP Reference IMG | [i] IMG Information  Project Analysis  More ™

Reviewing Configuration MyCus | Structure
. . . Projec ~[(e2  SAP Customizing Implementation Guide -
SPRO (highly useful, if not required) | 5 Commercial Project Management
* Time-consuming to initially grant display access (& (S Activate Business Functions
» Many configuration settings can be viewed directly in tables ’ Conversion of Accounting to SAP S/4HANA
via SE16N / SE16H > SAP NetWeaver
> (&3 Enterprise Structure
SPRO at times is easier to interpret than table data for >fs  Cross-Application Components
certain configurations > Mobile Application Integration Framework Configuration
* Field status groups > SAP Portfolio and Project Management
« Data validation rules v Financal Accounting ,
v Financial Accounting Global Settings
* Workflow (& (= Regenerate CDS Views and Field Mapping
Use “Find” to quickly jump to a section if you know words in ’ Ledgers
the title > Global Parameters for Company Code
> Functional Area for Cost of Sales Accounting
* Tolerance 9 Document
* Default v Document Types
. Assign (s & éDefine Document Typesé
. Set (& (T Define Document Types in a Ledger

> (e Document Number Ranges
* Check (& (= Define Posting Keys
f'&s (= Screen Variants for Document Entry
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Special Transactions - Audit
Usage

ALO1 - The Relationship Browser

From a given document, show all related SAP documents

Note the multiple sets of material documents for the given
purchase order

Often not provisioned in audit roles (due to lack of
knowledge about this transaction)

Relationship Tree

Descriptn

“/Accounting document

1710 5000000000 2022

~Material Document
Inbound delivery
~Purchase Order
Quality notification
Quality notification
Purchase requisition
~Material Document
Accounting document
Controlling Document
~Material Document
Accounting document
Controlling Document
> Material Document
> Material Document
> Material Document
> Material Document
~ Incoming Invoice
Workflow
Accounting document
Controlling Document

5000000000 2022
0180000000
4500000000

Packaging Damaged
Broken Packaging
3000000000
5000000041 2022
1710 5000000005 2022
AD000 ADODQOOF700
5000000042 2022
1710 5000000006 2022
AD000 ADODOOFB00
5000000043 2022
5000000044 2022
5000000045 2022
5000000046 2022
5105600125 2022
Invoice: Release Blocked Invoices
1710 5100000027 2022
AD000 AD00000100
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Special Transactions - Audit
Usage

The (FREE) Audit Information System

If granted access, AIS will appear in the user menu

Accessed by the SAP_AUDITOR role, or a variation

» Standard role requires cleanup, as it does grant some
create/maintain privileges (not just display)

Standard in SAP S/4HANA, as well as SAP ECC and SAP R/3

~ 9 User Menu for Steve Biskie

~ 59 AlIS - Audit Information System
> [ AIS - Administration
> [ System Audit
v 4] Business Audit - Individual Financial Statements
> [ AIS - Organizational Overview
> [ Financial Statements - General
~ 7] Balance Sheet - Assets
> [JAIS - Tangible Assets
> [JAIS - Real Estate
v 9 AlS - Material Inventories
~ 9 Consistency Checks
¥ MBSL - List of Stock Values: Balances
¥ MBSK - Stock Consistency Check
@» S_P6B_12000135 - List of Goods Receipt/Invoice Receipt Balances
@» S_P6B_12000136 - MM/FI Balance Comparison
[ Material Master Data
[ Material Stocks
[ Physical Inventory

[ Balance Sheet Valuation

[ Ranking Lists/Key Figures

[ Price Calc.

[ Goods Movements and Documents

R N " " S VR Vg
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SAP security




Default User IDs

Every SAP client has a well-known set of default user IDS

Default SAP clients depend on whether you are running
SAP ECC or S/4HANA

Three Default Clients (SAP ECC)

000 SAP R/3 base image. Used for release changes, updates, and special
customizing tasks.

001* A copy of client 000

066** EarlyWatch. Used for technical monitoring by SAP AG.

o *001 goes away with S/4HANA
o **066 no longer needed per recent SAP Notes
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RSUSROO3: Auditing default
user IDs

 Shows default user ID

Client‘ User : Lock Password Status

000

010

100

110

120

130

DDIC &) Exists; Password not trivial.
SAP* E Exists; Password not trivial.

SAPCPIC Does not exist.

TMSADM " Exists; Password not trivial.
DDIC &' Exists; Password not trivial.
SAP* (0 Exists; Password not trivial.

SAPCPIC Does not exist.

TMSADM " Exists; Password not trivial.
DDIC =" Exists; Password not trivial.
SAP* (0 Exists; Password not trivial.

SAPCPIC Does not exist.

TMSADM " Exists; Password not trivial.
DDIC =)' Exists; Password not trivial.
SAP* &' Exists; Password not trivial.

SAPCPIC Does not exist.

TMSADM ﬂ' Exists; Password not trivial.
DDIC &' Exists; Password not trivial.
SAP* (5y Exists; Password not trivial.

SAPCPIC Does not exist.

TMSADM " Exists; Password not trivial.
DDIC &' Exists; Password not trivial.

Reason for User Lock Failed Valid from Valid to Policy Info st_atus E'fleOSS all
1 clients in the SAP

Locked by unsuccessful logons system
* In addition to not

having default

Locked by unsuccessful logons passwords, all IDs
excluding TMSADM
should be locked

Locked by unsuccessful legons

Locked by administrator
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SAP System Parameters

Used to maintain configuration over the
operation of the SAP system

Provide system-wide control over some
aspects of Security

Several options for applying to SAP
system

» Globally for all instances

o Set in the system Default profile
DEFAULT.PFL

e Separately for each instance
o Set in an Instance Profile
Defined via transaction RZ10
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Parameters: logon behavior
(typical SOX)

Login/fails_to_session_end

Login/fails_to_user_lock

Login/failed_user_auto_unlock

rdisp/gui_auto_logout

Defines the number of times a user can enter
an incorrect password before the system
terminates the logon attempt

The number of times a user can enter an
incorrect password before the system locks the
user.

Enable automatic unlock of [auto] locked user
at midnight

Maximum time (in seconds) allowed between
input from the GUI before automatic logout. O
= not active
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Parameters: Password
Characteristics (typical SOX)

Login/min_password_Ing Sets the minimum password length. Values can be a
minimum of 3, and a maximum of 40%*.

Login/password_expiration_time Number of days after which a password must be changed. A
value of O indicates no password change required

Login/password_history_size Controls the number of passwords SAP stores in password
history for each user, rejecting new passwords that exist in
the history file.

login/min_password_digits Define the minimum standards for password composition
login/min_password_letters

login/min_password _lowercase

login/min_password_specials

login/min_password_uppercase

26
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Advanced Parameters:
Special logon considerations

Risk / What to look for

login/disable_multi_gui_login

login/multi_login_users

login/disable_cpic

If = 0, multiple logins to the same client by the same ID are
allowed

Regardless of above, exclusion list of user IDs that are
authorized to log into the same client multiple times

If not using CPIC communications, should be set to 1 (RFC
communications still allowed, but CPIC will not be)
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Advanced Parameters:
Passwords & IDs

Risk / What to look for

login/password_compliance_to_cu
rrent_policy

login/password_max_idle_initial

login/password_max_idle_producti
ve

login/password_change_waittime

If set to O, user password does not need to comply with
current password rules (if changed frequently) until next
required password change

Time in days between initial password setup or password
reset and next login before user ID automatically locked

Number of days a user-changed password can be inactive
before the ID is automatically locked

Number of days required between user password changes
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Auditing SAP Parameter
Settings

Review key parameter settings via transaction RSPFPAR

e Similar to report RSPARAM that you will find in a lot of
audit reports, but...

 RSPARAM does not have a standard transaction code,
and...

* Unless a custom transaction is assigned to call
RSPARAM...

* Then someone would need to run it via SA38...

o ...And as we said...no one should have SA38 in
production ©

* Compare values to corporate security policies

Advanced Auditing - Use Transaction TUO2

* Able to show changes by date, and changes since
specified date
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Understanding RSPFPAR

If the User-Defined Value is blank:
* The System Default Value applies
* Otherwise, the User-Defined Value applies

Display Profile Parameter
Gf BE &FF ETCEHT H

Pararmeter Marme Lizer-Defined Yalue Systemn Default Yalue
loginfrnin_password_uppercase 0
loginfroutti_login_users WHAERLE
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Parameter Documentation
from RSPFPAR

Highlight the parameter you are interested in

Goto > Call Tran. RZ11

[ Parameters  Edit | Goto | Settings  Systern Help

& |l e o000 RE em

L

Display Profile  cal tran. rz11 N Fa \

Back F3
@ BB & _° |
Parameter Marme Lizer-Defined value
[ogin, rin_password_uppercase
login/rlti_login_users WHAERLE

Click the Documentation
icon

Display Profile Parameter Attributes

mmige)
L3

Param. Mame
login,/rLilti_login_users

Shiort description(Enal)
Appl, area
Parameter Typ
Changes alowed

walid for oper, system
DynarnicallySwitchable
Same on all servers

DAit: value
Profietal
Current value

list of exceptional users: multiple logon alowed

Logon
Character String
Change permitted

411 operating systems

WHAERLE
WHAERLE

m [
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TUO2: Parameter Change

Dates

=4 =] O [
List Edit Goto Tune Edit Goto System Help

|@| 240 e DHE Sto0 I RE @

Parameter Changes in SAPSYSTEM

| seleqtPeriod || Active parameters || History offile |[ @ Server names |[GF] | |
b

08.06.2010 10:06:12 UGT
Dates of most recent SAPSYSTEM parameter changes

HostMName |System ID|Modif. .

- l . l : III:-'Chnclse Changed Parameters
iwdfrvtd 54 13.08.20

iwdfivie 0z 07.07 201 Display parameters changed since
susellsap16 00 08.06.20

Date changed Iﬁ‘]

\\
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TUO2: Parameter Changes

[= =] B [=]
List Edit Goto Tune Edit Goto System Help

lg 2 IH @@ BHE nnan AR O
Parameter Changes in SAPSYSTEM suse10sap16 00

Select Period || Active parameters || History offile || Display: INT=sID=.0RA |[GH] | [&|[F] | &85 &[T ||

08.06.2010 10:14:39 UGY suse1lsapib
DNR_ATRA
Modif. |Parameter rew Parameter Value
08.06.201 EIE DIF_ATRA fusrisap/UG7/IDVEBMGS00/data E
DIFE_ALDIT fusrsap/UGT/IDVEBMGS00/ag E
DIF_BIMNARY fusrsap/UGTIDVEBMGS00/exe ]
DIF_CCM3 fusrisaplcoms
DIE_CLIEMT_CRAHCME
DIE_CT_LOGGING fusrisap/UGT7IEYS/global
DIFE_CT_RILIM fusrisapllGTIsY Siexerun
DIR_DATA lusrsap/UG7/IDVEBMGS00/data E
DIR_DEM= lusrisap/lGTISYSISAPDE [+]
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Authorization object

Key security element providing information about what user
authorizations (credentials) can be checked

 if referenced by ABAP code or certain other processes,
then the user authorizations will be verified before
proceeding

Contains one or more Fields (up to 10), telling SAP security
to look for a certain data element in the user’s
authorization

These fields then contain Values, defining the specific
criteria that must be met

Provided by SAP, but custom objects can also be created
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Authorization object,
continued...

Within the authorization object, the value of a field often represents specific data or
range of data

For example, an authorization object may contain the field BUKRS, which represents
the data element Company Code

* The value for field BUKRS could be a specific company code, such as 1000

* The value could also specified by a wildcard (*) which would be all company codes

VRN VRN VRN
Authorization Authorization Authorization
Object Object Object
Field Field Field Field Field Field
Allowable Allowable Allowable Allowable Allowable Allowable
Values Values Values Values Values Values
N N N N N N
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ACTVT

A special type of field contained by some authorization
objects

The field ACTVT has values which define the type of activity
a user can perform

The most common audit-relevant values referenced by
ACTVT include:

* 01 Create

e 02 Maintain

* 03 Display

* 06 Delete

Some activity values are unique to certain types of objects
« 22 Assign is used for security administration
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F_BKPF_BUK & F_BKPF_BLA
example

%E [E Table Entry Edit Goto  System  Help w

& 4B e EHE ool BRE @
Display of Entries Found
Gl
Tahle to be searched EKEF Accounting Document Header -
Mumber of hits 500
-
Runtime ] Maximum no. of hits I_ElIJlIJ|
&) (&)=t . (&)%) [S]¢ )E =) 0] 5] [2 oetais
BUKRS | BELMNR GJAHR BLART|BLDAT BUDAT MOMAT CPUDT CPUTM AEDA
ooo1 100000000 1995 SA 06.06.1995 06.06.1995 6 06.06.1995 14:28:00
ooo1 100000001 1998 KN 05.05.1998 05.05.1998 3 05.03.1999 17:05:29
ooo1 4900000338 2012 WA 02.02.2012 02.02.2012 2 02.02.2012 11:06:20
ooos eoo0ooo0 2007 SA 31.12.2007 31.12.2007 12 10.01.2008 09:51:22
aons ooooooa 2008 SA 31.12.2007 01.01.2008 1 10.01.2008 09:51:24
nons 100000000 2005 SA 31.12.2005 31.12.2005 12 17.05.20006 10:25:02
nons 100000000 2006 S5A 13.03.2006 13.03.2006 3 13.03.2006 15:15:25
nons 100000000 2007 5A 01.01.2007 16.01.2007 1 16.01.2007 17:17:58 -
L I -
1 i
SAPg [ | SE16M * | suselOsapl6 K OVR =B 37
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Authorization

A named set of one or more authorization objects that have
been assigned values

VRN

Named
Authorization

g
>_

N

Authorization Authorization Authorization
Object Object Object

-
=N

Field Field Field Field Field Field

>_
=
>_
K
>_

)

Assigned Assigned Assigned Assigned Assigned Assigned
Value(s) Value(s) Value(s) Value(s) Value(s) Value(s)
N S N S N N S N S N S
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Profile

Defines the authorization(s) that will be granted to assigned
users

TN
Profile

Composite profiles only contain other profiles :]i

Authorization

7~ N\
Composite N

Profile

~
PN =N

Can only contain authorizations

Profile Profile
Authorization Authorization

39
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Role

Allows grouping of one or many Profiles, typically into a job
function or task

Include at least one Profile N
Unlike a profile: Role
* can be effective-dated N
_ Composite
Composite roles can Role
contain one or many .
single roles \|/ Profile
« Same effective dates /l\ /l\ ~—
Role Role
Profile Profile
S N
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Typical Access

VRN
User Master
Record (UMR)

=

Role

T

Profile

T

Named

Authorization

N S

N

Authorization
Object
N

L N

Authorization
Object
N

o
T N

Composite Role Role

}

Role

H

Profile

o iy

}

Role Profile
Named

Profile

Authorization

T T T
N
Named Named Authorization
Authorization Authorization Object
NS \L/_\ S
Authorization Authorization Authorization
Object Object Object
N N N
Authorization Authorization
Object Object
N N
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BEWARE...

VRN
User Master
Record (UMR)

~

Should be uncommon,
but is possible

N

N

Role

g

Profile

T

Named
Authorization

N

i

7 N

Authorization
Object

N

L 7 N

Authorization
Object

N

N

N

Composite Role Profile
Named
Role Role Authorization
T T T
N
. ) Authorization
Profile Profile Object
T T g
N
Named Named Authorization
Authorization Authorization Object
N— N—
I N N
Authorization Authorization Authorization
Object Object Object
S N N
|~ N
Authorization
Object
N

A~

Composite Profile

~

N

>_

Profile Profile
Named Named
Authorization Authorization
N S
N
Authorization Authorization
Object Object
N N
N
Authorization
Object
N
42
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SUIM: User Information
SyStem Much of your security audit

time will be spent in SUIM

[& Structure Edit Goto  Utiities(M)  Additional Infarmation w The key to where to start

wl_

L

| Y dEH e DHE oThOon B> depends on what you want
B returned (think left column of

User Information System results)
£d %% &k B & &

Structure

T llse
b

r Information System
Ilsar

Roles

Profiles
Authorizations
Authorization Objects
Transactions
Comparisons
Where-Used List
Change Documents

=

E’-':," [* | SUIM *  suselDsapl6 OVR =
43
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Ideas for Users by Complex
Selection

Look up specific user IDs or groups of IDs
* Contractors
* Terminated/transferred employees

See who has been assigned a known sensitive role

Report on who has been granted specific values for an
authorization object in any of their authorizations

The many options for selections with this screen,
combined with the use of multi-select criteria, makes
this one of the more powerful reporting areas of SUIM
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Users By Complex Selection

Criteria

Selection criteria for user

Selection by values

User | 5 [=
Group for authorization | | E
Liser group (general) | | B
Reference user | | B
User ID alias | | =
Role | | =
Profile name | | =
AMD Prafi AND Profil |

Transaction Code | |

Selection by Field Hame
Field Mame |—| Walue |—|

Entry values |

Authorization ohject 1

Authorization ohject

| ]

ARD authorization ohbject 2
Authorization ohject

| ]

AMD authorization object 3
Authorization object

Additional selection criteria

Account number

Selection by authorizations

Authorization ohject

Authorization

Start menu

Dtput Device

o] o]

Walid until

Llser Type for Measurement

[ ]Locked Users Only
[ CATT check 1D

[]Unlocked Users Qnly

o

* Note: This is an
older view of the
selection screen to
show relevant
options more easily
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Avoid a common mistake

Transaction Code

Always use this: \

The “Transaction Code”
section on some SUIM
screens is only looking for
the T-Code in a role menu,
and can miss manual
assignments as well as
T-Codes granted via a
directly-assigned profile

/ Instead of this...

-
FEOZ
=

Selection by values

Entry values
Authorization object 1
Authorization object 5 TCOLDE
Transaction Code

I 51
Value FKOZ I OR

L |
AND OR
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Roles By Complex Selection

Criteria

Standard Selection

Role

Role Short Text
Description
Language Key

Show Role Long Text
+|Single Roles
+|Composite Roles

Only Obsolete Roles

Selection according to user assignments
= All Roles Regardless of User Assignment
Without User Assignment
With Valid Assignment Of

User(s)

Selection by Assigned Applications in Menu
Type of Application

Transaction code
AND
AND

AND

Transaction

Selection by Profiles and Authorization Objects
Profile name

Authorization Object

Selaction according to authorization values
Always Convert Values
Authorization Object 1
Object 1

AND Authorization Object 2
Object 2

AND Authorization Object 3
Object 3

AND Authorization Object 4

Object 4

Selaction by Field Name

Field Name

Additional Selection Criteria

Created By
Changed since

List Format

Value

Changed
To

Input Values

. Commonly used to find
roles granting certain
authorizations of audit-
interest

. Can also be used to
find “display” roles that
contain more than
display authorizations
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Security Change Documents

Last option in SUIM

Useful for comparing the timing of changes to expectations
* Near key dates
* NOT during certain time-periods

Note: depending on the client where changes
are maintained, these may be in development
rather than production

User Information System
£d % B B & &

Structure

* | UUser Information System

k

—
—

Liser

Roles

Profiles

Authorizations
Authorization Objects
Transactions
Comparisons
fhere-Used List
Change Documents

. @ For Users

« (E» For Role Assignment
« (E» For Roles

« (E» For Profiles

« (E» For Authorizations
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Using Access Control? Audit
Considerations

Appropriate justification for any disabled
rules?

Risk weightings customized?
Addition of organization-specific rules?

Updated for customizations?
* Transactions
* Authorization objects

» Custom objects used by fields in
authorization objects

o e.g. document types and movement
types

Design and operation of mitigating controls
Ongoing process for maintenance

49
SAPinsider



Security: What really
happens in the background

a8
a5 &8
5 F 55 &89
“normal” TCode g F &8 $£:25 ABAP Code
v 5 35 <38
FKO2 S Tl o »
N~ e Y& p e
S a Ve _— .
’Ekp‘w T'::]-me :ﬂ, — Authority-check (1)
Tcodes that call ?EDG 5 EPFH*"'{{;&
. S [ﬂ'u?-- - g‘g{a 'D\?\"I
programs directly el rﬂf“'gfﬁ\e P10% o TR
?tgneh | o109 é{éﬁﬂﬂ 1“\{3‘“ Authority-check (1)
RO §of =
SA38, SE38... 0RO Gf-f?ath& a0 -
\pf
Tcodes that talk to
DB directly Protected by S_TABU_DIS and S_TABU_NAM
SM30, SM31, S _TABU_DIS table groups contained in table TDDAT

SM34... View path for all tables

Edit path only for tables where a user can get to

a data maintenance view (including back doors)
(1) Excluding auth objects globally disabled in table TOB)_OFF
(2) Excluding auth objects disabled for Tcode in table USOBX_C, Chk Flag=N

2020 RSM US LLP. All Rights Reserved.

it
!

Any ODBC-

compatible
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Development and change
control




Risk: Production Open for
Editing

When initially established, programs and other objects can
be edited within an SAP System & Client

For production, this violates common change control
practices

Two “locks” available
« System lock via SEO6 “System Change Option”
* Client lock via SCC4

52
SAPinsider



SEOG6: System Change

Option

[ Installation [Edit Goto Extras Environment System  Help
o v « eqe
Post-Installation Actions for Transport Organizer

%Syrstem Change Option

SAP System Created by

[ , 5
I}!,'Standard Installation .
{JDatabase Copy or Database Migration

FE— Perform Post-Installation Actions

;

S 0%

[ settings Edit Goto  System  Help

Q| -«H @@

S 0%

i,

System Change Option
&% 0 B Client Setting
Global Setting Modifiable -
Software Component Technical Name Modifiable
AIN 400 : Add-On Supplement AIN Modifiable -
Business Intelligence Content BI_CONT Modifiable -
Tech. Obj. for SAP BP pkg. act. based on BP-CANW Modifiable -
SAP Best Practices All-in-One (EhP6) BP-ERP Modifiable -
Best Practices Solution Builder on EHPS BP-SOLBLD Modifiable v A
ECC Core Country Versions for EEM Countr C-CEE Modifiable - -
1) 1)
Namespace/Name Range Prefix Modifiable Tw
Customer Name Range Modifiable -/
General SAP Name Range Modifiable - |/t
Greek localization name range ( 1G ) Modifiable - |/t
IS-M: CH Version Modifiable w /l
Country specific functions Ukraine Modifiable -/l
Greek localization name range ( 2G ) Modifiable - |/t
Modifiable v/l a
SAP Hrvatska: Localization Project Modifiable w /-
i) i)
I::’.J g [+ SE06 ¥ m2bm26  OVR
[+ SE06 ¥ m2bm26  OVR =
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SCC4 Review Production
Client Lock

Client 110 Client 110

Additionally, review changes to
s T ek ALy the client lock setting during the
Currency EUR aUdit periOd

Client Role Production v

Changos and Transposts fo Cllnk Spachic Otfocs . What control in SAP would allow

Changes without automatic recording

Automatic recording of changes US tO See thOSG ChangeS?

I = No changes allowed I

. Changes w/fo automatic recording, no transports allowed

Cross-Client Object Changes

I' No changes to repasitory/cross-client customizing objects I v

Client Copy and Comparison Tool Protection

CATT and eCATT Restrictions

| ecATT and CATT Allowed | -

Restrictions

|_|Protection against SAP upgrade
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SE38: ABAP Editor

= (=] B [=]
Program Edit Goto Utilifies(qM) Erwironment Systern  Help

lg A0 @60 SHE nnon AR @B
ABAP Editor: Initial Screen

m J J |® Debugging ||@ With Wariant ||Ei Variants |

Program | () |D Create

Suhohjects

® Source code
O Wariants

O Attributes

(O Documentation
(O Tesxt elements

|63,-f Display | |;§" Change
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SE38: ABAP Editor -
Attributes

[T Program Edit Goto  Utilities  Environment  System

-

ABAP Editor: Initial Screen

Help w

fq- / @ EI}' ;:n H @ (O [ib @Debugging @With Variant El:l\r'ariants

[S= ABAP: Program Attributes ZPUAUDO1 Display

Program ZPUARUDO1 =
| Original language
Subobjects 1
{D)Source Code B
(SREREE Last changed by
{®) Attributes Status
{)Documentation e
. ributes
{OText elements
Type
w Display ‘ l f Status
Application

Authorization Group
Package

Logical database
Selection screen
[JEditor lock

[#]Unicode Checks Active

Original language German (DE), [l E

'L_iﬂ;ged Changes in Infotype Data

=)
DE | German
BONIN 12/04/2009
BONIN 12/04/2009
Executable program -
SAP Standard Production Program -
Human resources -
'RPUAUDOO |
ZBCO BC Basis IDES (general)
DSS Processing without database

[JFixed point arithmetic
[]start using variant

[ )5 S = o x

Authorization group used
by the S_PROGRAM auth
object

All attributes in table
TRDIR
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Authority Check

Look for this

/

AUTHORITY-CHECK OBJECT 'Z_‘ABDC'
ID 'ACTVT' FIELD '03*
ID 'ZTCODE' FIELD p_tcode.
IF sy-subrc EQ O.

review authorization object
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Review critical programs for

changes

= Program  Edit  Goto | Qtilities_ Environment  System Help
i Settings —
Q] ng =5 Qm
Display Object List Ctrl+Shift+F5
ABAP Editor: Dispk \Viordist
... Display Navigation Window Ctrl+Shift+F4 N ~ ~
D PWED a0 O Insert [ Replace [ Delete Undo
Update Navigation Index
Report ZEH Bl  Help On... Ctrl+F8
1 REFORT zal Breal_(pointg
2 )
3 PARAMETERS External Breakpoints
a pa car T  Block/Buffer
5 pa_con T  More Utilities
6 pa dat T] ) .
4 - Where-Used List Ctrl+Shift+F3
Version Management b Versions
Generate Version
. o SLE *
el e Versior _ghtoo
12 INTO wa sflight00
13 WHERE carrid = pa car AND
14 connid = pa con AND
1z fldate = pa dat.
16
17 ADD 1 TO wa_ sflight00-seatsocc.
18
19 UPDATE sflight00 FROM wa sflight00.
20
AB... Ln 1Col 1
SAP4 [» SE38 ¥ m2bm26 OWR =
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Compare prior versions of

code

[=| versions | Edit Goto
c Display
Compare

| Retrieve %

REMOTE comparison
Exit

&

System  Help

" RQ@ ERHE NN DR 0E

F8

Crl+Fs  INDELUNG of Type Report Source Code

Shift+F8

TE comparison
Shift+F3

Versions: Report Source Code ZRH BUENDELUNG

Version Cat Fla SAP Rel. Arch Request Project Date Time Author
Version(s) in the development database:
W] activ 731 07/16/2008 15:48:25 HERRMANNSPLH
Version(s) in the version database:
':'00008 701 ID3K932146 12/07/2009 14:47:41 HERRMANNSPRH
'7'UUUU? I 700 XDOKS005%6 07/16/2008 15:49:06 HERRMANNSPRH
'_'00006 640 ID3KS932078 06/17/2005 09:20:57 HERRMANNSPAH
| | 00005 640 ID3K932073 06/16/2005 17:32:04 HERRMANNSPRH
00004 640 ID3K932027 06/06/2005 17:40:22 HERRMANNSPRH
'_'00003 640 ID3K932025 06/06/2005 17:39:38 HERRMANNSPRH
'_'00002 640 ID3K931934 05/19/2005 13:18:57 HEREMANNSFLH
| Joooo1l s 640 05/15/2005 13:18:32 HERRMANNSPRH
i b

t':”'r’ [+ SE38 ¥ m2bm26 OVR

k

5,
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STMS: Transport
Management System

= O '
I Overview  Monitor  Estras  Environment  System  Help E Yes, this same
|@| Bl (O @ % G | B HE @ graphic is used in
Transport Management System SAP S/4HANA 2022
=Y = e LOL
=
iSystem’ ROG Systern ROE —
Transp. Damain DOMATIN_ROG| Transport domain RG6
YY) 4 :""":""-"'—T""-"""'-':'_h‘_
OO.I...OOIl.P LV m— = A |
'}iiiii Sralil .
. ¥ =a f = iid
T 1=
[+]
[~]
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STMS > Truck Icon:
Transports

[ Queue

/

Edit  Goto

% Requests for M27:

Request

-

«

Extras Environment  System  Help

Q@ 2k HVLNFTEH 0F

Import Queue: System M27
AEe TR O Pad

rBIBG aH=EI ZER

Number Request RC Owner Short Text 5t
20 AF1K903456 = AFIFROD DirectInvoiceControl 2.4 / 2.5 Build 187 Ass&Comp o’
21 LF1K903989 = AFI DirectInvoiceControl 2.4 / 2.5 build 187 Ass&Comp PL3 o
22 X12K900205 | AFI DirInvCon 2.5 Basiscustomizing (CU) ¥
23 ¥X12K900201 = LFI DirInvCon 2.5 Basiscustomizing (WB) o
24 AF1K903457 = AFI DirectInvoiceControl 2.4-187.1 / 2.5 Steuerung o’
25 E40KS800039% _ﬂ. AFTENTW LFI/sm Migration des BRAI INVOICE UFPDATE fiir SRAP ERP 6.0 o
26 E20K907528 /\ | AFIPROD Directhgents 1.11 ¥
27 | AF4K908917 | /\ | AFIENTW AFI / DirInvCon 2.5 / CSK / Vorab DEV / 20170120 o
28 LW1K901353 _ﬂ. CONSULTSK ZCSK Attachdown o’
29 LW1K901401 AN CONSULTSK ZCSE RAttachdown korrektur o
30 | M27K903012 & STUDENTO001 02 /CSK/ Commander Paket EfE
31 M27K903017 & STUDENT001 02 /CSK/ Commander Paket #2 Er.
32 M27K903020 (o] STUDENTO001 AFI DIC CU Brief fur Weiterbererechnung EfE
33 M27K903021 &> STUDENTO01 LFI DIC CU Center BLBRT fiir Weiterber. EfE
34 M27K903022 & STUDENTO01 AFI DIC Grundcustomizing CU TKR EfE
35 M27K903023 [3 STUDENTO001 LFI CU DirectRhgents TKR Er.
36 M27K903024 (o] STUDENT001 DIC Grundcustomizing WB TKA EfE
37 M27K903033 & STUDENTO01 /CSE/ Entwicklungen J-"fE
38 M27K903048 O STUDENT001 AFI-Centerbeleg anlegen EfE

1}

t:”;’ [ STMS = m2bm27 OVR
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STMS Transport Contents
(double-click)

(5 Request/Task Edit Goto Utiliies  System  Help

@ l«H @@ 26 08PN N0 0%
Display Object List

& [e3

LEI X12K900205 800 v AFI DirInvCon 2.5 Basiscustomizing (CU)
—E object List of Reguest

—08 Comment Entry: Released

—0 View Cluster Maintenance: Data

—E Table Contents

& /AFI/ASS_INST MC

800IRCT *
S00ICENTER *
B00IINQUIRY *
BO0OIVALIDATE*
800IWEB *

—08 /AFI/ASS INST PC
08 /AFI/ASS_ PROF
—08 /AFI/COMP_CUST
—0B /AFI/COMP PROF
—08 /AFI/DIC_CUST PC
08 /AFI/DIC_PT_DEF
—08 /AFI/DIC_PT DEFT
—0B /AFI/DIC_PT ELEM

t:’a';’ [»  STMS = | m2bm27 OVR
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STMS Transport Routes Icon

Display Transport Routes (Version 0058, Active)

Sl dh B 5

s

LI
ransport group DEV

E & &

07/24/2012 15:27:01|

Tranapest

EDEV

dyatam DV |

ov2

ZDEV I

Transpost

SAP

Cualicy

1QAS! 7

i1za

100

100

555

E00

- 110
-> 500
Dalivasy -> 333
100-=/FED/
Unitad I1lam
I T-anspest BED Ta=gat ™y, -> 100

QAs

m || = PRy

-> 100

QA3 Systam
T=anopa=t

EDEV->100

Systeam TRE

TRE

Tranapest

ZDEV
TUnitad Illum _ Unitad Illam
PRD | Toanapest DEV T=anap ™, -> 100 DEV
O I sae "_]T__/ ZDEV

-> 100

Cald Cliant

GDL

Teanapast
SAP
Teanapost

EDEV
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Review Transports

Review transport path in STMS
Review actual transports in STMS

Review changes not started in development

» First 3 characters of transport request indicate the
System ID of the system where the transport was initially
created

o Most easily viewed in table EO70
o Objects transported in table EO71

64
SAPinsider



Review changes to the
transport path

= Configuration | Edit  Goto  Utilities  Environment  Sefttings  System  Help w
Q Get Other Version % Shift+F6 ‘a Q % m ﬂ E @ EI
Display <-> Change F5
1 Check
Save

Distribute and Activate

-

sion 0006, Active)

"."
=

Adjust with Controller

ct Configurations from M27

i‘m Adjust Transport Routes of System

- - . . k.
Standard Configuration Vers‘ = ‘ Short Description Ruthor Activation =
Exit Shift| 0006 | 2| Single System Configuration SE06é Gener.|201406152201
0005|D|5ingle System Configuration SE06 Gener.|201403271319
0004 |D|Two System Landscape with cirtual Produc|DDIC 201402041027
00032 |D|sSingle System Configuration SE06 Gener.|201308200124
0002 |D|Two System Landscape with cirtual Produc|DDIC 201207042103 =
-
1} 1}
v ] & F D] =] ]
.
-
lcAD 4 = [a]
SAB, [+ sTMS ¥ m2bm27 OVR = 65
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SAP logging




Summary of Audit-Relevant

Logs

Logging Framework Data / Event Logged Enabled by Default?

Change Documents
Version Management*

Table Logs

Security Audit Log
System Log
Gateway Logging

Master data + accounting-relevant transaction data
Repository objects (i.e., ABAP code)

Customizing data

Security-related events
System-related events

SAP Gateway configuration changes and activity

Yes
Yes

No

No (ECC) Yes (S4)
Yes

No
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Change Documents

Common audit uses

About

 Sample changes to ensure authorized and
accurately entered

* Turned on by default
e Can be configured
» Specified tables
* Fields within those tables

* Look for high-risk changes
* Low-risk data to high-risk data
e “flip-flops”

* Intended for business data « |dentify abnormal change frequency / timing
* But not high-volume transactional data / user
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To Be Reported on a Change
Document

The following 3 items must each be in place

1. The field must be related to a Data Element that
has been marked for writing change documents

2. The field must be in a table that is associated
with a Change Document Object

3. The change document object must be
referenced by a relevant change function
module in the ABAP Code for the SAP
application program causing the change based
on the user input
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Change Document Settings:

SCDO

[& Change doc.object  Edit  Goto  Utilities(M}  Systemn  Help

&

rdH @@ SHE DL

Change Document Objects: Overview

Change Create Generate update pgm. Generation info

Object

Text

|/IBS/EB_CD_KTO

| RBD: Master Data Account

|/IBS/RE_CD_KTOD| RBD: Account Key Date of a RBD Account

|/15DFPS/EX_BWUL |SDP-BW: External Batches for Batch Where-Used List

| /ISDFPS/FLIGHT

Mission

| /ISDFPS/FORCE

|Force Element

| /ISDFPS/FORCER

Reference Force Elerment

| /ISDFPS/FOREPA

|Force Element - Equipment Package Relationship

|/ ISDFES/FORMC

|Force Element - Material Container Relationship

| /ISDFPS/FORMCH

|HR - Material Container Relationship

| /ISDFPS/FORMPH

|
=)

|HR - Materil Planning Object Relationship

Object

t”;';’ [» | sAPMSCDO *

1 i

susel0sa

BANF = Purchase Requisition

BANK = Bank Master

BELEG = Financial documents

COND_A = Pricing conditions

EINKBELEG = Purchasing Documents
FAKTBELEG = Billing Document
INCOMINGINVOICE = insert best guess ;-)
VERKBELEG = Sales Document

PFCG = Role Maintenance (security)
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View Object Class with AUTO3
(& Logging Edit Goto System  Help W

g ~dH @@ DHE DD o80 BEE @ b

Configuration for Logging: From LFB1 Display
g

Table: LFB1 - Vendor Master (Company Code)

Change document objects

Assigned transaction code
2] [H]I[E L] - «»

Selection Short de

» CJ own assignments lll l
v [J 5AP Menu 5t | TABLE FIELDS LOGGING DATA ELEMENT MAME
[ ] MANDT 0O MANDT Client -
LIFMR. [ LIFMR. Account Number of Vendor or Creditc ~
BUKRS [ BUKRS Company Code
PERMR [ PERMR_D Personnel Number
ERDAT M ERDAT_RF Date on which the Record Was Creat
ERMAM ' ERMAM_RF Mame of Person who Created the Obj
SPERR [ SPERB_B Posting block for company code
LOEWVM ] LOEVM_B Deletion Flag for Master Record (Cormg
ZUAWA [ DZUAWA Key for sorting according to assignmel
AKONT ] AKONT Recondiiation Account in General Ledi a
BEGRL ] BRGRU Authorization Group -
i i i F
t_',:- Py [ AUT03 | suselOsaplé OVR ﬁ" 71
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Reviewing Change
Documents

Display Changes to Vendoirs

@ a9 FTEF TEHT HEw [ selections M 4 » M
IDES-ALE: Central FI Syst Displav Changes to Vendors Time 04:01:32 L
Frankfurt - Deutsachland RFERBLOO/STEVEN E
Date Time Vendor Changed By Field Name CoCd POrg New wvalue 0ld value
New walue 01d walue
11.01.2013 12:58:42 3802 STEVEN Chk double inw. 3004 b4
08.10.2012 22:26:53 51235 MRHES WSE relevant X
28.02.2012 04:39:34 T-E515Ble LECLAN City [ublin Heustadt
28.02.2012 04:39:34 T-K515B1& LECLAN Country IE DE
28.02.2012 04:39:34 T-K515B1le DECLAEN Hame Minola Supplies Inc. Abbot Supplies Inc.
28.02.2012 04:39:34 T-E515Bla LDECLAN Postal Code 24 10032
28.02.2012 04:39:34 T-KE515B1&6 DECLAN Street ITT Lubklin Mainstr.
i1 p

;

susellsaplo  OWVR
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Table Logging

Common audit uses

About
* Review when the production client has

* Disabled by default been opened for editing
* Numerous tables set to be logged by  Review when posting periods have been
default opened/closed

 (if table logging gets turned on)

» Set triggers to notify of key configuration
* Faulty belief that affects performance changes

* Addressed by several SAP notes
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Using Table Logging

Step 1: Enable the table logging parameter

* rec/client: set to the client number of the production
client

Step 2: Define the tables to be logged
e Transaction SE13

» Select the table

* Ensure the “Log” flag is set

Step 3: Review the logs
* Transaction SCU3
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Table Logging: Relevant
Notes

SAP

W SAP Note 6508835 - Performance problems due to table
logging?
HNote Language: English Version: 2 Validity: Valid Since 27.03.2003
Summary w SAP Note 1653464 - Enable Change Log Monitoring by
Activating Table Logging

Symptom Note Language: English Version: 1 Validity: Vvalid Since 16.11.2011
You want to actiwvate table logging in you
system profile parameter but you are not
performance. Summary

Symptom

SAP GRC provides monitoring tools to enable customers to analyze logged
changes to configuration tables, and recommends that customers enable Basis
logging to the DBTABLOG table via the rec/client setting. Customers peoint
out that traditionally SAP has advised customers to turn logging off
globally, and their IT departments have concerns in going against this
standard practice of keeping logging off.

|SAP GRC recommends that table logging be enabled in producticon systemsrl
since the actual performance impact has been found to be low. This

recommendation is consistent with all relevant prior guidance from SAP on
this topic.

rertler



SE13 Table Log Flag

Dictionary: Display Technical Settings

By o

]

Revised<-> Active E]

5]
Name z812 MP PP CTRL Transparent Table
Short text SF/MP Control Table
Last Change STUDENTO001 08/07/2012
Status Active Saved

Logical storage parameters

Data class APPLO Master data, transparent tables
Size category 0 Data records expected: 0 to 3,300
Buffering
=
Buffering type
No. of key fields 0
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SCU3 Log File Review

Evaluation of change logs

@ Techn. information  Logging: Display status

Tables: Change Logs
Clients
Technical Name: TO00
Date : 02/26/2016 User: STUDENT001
Key Fields Function Fields, Changed
Time Client Field Name 0ld New
20:35:08|912 Corr. sys. 1
CHANGEDATE 02/06/2015 02/26/2016
Date : 02/27/2016 User: STUDENTO007
Key Fields Function Fields, changed
Time Client Field Name 0l1d New
11:42:13]912 Copy lock X
11:45:38]912 Copy lock X
11:45:07]912 Copy lock X
11:54:31]912 Copy lock X
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Security Audit Log

About

Disabled by default in ECC

Enabled by default in S4

Once enabled, can configure what type of
events to log

Events categorized by SAP into different
severity levels
 Some require proactive monitoring, while

others best left for investigation if an event
occurs

Common audit uses

* |dentify when changes to security-relevant

configuration has occurred

* Review ID usage

* Look for patterns of rejection
* Logon

* Transaction starts
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Using the Security Audit Log

Step 1: Set key parameters
* rsau/enable: Setto 1 to enable security logging

* rsau/local/file: set the location of the audit log on the
application server

* rsau/max_diskspace_local: Set the maximum length of
the audit log

Step 2: Define what to log
* Transaction SM19 to definite logging “filters”
* Clicked the detail section to see specific events

Step 3: Review the logs
* Transaction SM20N
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Example Security Audit Log:
Dump to Excel

Date [ ColumnlBd Time B User Name R Terminal

3/1/2015
3/1/2015
3/1/2015
3/1/2015
3/1/2015
3/1/2015
3/3/2015
3/3/2015
3/3/2015
3/3/2015
3/3/2015
3/3/2015
3/3/2015
3/4/2015
3/4/2015
3/4/2015
3/4/2015

12:14:15 T-FRANK
12:14:15 T-FRANK
12:14:20 T-FRANK
12:14:20 T-FRANK
12:14:31 T-FRANK
13:14:23 T-FRANK
6:31:56 T-RENUKA
6:54:37 T-RENUKA
6:54:37 T-RENUKA
7:03:18 T-RENUEA
8:15:18 T-RENUKA
8:15:18 T-RENUKA
8:15:18 T-RENUKA
12:11:15 T-RENUKA
12:11:47 T-RENUKA
13:22:01 T-RENUEA
16:35:21 T-RENUKA

USFRANK
USFRANK
USFRANK
USFRANK
USFRANK
USFRANK
UR70D0CIS06
UR700CIS06
UR700CIS06
UR700CIS06
UR700CIS06
UR700CIS06
UR700CIS06
UR700CIS06

URT700CIS06
UR700CIS06

SESSION_MANAGER
SESSION_MANAGER
SESSION_MANAGER
SESSION_MANAGER
SESSION_MANAGER
SE16
SESSION_MANAGER
FPL9
FPLO
FPL9
SESSION_MANAGER

SESSION_MANAGER

EMMACLS
SESSION_MANAGER

Bd Transaction Code B Program

SAPMSYST
SAPMSYST
SAPMSYST
SAPMSYST
SAPMSYST

SAPMSYST
SAPMFKL9
SAPMFKLS
SAPMFKLS

SAPLSMTR_NAVIGATION

SAPMSYST
SAPMSYST
SAPMSYST
SAPMSSYC

SAPMSYST

Bd security Audit Log message text
Password check failed for user T-FRANK in client 200
Logon failed (reason=1, type=A, method=P }
Password check failed for user T-FRANK in client 200
Logon failed (reason=1, type=A, method=F )
Logon successful (type=A, method=P )
User Logoff
Logon successful (type=A, method=P )
Dynamic ABAP Coding: Event - Event Type: G| Checksum: -
Dynamic ABAP Coding: Event - Event Type: G| Checksum: -
Dynamic ABAP Coding: Event - Event Type: G! Checksum: -
User Logoff
User Logoff
User Logoff
Logon successful (type=A, method=P )
Logon successful (type=B, method=P )
User Logoff
Logon successful (type=A, method=P )
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SM19 Configuration
(Screenshot from ECC)

Security Audit: Administer Audit Profile

D% T/

Static Configuratio | DynamicConfigurati

Active profile MYTEST Activated By STUDENTO001 07/16/2014

Displayed profile MYTEST Changed By STUDENT001 07/16/2014

~_/Filter 1| Filter 2

IFilter active

Selection criteria

Client 912
User STUDENTOO01

Reset Detailed Display

Audit classes Events
" All v

e A A (R (S S
+
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SM19 Detailed Display ...

Event Class Recording Message Text

{Dialog Logon 'Non-Crit. [«|  User Logoff
Non-Crit. [  Test message CUL
Important [v|  Logon Successful (Type=&A)
Important [v] Logon Failed (Reason = &B, Type = &A)
Critical [+] Logon Failed (Reason = &B, Type = &A)
Critical [ User &B Locked in Client &A After Erroneous Password Chec
Critical [ User &Bin Client &A Unlocked After Being Locked Due to I
RFC/CPIC Logon  Non-Crit. [+|  RFC/CPIC Logon Successful (Type = &A)
Critical [v|  RFC/CPIC Logon Failed, Reason = &B, Type = &A
RFC Function Call  Non-Crit. [w]  Successful RFC Call &C (Function Group = &A)
Critical [v] Failed RFC Call &C (Function Group = &A)
Transaction Start  Non-Crit. [v]  Transaction &A Started
Important [v]  Transaction &A Locked
Important [¥]  Transaction &A Unlocked
Critical ||  Start of transaction &A failed (Reason=8&B)
Report Start Non-Crit. || Report &A Started
Important [w|  Start Report &A Failed (Reason = &B)
User Master Change Non-Crit. [v] Password changed for user &B in dient &A
Important [+] User &A Deleted
Important [v] User &A Locked
Important [¥]  User &A Unlocked
Important |+|  Authorizations for User &A Changed
Important [w|  User Master Record &A Changed
Important [w] Authorization/Authorization Profile &B Created
Important [v] Authorization/Authorization Profile &B Deleted
Important [+] Authorization/Authorization Profile &B Changed
Critical [¥]  User &A Created
Critical [¥]  Authorization/Authorization Profile &B Activated
Other Events Important |v|  Download &A Bytes to File &C
Important [w|  Digital Signature (Reason = &A, 1D = &B)
Important [w|  ICF recorder entry executed for user &A (Adtivity: &B)
Important [¥|  ICF Recorder entry executed by user &A (&B,&C) (activity: &
Important [+] Administration setting was changed for ICF Recorder (Activit
Important [v]  Virus Scan Interface: Error "&C" occurred in profile &A (step
Critical [v] Digital Signature Error (Reason = &A, ID = &B)
Critical [+  Password check failed for user &B in client &A
Critical [v|  Change Security Check During Export: Old Value &A, New V
Critical [v|  Transport Request &A Contains Security-Critical Source Obje
Critical [  Virus Scan Interface: Virus "&C" found by profile &A (step &
System Critical [} Audit Configuration Changed
Critical [v] Audit: Slot &A: Class &B, Severity &C, User &D, Client &E, 8
Critical v Application Server Started
Critical ] Application Server Stopped
Critical v Audit: Slot &A Inactive
] Critical [ Audit: Active Status Set to &1

Audt Oass  Audit Oass.
Joiog Loges D Logen

Cether Events Other Everts

Report Start Report Stat

[REC Functior REC Function Call

RECICPIC LRFCICPIC Logon

[System  System

Transaction Transaction Start
Non-Critca
Severe

Usi Master Change Cittical

Non-Critcal

~ Recording |

B O N A S S A A S S A S A R R S S A SR S A AR S S SR SRS S AR AR S

CULCLgUL e aale

Report dert
AL12_ Logon falled (resson =8, bype=AA, method-80) a1
AUM s 88 Locked in Cllent 8 Afte Ertaneous Password Checks

AUN  User &8 in Cliot &4 Unlocked After Boing Locked D to Inval Password Entered
BUD  WS: Delayed logan faled (iype 85, WP 4C). Refer to Web senvice og 8.
BUL  SPNego replay atack detected (UPN=8A)

CU3 OAuth 2.0: Logged-on dent user SA not same a5 parameter dlent 1D 8
U OAuth 2.0: Glent ID 8A in SAM. assertion ok same 3 et 1D 88 i request
AUC User Logoll

BUE  Ws: Delayed logon successul (type &5, WP SC). Refer to Wieb service og 8A.
BUK  BA Assertion Used

UL A8

BUM  Name ID of a subjedt

BN Atbute

BU0  Authentication Assestion

P BA

BUQ  Signed LogutRequest accepted

BR  Unsigned LogniRequest accepted

CUB Ot 2.0: Access token issued (cient=BA, user =885, grant hye=8C)
U OAuth 2.0: Vald access token received for user A

UL Logon successiul (type=A, method-80)

AUO  Logon Failed (Reason = 88, Type = 84)

CU2 OMuth 2.0: Invalc access oken receved (reason=8A)

QU3 OMth 20 2.0 scope for requeste

CUS OAuth 2.0: Clent 8A requested Invali ccoss grant type &8

U7 OAuth 2.0 Scope 88 ol permitid for dient AL, user 8D (cause=84)
QA Rejected Assertion

B

e A

QU0 NameID of a subjet

CUE  Amtte

QF  Authenticaion Assertion

QUG Siged LogoutRequest refacted

QUM Unsigned LogoutRequest rejected

AUV Dighal Signature Eror (Resson = B4, 1D = 88)

BUL  Password check faled for user 88 in chent BA

U3 Change Seauity Check During Expart: Ol Value 84, New Value 85
BUB  Views Scan Intefoce: Vinws "BC” found by profile A (step &8)

BUG  HTTP Securty Session Management was deacivated for dient SA.

BUS  BA: Request wahout suficent securty charactertc of adcress 8B,
8 fect "SA" with profile )
BUY  Feld contents changed: ASAOROABIR

BUZ > in program AA, lne &8, event &C

CUK  C sbugging actvated

QL Feld content changed: 8A

QM Jumpto ABAP Debuger: 8A

an A cces f (D)
QU0 Explct database commi o rolback from debugger A

CUP  Non-exclusive debugging session strted

OUN  Active whialst A chonged (88 )

DUQ  Adive scnario BA changed (88)

BUA  Dynanic ABAP Coding: Event A Event Type: 88 Chedhsum: 8C

BUF TP Securty Session Management was actvated for dient SA.

)

[

QU Payiaad of PIWS message 8A was read | &8

CUX Payhoad of postprocessing request BA read

ay 8

DU EHS-SADM: Configuraton of serice &A changed on host &8

DUF  EHS-SADM: File BA transferted from host 85

DUG  EHS-SADN: Fie 8A transferred to host 88

DU Check for 8A In whitelist 88 wos successfl

DUO  Authorization chack for object 84 In scanario &8 successul

DUP  Authorizaton chedk for object 84 in sceniro A8 faled

AUY  Downioad 8 Bytes o Fle AC

AUZ  Diglal Sgnature (Reason = 84, 1D = 88)

BUS  IGF recorder entry expauted for user BA (AcivRy: 86)

U5 1CF Recorder entry executed by user 8A (BB,AC) (acity: 80).

U7 Administration settng was hanged for ICF Recorder (Adiiy: &A)
U9 Virus Scan Interfoce: Entor "BC” occurred in e SA (step 85)

BUA  WS: Signature check error (reason A, WP 8C), Refr to Web servic fog BA
BUB  WS: Signature insuficent (WP &C). Refe to Web senice og &4,

BUC  WS: Time stamp s Invali, Refer o Wb servic 1og 8A

BUM TP Security Session of user 8A (cient BE) was hard exted

BUT G downiond falled wath e code BA

CUL U Test Message

QUQ  Logical fle name BA not confiqured. Physica fle name 88 nat checked.
QR 2 ot i

S Logial fle name 8B s not a valkd akas forlogicl filename S

CUT  Valisbion fo logialfl name BA I not active

OUA  ENSSADM: Service AA rested oo host 85

DUB  EHS-SADM: Service 8A started on host &8

DUC  EHSSADN: Service 8A ended on host 88

OUD  EHS-SADN: Servicn A dokted on host 88

DUM  Check for 84 In whitelst BB faled

AUW  Report 8 Started

AUX St Report BA Falled (Reason = 85)

AL Falld RFC Call &€ (Funcion Group = &A)

CUW sl Vi servco call (servico = 8, operaion « &, reason « 8C)
CUZ  Generictable acces by RFC to 8A wilh activiy 88

U3 Server 84 Is ot contained i the whielist

DUS Connection to server &A falled

DUS  There s no ogical fle name for peth A

DU7  Validaicn for BA faled

AUK  Successful RFC Gall BC (Function Group = BA)

CUV Successful WS Cal (service = &, operation 86)

DU Validation for A successful

DUS TP connection equest for server &4 succsssful

UL FIP server whitelist i ematy

U2 FIP server whitelst i nonsecure doe to use of placeholcers

AU6  REC/CPIC logon fated, resson =S8, type~8A, method=AC

RFC/CPIC logon successful (type=BA, method=8C)

Audt Configuration

AuAE: Slot BA: Class 88, Severty AC, Uses &0, Client 8, 8F
Appiicaion Server Started

Appiscation

Start of transaction A faled (Reason=88)
Faled to start appiication A (reason «&8)
Transaction 8A Sasted

User 8A Created
Authortzation/Authrlzation Profie &8 Aivated
Possword changed for user &6 in clieot &4

User 8A Unlocked
Authorizations for Usar BA Changed

User Master Record &4 Changed
Authorization/Authorization Profle 88 Created
‘Authorization Authorization Profile &8 Deleted
Authortzation/Atharzation Profile &8 Changed 0
OAUh 2.0; Token decared invald (AUt dient=8A, user =58, token type=80) | |
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Additional Logs - Discussion

System Log (SM21)

Gateway Log (SMGW)
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New Considerations with SAP
S/4HANA




S/4 Transition Impact

Simplifies the data model (reduction in tables and new
tables)

Rewrite custom code
Account for new authorization objects

New business functions; Adds and removes transaction
codes
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Fiori

A large and growing library of Fiori mobile apps

Need to account for application catalogs that are available
(Fiori ABAP system/gateway)

Broad business access within different applications,
present SODs issues.

Filtered by: Product Suite (SAP
S/4HANA)

All apps >
by Line of Business >
by Industry >
by Roles >
by Application Component >
by Back-End Product >
by Product Version >
by SAP Best Practices >

Task based Access

Access to tasks with
guided navigation

Runs on Any DB,
SAP HANA

Insights

Visual overview for
KPI related analyses

Runs only on SAP
HANA

Search & Explore

View essential
information about
objects

Runs only on SAP
HANA
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SAP Fiori Deployment
Options

Initial recommendations for Fiori with Business Suite
deployments was for a standalone front-end server (FES)
deployment. With S/4 HANA an embedded deployment is
recommended.

SAP Fiori FES
embedded

SAP Fiori FES as
hub

FLP content

SAP backend

FLP content

SAP backend

@

()

87
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Fiori Authorization concept

ﬁ

Catalog

Target mapping Application
PFCG Role

Kemajes Liol4

SuUo01 Authorizations
User e e e e o o o o o o o o o o S P o o B o o

.
A =
Authorizations E
Business =

>

content

PFCG Role

r

. Directly assigned . Indirectly assigned

*[llustration is the copyright of SAP AG. 88
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Fiori Launch Pad

Fiori Groups

My Home sles Orders e me ns and Incentives

I My Sales Overview My Tasks My Timesheet Lunch Menu

I
| ¥13

Valld

| @Tiles

Sales Order
Manage Sales Track Sales Orders Sales Order Confirmed Sales Predicted Delivery Quotation
Orders Fulfillment Order Iltems Delay Conversion Rate
2 Delayed 1%
e
Early
46.9 20.5 o 17.3%
5 . K . K On Time 70 ¢ Qé
—
EUR EUR w51 nes ag rent Quarter
reate Sale rder Fast Entry Sales Order Fulfiilment Resolve Credit B k Sates Order Fullilment Resolve Billing Block Sales ( Fulfiliment R lve Delive Block
Sales Commissions and Incentives
Donna Moore Display Business Volume Display Settlement Extend Condition Sales Contract
entives Manager dit sntract Calendars Contracts Fulfillment

3 1.8. !..I e S d

R. Year to Dat Actual / Forecast EUR, Year to
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Review the Fiori Catalog

See how details in the Fiori catalog get carried over to the
Fiori authorization concept

https://fioriappslibrary.hana.ondemand.com/

20
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HANA Innovations

SAP HANA platform

Data integration and quality

™
)
) B3

SAP HANA platform

Application development Advanced analytical processing
- :
=t — u R LA \ fr
= F—» DOO|[38 4 // N 2N
= oo K n ] \\\\
ul
- :;’ v j 5 =

r£ é&l 7y I\ O L_J

Graphic

modeler

Multitenancy

Advanced

Columnar OLTP Multicore and
compression

+OLAP parallelization

Enterprise edition

Runtime edition
In-database capabilities

Database-level integration

£

Automated
Predictive analysis predictive analysis Domain-specific Custom C++ TensorFlow
library library libraries algorithms R integration integration
Predictive analysis Automated predictive Libraries specific to m':_g%l‘i(;:t&'; 2:;?\:::?6 RScript External machine learning
library (PAL) analysis library (APL) SAP applications development kit library (EML)
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HANA Security Implications -
Beyond a database

SAP HANA platform

Application development

Application server

Authentication and authorization

JavaScript, Node.JS, Java, TomEE,
Python, Go language

Database management

*[llustration is the copyright of SAP AG.

HANA Database
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New development platform -
Classic & Extended
Application Services (XS)

SAP HAMNA SAP Web IDE for SAP HANA
web-based External
SAP HAMA SAPUIS
deve"c}p ment development and and Node _js devetl::&r;lent
workbench modeling tools development tools
SAP HAMA
studio XS Advanced Runtime

XS Classic

Runtime XS Engine

Mode.js

‘XSJS

][

i | SAP HANA deployment infrastructure ‘
sSAP HAMNA repository External

Repository
- (Git)

SAP HANA database

XS Engine

sAP HANA database
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HANA Potential User
Interfaces, Administrative &
Development Tools

Admin tools

* Native SAP HANA User Administration (SAP HANA
Studio)

* SAP HANA Lifecycle Management Tool

« LDAP-Compliant Identity Management Server
 SAP Netweaver Identity Management

* SAP GRC Access Control

 Custom applications via SQL

 HANA Cockpit 2.0

Development Tools

SAP HANA Studio (XS)

SAP Web-based development Workbench (XS)
SAP HANA Extended Application Services Advanced (XSA)

Potential User Interfaces

Fiori

Native applications

S/4, Business Suite, BW

SAP Business Objects Explorer
Microsoft Excel

Other application via ODBC/JDBC
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HANA Privileges

Privilege Types Applicable To Target Users

System Privileges

Object Privileges

Analytical Privileges

Application Privileges

Package Privileges
(Deprecated)

****Repository roles should be assigned to users rather than standard roles. If a standard role is used, when the grantor of the account is removed, it removes those privileges.

System, database

Administrative purposes, such as creating schemas, creating and
changing users and roles, performing data backups, managing
licenses, etc.

Specific database objects (schemas, tables, views, procedures, etc.)
Used to allow access to and modification of database objects such
as tables, schemas, triggers, etc.

Analytical views
Used to allow read access to data in SAP HANA information models
(analytic views, attribute views and calculation views).

SAP HANA XS applications
Used to authorize access to SAP HANA Native XS Applications

Packages in the classic repository of the HANA database
Used to allow access to work in packages in the HANA database.

Database administrators

Technical users

Technical Users, End Users

Application end users for
custom developed
applications.

Application and content
developers (not
recommended)
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Continuous monitoring of
ITGCs




The power of auditing ITGCs
using SAP tables

See how audit issues can be quickly uncovered at the table
level

Discuss high-value ITGC-related analytics

97
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Advancing your continuous

monitoring program

SAP Process Control 12.0 Master Guide =2ose

This document

H g K

A4 Getting Started

About this Document
Planning Information
Further Useful Links
Related Documentation
Important SAP Notes

> SAP Process Control Overview

> Business Scenario of SAP Process Control

v Advanced Search

¥ Favorite (& Download PDF o Share Next—>

Getting Started

SAP Process Control 12.0 is an enterprise software solution for process control management.
SAP Process Control is a customizable software solution that is delivered as an add-on and is
based on SAP NetWeaver AS for ABAP 7.52.

SAP Process Control enables organizations to:

= Document their control environments

Test and assess controls

Track issues for remediation

Certify and report on the state and quality of process controls

Manage policies
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Wrap Up



Where to Find
More Information

https://www.sap-press.com/auditing-sap-s4hana_5526/
* SAP Press book on auditing SAP S/4HANA (largely also applicable to SAP ECC)

https://www.sap-press.com/authorizations-in-sap_2965/
» SAP Press book on both little-known and advanced security concepts

https://support.sap.com/en/product/support-by-product/73554900100800000266.html
* Documentation tab > Security Guide to access the SAP S/4HANA 2022 security guide

https://launchpad.support.sap.com/#/notes/2253549
* Link to SAP’s security baseline template, including newest recommendations for security settings, about halfway down the page
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Key Points to Take Home

* Your ITGC audit scope will depend on the audit objectives,
which can vary widely

* SAP transaction codes are the LEAST reliable ways to
audit security

* Auditing security in SAP S/4HANA, considering Fiori and
the HANA DB, is significnatly more challenging than in
SAP ECC

* Many logging concerns are a myth (at least in 2022)

* Having access to browse SAP tables will make your audit
much more efficient
* There is not a great out-of-the-box audit role

« Starting with the Audit Information System roles
(SAP_AUDITOR) can help, although it does require
cleanup

* Many of the IT audit functions in AlIS are still relevant

* You can step into continuous auditing now, and build the
case for Process Control
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Thank you! Any Questions?

Steve Biskie
Twitter.com/SteveBiskie

Linkedin.com/in/SteveBiskie

Please remember to complete
your session evaluation.

102
SAPinsider



SAPinsider comprises
the largest and
fastest growing SAP
SAPinsider.org memberShip group
worldwide, with
| more than 600,000
members across

(or an SAP affiliate company) in Germany and other
countries. All other product and service names 2 O 5 t -
mentioned are the trademarks of their respective CO u n rl eS n
companies. Wellesley Information Services is
neither owned nor controlled by SAP SE.

PO Box 982Hampstead, NH 03841
Copyright © 2023 Wellesley Information Services.
All rights reserved.




	Slide 1
	Slide 2: Steve Biskie
	Slide 3
	Slide 4
	Slide 5
	Slide 6: Browsing the vendor master file
	Slide 7: Terminology
	Slide 8: Terminology, Continued…
	Slide 9: Common SAP System Types
	Slide 10: Terminology, Continued…
	Slide 11: Terminology, Continued…
	Slide 12: Terminology, Continued…
	Slide 13: Terminology, Continued…
	Slide 14: Terminology, Continued…
	Slide 15: T-Codes vs. Programs
	Slide 16: T-Codes vs. Programs, actual examples
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22: Default User IDs
	Slide 23: RSUSR003:  Auditing default user IDs
	Slide 24: SAP System Parameters
	Slide 25: Parameters:  logon behavior (typical SOX)
	Slide 26: Parameters: Password Characteristics (typical SOX)
	Slide 27: Advanced Parameters: Special logon considerations
	Slide 28: Advanced Parameters:  Passwords & IDs
	Slide 29: Auditing SAP Parameter Settings
	Slide 30: Understanding RSPFPAR
	Slide 31: Parameter Documentation from RSPFPAR
	Slide 32: TU02:  Parameter Change Dates
	Slide 33: TU02:  Parameter Changes
	Slide 34: Authorization object
	Slide 35: Authorization object, continued…
	Slide 36: ACTVT
	Slide 37: F_BKPF_BUK & F_BKPF_BLA example
	Slide 38: Authorization
	Slide 39: Profile
	Slide 40: Role
	Slide 41: Typical Access
	Slide 42: BEWARE…
	Slide 43: SUIM:  User Information System
	Slide 44: Ideas for Users by Complex Selection
	Slide 45: Users By Complex Selection Criteria
	Slide 46: Avoid a common mistake
	Slide 47: Roles By Complex Selection Criteria
	Slide 48: Security Change Documents
	Slide 49: Using Access Control?  Audit Considerations
	Slide 50: Security:  What really happens in the background
	Slide 51
	Slide 52: Risk: Production Open for Editing
	Slide 53: SE06:  System Change Option
	Slide 54: SCC4 Review Production Client Lock
	Slide 55: SE38:  ABAP Editor
	Slide 56: SE38:  ABAP Editor - Attributes
	Slide 57: Authority Check
	Slide 58: Review critical programs for changes
	Slide 59: Compare prior versions of code
	Slide 60: STMS: Transport Management System
	Slide 61: STMS > Truck Icon:  Transports
	Slide 62: STMS Transport Contents (double-click)
	Slide 63: STMS Transport Routes Icon
	Slide 64: Review Transports
	Slide 65: Review changes to the transport path
	Slide 66
	Slide 67: Summary of Audit-Relevant Logs
	Slide 68: Change Documents
	Slide 69: To Be Reported on a Change Document
	Slide 70: Change Document Settings:  SCDO
	Slide 71: View Object Class with AUT03
	Slide 72: Reviewing Change Documents
	Slide 73: Table Logging
	Slide 74: Using Table Logging
	Slide 75: Table Logging:  Relevant SAP Notes
	Slide 76: SE13 Table Log Flag
	Slide 77: SCU3 Log File Review
	Slide 78: Security Audit Log
	Slide 79: Using the Security Audit Log
	Slide 80: Example Security Audit Log:  Dump to Excel
	Slide 81: SM19 Configuration (Screenshot from ECC)
	Slide 82: SM19 Detailed Display
	Slide 83: Additional Logs - Discussion
	Slide 84
	Slide 85: S/4 Transition Impact
	Slide 86: Fiori
	Slide 87: SAP Fiori Deployment Options
	Slide 88: Fiori Authorization concept
	Slide 89: Fiori Launch Pad
	Slide 90: Review the Fiori Catalog
	Slide 91: HANA Innovations
	Slide 92: HANA Security Implications – Beyond a database
	Slide 93: New development platform – Classic & Extended Application Services (XS)
	Slide 94: HANA Potential User Interfaces, Administrative & Development Tools
	Slide 95: HANA Privileges
	Slide 96
	Slide 97: The power of auditing ITGCs using SAP tables
	Slide 98: Advancing your continuous monitoring program
	Slide 99
	Slide 100
	Slide 101
	Slide 102
	Slide 103

