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In This Session

Learn how to properly assess Segregation of 

Duties (SoD) and Critical Access risks, while 

avoiding the "transaction code trap"

Understand the controls most important in the 

change control and transport process, including 

the type of documentation typically expected

Review the logs and log monitoring procedures 

that are enough to "get you by," and contrast 

those with the ones that should be in place 

regardless of any regulatory requirements

Explore how key tables and files related to ITGCs 

can be used to facilitate continuous monitoring 

in tools like Process Control
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What We’ll Cover

• A few basics

• SAP security

• Development and change control

• SAP logging

• New Considerations with SAP S/4HANA

• Continuous monitoring of ITGCs

• Wrap-Up
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A Few Basics
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Browsing the vendor master 
file

Key display transactions

In SAP S/4HANA, transaction BP

• Display in BP role:

o “Business Partner (Gen.)” for general data

o “Supplier (Fin. Accounting) for company code specific 
data

In ECC

• FK03 (Central + Company-Code)

• MK03 (Central + Purchasing Organization)

• XK03 (All)
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Terminology

Details on the next slides:

• System

• Instance

• Client

• Transport Path

DEV

Development 

System

QAS

Quality Assurance 

System

PRD

Production 

System

CST

TST

SND

QST

TRN

PRD

INST

00
INST

01
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Terminology, Continued…

SAP System

• A discrete installation SAP software

o Defined set of functionality, configured as a unit

o Identified by a 3-character System ID (SID)

• Architecture…

o Database (physical or logical)

o 1+ application server instances (ABAP / JAVA)

o Central Services (e.g., messaging, enqueue)
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Common SAP System Types

S/4HANA (SAP Business Suite re-written to optimize on the 
HANA DB

ECC (ERP Central Component)

EWM (Extended Warehouse Management)

BW (Business Warehouse)

GRC (Governance, Risk, & Compliance)

Solution Manager (centrally manage configuration)

Portal Systems (JAVA-based)

CRM, SCM, SRM, PLM
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Terminology, Continued…

Application Server Instance (aka Instance)

• Administrative unit of an SAP system providing the actual 
data processing and corresponding services

o group of resources (memory, work processes, etc. 
usually in support of a single application or DB)

• Often used interchangeably with "application server" or 
"server", although not technically the same

• Started, stopped, and monitored as a single unit

• multiple instances for load balancing

• Identified by a host name and a two-digit instance number
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Terminology, Continued…

Client

• Means to logically separate complete SAP functionality 
within a single SAP system

o e.g. QA, sandbox, training on same SAP system 

• Represented by a 3-digit code, unique within the SAP 
system 

• Entire group or corporation typically runs in a single client

• Logically separates configuration and other data

o Client field (MANDT) in most tables

• Limited number of client-independent tables

o Unknown to most users (no entry of client after initial 
login)
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Terminology, Continued…

Transport

• SAP term used for the process of moving configuration 
and program changes from one Client to another (within 
or across SAP Systems)

• Individual change requests aggregated into a Transport 
Request in DEV

o before being moved to a QA and production

• Transport Path defined during intial SAP setup

o governs the rules for how changes can move between 
clients

More on this later
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Terminology, Continued…

Transaction Code

• Also known as a “T-Code”, or simply a “Transaction”

• Calls an SAP program

• First letter often represents the relevant SAP module

• Special Type called a Parameter Transaction:  

o Calls standard transaction with pre-defined values

o Can skip first screen—means to enhance control
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Terminology, Continued…

Program

• Set of instructions written in ABAP/4

• Typically called by a T-Code, but can be executed directly 
by certain functions

• Report program typically has 3 stages

o Data entry

o Processing

o Output
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T-Codes vs. Programs

T-Code 

A

T-Code 

B

Parameter

T-Code

ABAP

Program

<input>

A T-Code is similar to a Microsoft Windows shortcut. It merely calls a 

program.  Programs may be called by multiple T-Codes
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T-Codes vs. Programs, actual 
examples

FK02

OCCK

SAPMF02K

Control Data 

Checkbox

Checked

OT41

<no additional

input>

FF.5

FF_5 RFBASM00
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Special Transactions – Audit 
Usage

Viewing Table Data

SE16N (preferred)

• Some admins may raise security concerns; these are 
unfounded if audit access set up correctly

SE16H (HANA-specific)

• Allows table joins (2 tables)

• Allows summarizing data (e.g., total by doc type)

SE16, SE17 (outdated and much less efficient)

Regardless of transaction used, browsing tables can expose 
sensitive data

Consider what is required, restrict appropriately
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Special Transactions – Audit 
Usage, continued…

Reviewing Configuration

SPRO (highly useful, if not required)

• Time-consuming to initially grant display access

• Many configuration settings can be viewed directly in tables 
via SE16N / SE16H

SPRO at times is easier to interpret than table data for 
certain configurations

• Field status groups

• Data validation rules

• Workflow

Use “Find” to quickly jump to a section if you know words in 
the title

• Tolerance

• Default

• Assign

• Set

• Check
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Special Transactions – Audit 
Usage

ALO1 – The Relationship Browser

From a given document, show all related SAP documents

Note the multiple sets of material documents for the given 
purchase order

Often not provisioned in audit roles (due to lack of 
knowledge about this transaction)
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Special Transactions – Audit 
Usage

The (FREE) Audit Information System

If granted access, AIS will appear in the user menu

Accessed by the SAP_AUDITOR role, or a variation

• Standard role requires cleanup, as it does grant some 
create/maintain privileges (not just display)

Standard in SAP S/4HANA, as well as SAP ECC and SAP R/3
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SAP security
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Default User IDs

Every SAP client has a well-known set of default user IDS

Default SAP clients depend on whether you are running 
SAP ECC or S/4HANA

o *001 goes away with S/4HANA

o **066 no longer needed per recent SAP Notes

Three Default Clients (SAP ECC)

000 SAP R/3 base image.  Used for release changes, updates, and special 

customizing tasks.

001* A copy of client 000

066** EarlyWatch.  Used for technical monitoring by SAP AG.
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RSUSR003:  Auditing default 
user IDs

• Shows default user ID 
status across all 
clients in the SAP 
system

• In addition to not 
having default 
passwords, all IDs 
excluding TMSADM 
should be locked
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SAP System Parameters

Used to maintain configuration over the 
operation of the SAP system

Provide system-wide control over some 
aspects of Security

Several options for applying to SAP 
system

• Globally for all instances 

oSet in the system Default profile 
DEFAULT.PFL

• Separately for each instance

oSet in an Instance Profile

Defined via transaction RZ10
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Parameter How Used

Login/fails_to_session_end Defines the number of times a user can enter 

an incorrect password before the system 

terminates the logon attempt

Login/fails_to_user_lock The number of times a user can enter an 

incorrect password before the system locks the 

user. 

Login/failed_user_auto_unlock Enable automatic unlock of [auto] locked user 

at midnight

rdisp/gui_auto_logout Maximum time (in seconds) allowed between 

input from the GUI before automatic logout.  0 

= not active

Parameters:  logon behavior 
(typical SOX)
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* While most passwords controlled by SSO or active directory these days, consider IDs that can bypass 

Parameters: Password 
Characteristics (typical SOX)

Parameter How Used

Login/min_password_lng Sets the minimum password length.  Values can be a 

minimum of 3, and a maximum of 40*.

Login/password_expiration_time Number of days after which a password must be changed.  A 

value of 0 indicates no password change required

Login/password_history_size Controls the number of passwords SAP stores in password 

history for each user, rejecting new passwords that exist in 

the history file.

login/min_password_digits

login/min_password_letters

login/min_password _lowercase

login/min_password_specials

login/min_password_uppercase

Define the minimum standards for password composition
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Advanced Parameters: 
Special logon considerations

Parameter Risk / What to look for

login/disable_multi_gui_login If = 0, multiple logins to the same client by the same ID are 

allowed

login/multi_login_users Regardless of above, exclusion list of user IDs that are 

authorized to log into the same client multiple times

login/disable_cpic If not using CPIC communications, should be set to 1 (RFC 

communications still allowed, but CPIC will not be)
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Advanced Parameters:  
Passwords & IDs

Parameter Risk / What to look for

login/password_compliance_to_cu

rrent_policy

If set to 0, user password does not need to comply with 

current password rules (if changed frequently) until next 

required password change

login/password_max_idle_initial Time in days between initial password setup or password 

reset and next login before user ID automatically locked

login/password_max_idle_producti

ve

Number of days a user-changed password can be inactive 

before the ID is automatically locked

login/password_change_waittime Number of days required between user password changes
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Auditing SAP Parameter 
Settings

Review key parameter settings via transaction RSPFPAR

• Similar to report RSPARAM that you will find in a lot of 
audit reports, but…

• RSPARAM does not have a standard transaction code, 
and…

• Unless a custom transaction is assigned to call 
RSPARAM…

• Then someone would need to run it via SA38…

o …And as we said…no one should have SA38 in 
production ☺

• Compare values to corporate security policies

Advanced Auditing – Use Transaction TU02

• Able to show changes by date, and changes since 
specified date
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Understanding RSPFPAR

If the User-Defined Value is blank:

• The System Default Value applies

• Otherwise, the User-Defined Value applies
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Parameter Documentation 
from RSPFPAR

Highlight the parameter you are interested in

Goto > Call Tran. RZ11

Click the Documentation
icon
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TU02:  Parameter Change 
Dates
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TU02:  Parameter Changes
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Authorization object

Key security element providing information about what user 
authorizations (credentials) can be checked 

• if referenced by ABAP code or certain other processes, 
then the user authorizations will be verified before 
proceeding

Contains one or more Fields (up to 10), telling SAP security 
to look for a certain data element in the user’s 
authorization

These fields then contain Values, defining the specific 
criteria that must be met

Provided by SAP, but custom objects can also be created
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Authorization object, 
continued…

Within the authorization object, the value of a field often represents specific data or 
range of data

For example, an authorization object may contain the field BUKRS, which represents 
the data element Company Code

• The value for field BUKRS could be a specific company code, such as 1000

• The value could also specified by a wildcard (*) which would be all company codes

Authorization 
Object

Field

Allowable
Values

Field

Allowable
Values

Authorization 
Object

Field

Allowable
Values

Authorization 
Object

Field

Allowable
Values

Field

Allowable
Values

Field

Allowable
Values
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ACTVT

A special type of field contained by some authorization 
objects

The field ACTVT has values which define the type of activity 
a user can perform

The most common audit-relevant values referenced by 
ACTVT include:

• 01 Create

• 02 Maintain

• 03 Display

• 06 Delete

Some activity values are unique to certain types of objects

• 22 Assign is used for security administration
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F_BKPF_BUK & F_BKPF_BLA 
example
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Authorization

A named set of one or more authorization objects that have 
been assigned values

Named
Authorization

Authorization 
Object

Field

Assigned
Value(s)

Field

Assigned

Value(s)

Authorization 
Object

Field

Assigned

Value(s)

Authorization 
Object

Field

Assigned

Value(s)

Field

Assigned

Value(s)

Field

Assigned

Value(s)
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Profile

Defines the authorization(s) that will be granted to assigned 
users

Can only contain authorizations

Composite profiles only contain other profiles

Profile

Authorization

Composite 
Profile

Profile

Authorization

Profile

Authorization
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Role

Allows grouping of one or many Profiles, typically into a job 
function or task

Include at least one Profile

Unlike a profile:

• can be effective-dated

Composite roles can
contain one or many
single roles

• Same effective dates

Role

Profile

Composite
Role

Role

Profile

Role

Profile
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Typical Access

User Master 
Record (UMR)

Role

Profile

Named
Authorization

Authorization 
Object

Authorization 
Object

Composite Role

Role

Profile

Named  
Authorization

Authorization 
Object

Authorization 
Object

Role

Profile

Named 
Authorization

Authorization
Object

Role

Profile

Named
Authorization

Authorization 
Object

Authorization 
Object

Authorization 
Object
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User Master 
Record (UMR)

Role

Profile

Named
Authorization

Authorization 
Object

Authorization 
Object

Composite Role

Role

Profile

Named  
Authorization

Authorization 
Object

Authorization 
Object

Role

Profile

Named 
Authorization

Authorization
Object

Profile

Named
Authorization

Authorization 
Object

Authorization 
Object

Authorization 
Object

Composite Profile

Profile

Named  
Authorization

Authorization 
Object

Authorization 
Object

Profile

Named 
Authorization

Authorization 
Object

Should be uncommon,

but is possible

BEWARE…
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SUIM:  User Information 
System Much of your security audit 

time will be spent in SUIM

The key to where to start 

depends on what you want 

returned (think left column of 

results)
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Ideas for Users by Complex 
Selection

Look up specific user IDs or groups of IDs

• Contractors

• Terminated/transferred employees

See who has been assigned a known sensitive role

Report on who has been granted specific values for an 
authorization object in any of their authorizations

The many options for selections with this screen,

combined with the use of multi-select criteria, makes

this one of the more powerful reporting areas of SUIM 
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Users By Complex Selection 
Criteria

* Note:  This is an 

older view of the 

selection screen to 

show relevant 

options more easily
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Instead of this…

Always use this:

The “Transaction Code” 

section on some SUIM 

screens is only looking for 

the T-Code in a role menu, 

and can miss manual 

assignments as well as 

T-Codes granted via a 

directly-assigned profile

Avoid a common mistake
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Roles By Complex Selection 
Criteria

• Commonly used to find 
roles granting certain 
authorizations of audit-
interest

• Can also be used to 
find “display” roles that 
contain more than 
display authorizations
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Security Change Documents

Last option in SUIM

Useful for comparing the timing of changes to expectations

• Near key dates

• NOT during certain time-periods

Note:  depending on the client where changes 
are maintained, these may be in development 
rather than production
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Using Access Control?  Audit 
Considerations

Appropriate justification for any disabled 
rules?

Risk weightings customized?

Addition of organization-specific rules?

Updated for customizations?
• Transactions
• Authorization objects
• Custom objects used by fields in 

authorization objects
o e.g. document types and movement 

types

Design and operation of mitigating controls

Ongoing process for maintenance
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Security:  What really 
happens in the background
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Development and change 
control
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Risk: Production Open for 
Editing

When initially established, programs and other objects can 
be edited within an SAP System & Client

For production, this violates common change control 
practices

Two “locks” available

• System lock via SE06 “System Change Option”

• Client lock via SCC4
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SE06:  System Change 
Option
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SCC4 Review Production 
Client Lock

• Additionally, review changes to 
the client lock setting during the 
audit period

• What control in SAP would allow 
us to see those changes?
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SE38:  ABAP Editor
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SE38:  ABAP Editor -
Attributes

Authorization group used 

by the S_PROGRAM auth

object

All attributes in table 

TRDIR
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Authority Check

AUTHORITY-CHECK OBJECT 'Z_ABDC' 

ID 'ACTVT' FIELD '03‘

ID 'ZTCODE' FIELD p_tcode. 

IF sy-subrc EQ 0. 

review authorization object

Look for this
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Review critical programs for 
changes
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Compare prior versions of 
code
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STMS: Transport 
Management System

Yes, this same 

graphic is used in 

SAP S/4HANA 2022

LOL
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STMS > Truck Icon:  
Transports
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STMS Transport Contents 
(double-click)
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STMS Transport Routes Icon
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Review Transports

Review transport path in STMS

Review actual transports in STMS

Review changes not started in development

• First 3 characters of transport request indicate the 
System ID of the system where the transport was initially 
created

o Most easily viewed in table E070

o Objects transported in table E071
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Review changes to the 
transport path
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SAP logging



6767

Summary of Audit-Relevant 
Logs

Logging Framework Data / Event Logged Enabled by Default?

Change Documents Master data + accounting-relevant transaction data Yes

Version Management* Repository objects (i.e., ABAP code) Yes

Table Logs Customizing data No

Security Audit Log Security-related events No (ECC) Yes (S4)

System Log System-related events Yes

Gateway Logging SAP Gateway configuration changes and activity No
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Change Documents

About

• Turned on by default

• Can be configured

• Specified tables

• Fields within those tables

• Intended for business data

• But not high-volume transactional data

Common audit uses

• Sample changes to ensure authorized and 
accurately entered

• Look for high-risk changes

• Low-risk data to high-risk data

• “flip-flops”

• Identify abnormal change frequency / timing 
/ user
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To Be Reported on a Change 
Document

The following 3 items must each be in place

1. The field must be related to a Data Element that 
has been marked for writing change documents

2. The field must be in a table that is associated 
with a Change Document Object

3. The change document object must be 
referenced by a relevant change function 
module in the ABAP Code for the SAP 
application program causing the change based 
on the user input
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Change Document Settings:  
SCDO

• BANF = Purchase Requisition

• BANK = Bank Master

• BELEG = Financial documents

• COND_A = Pricing conditions

• EINKBELEG = Purchasing Documents

• FAKTBELEG = Billing Document

• INCOMINGINVOICE = insert best guess ;-)

• VERKBELEG = Sales Document

• PFCG = Role Maintenance (security)
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View Object Class with AUT03
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Reviewing Change 
Documents
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Table Logging

About

• Disabled by default

• Numerous tables set to be logged by 
default 

• (if table logging gets turned on)

• Faulty belief that affects performance

• Addressed by several SAP notes

Common audit uses

• Review when the production client has 
been opened for editing

• Review when posting periods have been 
opened/closed

• Set triggers to notify of key configuration 
changes 
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Using Table Logging

Step 1:  Enable the table logging parameter

• rec/client:  set to the client number of the production 
client

Step 2:  Define the tables to be logged

• Transaction SE13

• Select the table

• Ensure the “Log” flag is set

Step 3:  Review the logs

• Transaction SCU3
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Table Logging:  Relevant SAP 
Notes
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SE13 Table Log Flag
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SCU3 Log File Review
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Security Audit Log

About

• Disabled by default in ECC

• Enabled by default in S4

• Once enabled, can configure what type of 
events to log

• Events categorized by SAP into different 
severity levels

• Some require proactive monitoring, while 
others best left for investigation if an event 
occurs

Common audit uses

• Identify when changes to security-relevant 
configuration has occurred

• Review ID usage

• Look for patterns of rejection

• Logon

• Transaction starts
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Using the Security Audit Log

Step 1:  Set key parameters

• rsau/enable:  Set to 1 to enable security logging

• rsau/local/file:  set the location of the audit log on the 
application server

• rsau/max_diskspace_local:  Set the maximum length of 
the audit log

Step 2:  Define what to log

• Transaction SM19 to definite logging “filters”

• Clicked the detail section to see specific events

Step 3:  Review the logs

• Transaction SM20N
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Example Security Audit Log:  
Dump to Excel
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SM19 Configuration 
(Screenshot from ECC)
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SM19 Detailed Display
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Additional Logs - Discussion

System Log (SM21)

Gateway Log (SMGW)

83



8484

New Considerations with SAP 
S/4HANA
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S/4 Transition Impact

Simplifies the data model (reduction in tables and new 
tables)

Rewrite custom code

Account for new authorization objects

New business functions; Adds and removes transaction 
codes

85
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Fiori

A large and growing library of Fiori mobile apps

Need to account for application catalogs that are available 
(Fiori ABAP system/gateway)

Broad business access within different applications, 
present SODs issues. 

*Screenshot is the copyright of SAP AG. 

Taken from the Fiori library. 

Transactional Analytical Factsheet

Task based Access Insights Search & Explore

Access to tasks with
guided navigation

Visual overview for
KPI related analyses

View essential
information about
objects

Runs on Any DB,
SAP HANA

Runs only on SAP 
HANA

Runs only on SAP
HANA
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SAP Fiori Deployment 
Options

Initial recommendations for Fiori with Business Suite 
deployments was for a standalone front-end server (FES) 
deployment. With S/4 HANA an embedded deployment is 
recommended. 

87

*Illustration is the copyright of SAP AG. 
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Fiori Authorization concept

*Illustration is the copyright of SAP AG. 
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Fiori Launch Pad

Tiles

Fiori Groups
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Review the Fiori Catalog

See how details in the Fiori catalog get carried over to the 
Fiori authorization concept

90

https://fioriappslibrary.hana.ondemand.com/
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HANA Innovations

*Illustration is the copyright of SAP AG. 
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HANA Security Implications –
Beyond a database

*Illustration is the copyright of SAP AG. 



9393

New development platform –
Classic & Extended 
Application Services (XS)

*Illustration is the copyright of SAP AG. 
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HANA Potential User 
Interfaces, Administrative & 
Development Tools

Admin tools

• Native SAP HANA User Administration (SAP HANA 
Studio)

• SAP HANA Lifecycle Management Tool

• LDAP-Compliant Identity Management Server

• SAP Netweaver Identity Management

• SAP GRC Access Control

• Custom applications via SQL

• HANA Cockpit 2.0

Development Tools

• SAP HANA Studio (XS)

• SAP Web-based development Workbench (XS)

• SAP HANA Extended Application Services Advanced (XSA)

Potential User Interfaces

Fiori

• Native applications

• S/4, Business Suite, BW

• SAP Business Objects Explorer

• Microsoft Excel

• Other application via ODBC/JDBC
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HANA Privileges

Privilege Types Applicable To Target Users

System Privileges System, database

Administrative purposes, such as creating schemas, creating and 

changing users and roles, performing data backups, managing 

licenses, etc.

Database administrators

Object Privileges Specific database objects (schemas, tables, views, procedures, etc.)

Used to allow access to and modification of database objects such 

as tables, schemas, triggers, etc.

Technical users

Analytical Privileges Analytical views

Used to allow read access to data in SAP HANA information models 

(analytic views, attribute views and calculation views).  

Technical Users, End Users

Application Privileges SAP HANA XS applications

Used to authorize access to SAP HANA Native XS Applications

Application end users for 

custom developed 

applications. 

Package Privileges 

(Deprecated)

Packages in the classic repository of the HANA database

Used to allow access to work in packages in the HANA database. 

Application and content 

developers (not

recommended)

****Repository roles should be assigned to users rather than standard roles. If a standard role is used, when the grantor of the account is removed, it removes those privileges. 
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Continuous monitoring of 
ITGCs
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The power of auditing ITGCs 
using SAP tables

See how audit issues can be quickly uncovered at the table 
level

Discuss high-value ITGC-related analytics

97
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Advancing your continuous 
monitoring program
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Wrap Up
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Where to Find 
More Information

https://www.sap-press.com/auditing-sap-s4hana_5526/ 

• SAP Press book on auditing SAP S/4HANA (largely also applicable to SAP ECC)

https://www.sap-press.com/authorizations-in-sap_2965/

• SAP Press book on both little-known and advanced security concepts

https://support.sap.com/en/product/support-by-product/73554900100800000266.html 

• Documentation tab > Security Guide to access the SAP S/4HANA 2022 security guide

https://launchpad.support.sap.com/#/notes/2253549

• Link to SAP’s security baseline template, including newest recommendations for security settings, about halfway down the page
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Key Points to Take Home

• Your ITGC audit scope will depend on the audit objectives, 
which can vary widely

• SAP transaction codes are the LEAST reliable ways to 
audit security

• Auditing security in SAP S/4HANA, considering Fiori and 
the HANA DB, is significnatly more challenging than in 
SAP ECC

• Many logging concerns are a myth (at least in 2022)

• Having access to browse SAP tables will make your audit 
much more efficient

• There is not a great out-of-the-box audit role

• Starting with the Audit Information System roles 
(SAP_AUDITOR) can help, although it does require 
cleanup

• Many of the IT audit functions in AIS are still relevant

• You can step into continuous auditing now, and build the 
case for Process Control
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Thank you! Any Questions?

Steve Biskie

Twitter.com/SteveBiskie

Linkedin.com/in/SteveBiskie

Please remember to complete 
your session evaluation.
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