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In This Session

Review some of the most common controls 

supporting financial reporting integrity, and learn 

of typical mis-configurations and how to spot 

them

Understand emerging areas of audit focus, such 

as controls governing price x quantity (PxQ) 

Learn valuable control settings that are not 

enabled by default and often missed by 

implementation teams, including Dual Control 

over Sensitive Fields, Budget Tolerances, and 

Inventory Adjustment Tolerances

Explore how key tables and files related to ITACs 

/ ABACs can be used to facilitate continuous 

monitoring in tools like Process Control
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What We’ll Cover

• The Basics

• Record-to-Report Cycle

• Purchase-to-Pay Cycle

• Order-to-Cash Cycle

• Focus Areas

• Continuous Monitoring

• Wrap-Up
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The Basics
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Overview of Controls in SAP

Inherent Controls

Configurable Controls

Security

Master Data

Exception Reporting and Audit Trails
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Examples of Controls 
in SAP

Logs

Matching

Pricing Procedures

Release Strategy

Recurring Entries

Tolerance levels

Automatic Postings

Credit Checking

Delivery Confirmations

Document Blocking

Exception Reporting

Field Status
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General Risks:  
Configurable Controls

Options not often well understood by implementation team

Many controls not enabled by default

Default tolerances are typically too high for most orgs

Often specific to organizational elements (like company code) or even individual entities (like vendors) 

Challenging for  auditing and ongoing maintenance

By default, can be changed directly in production

Warning messages can be bypassed  

May not apply to customized programs

Requires calling control-related functions in code
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General Risks:  
Security

Challenging to learn and unlike any other system

Default user authentication settings are weak

Many of the SAP roles/profiles provided by a default installation contain segregation of duties conflicts

Administration and maintenance can be extremely difficult when using standard functionality

Organizations can have thousands of roles and profiles

Weak security reporting, particularly re: segregation of duties

Customizations can cause security gaps

In-house developed programs do not have security-checking enabled by default…must be coded by the developer

Require evaluation and possible updates to security settings to account for new transactions, programs, etc.

SAP S/4HANA introduces new security risks not relevant to SAP ECC and SAP R/3
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General Risks:  
Master Data

Standard configuration does not support strong data integrity

Few mandatory fields defined

Edit checks and validation routines on data are limited

Controls are specific to each SAP client, and often:

Company code, document type, vendor, etc.

Errors will affect all transactions referencing that master data

Require strong data entry and maintenance procedures

Duplicates can cause certain controls to no longer be effective

Change reports are generally available, but finding changes to high-risk data elements may be challenging since all changes listed
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General Risks:  
Exception Reports & 
Audit Trails

Finding the right report can often be challenging

Parameters used to generate the reports generally do not appear on the report itself

Training rarely provides details for effective monitoring

Logging must be enabled; can be disabled

Not all transactions create change documents 

No standard exception report of overrides (if allowed)

Report data limited by your security

No visible way to know if report is incomplete
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Remember the People 
Issues

Policies and Procedures

Training

On-boarding

Effective Utilization of SAP Reports

Some of the most common audit issues have little to do with 

SAP, and much to do with improper usage
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Special Transactions – Audit 
Usage

Viewing Table Data

SE16N (preferred)

• Some admins may raise security concerns; these are 
unfounded if audit access set up correctly

SE16H (HANA-specific)

• Allows table joins (2 tables)

• Allows summarizing data (e.g., total by doc type)

SE16, SE17 (outdated and much less efficient)

Regardless of transaction used, browsing tables can expose 
sensitive data

Consider what is required, restrict appropriately
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Special Transactions – Audit 
Usage, continued…

Reviewing Configuration

SPRO (highly useful, if not required)

• Time-consuming to initially grant display access

• Many configuration settings can be viewed directly in tables 
via SE16N / SE16H

SPRO at times is easier to interpret than table data for 
certain configurations

• Field status groups

• Data validation rules

• Workflow

Use “Find” to quickly jump to a section if you know words in 
the title

• Tolerance

• Default

• Assign

• Set

• Check
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Special Transactions – Audit 
Usage

ALO1 – The Relationship Browser

From a given document, show all related SAP documents

Note the multiple sets of material documents for the given 
purchase order

Often not provisioned in audit roles (due to lack of 
knowledge about this transaction)
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Special Transactions – Audit 
Usage

The (FREE) Audit Information System

If granted access, AIS will appear in the user menu

Accessed by the SAP_AUDITOR role, or a variation

• Standard role requires cleanup, as it does grant some 
create/maintain privileges (not just display)

Standard in SAP S/4HANA, as well as SAP ECC and SAP R/3
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Record-to-Report Cycle
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Company Code Setup -
Screen 1

Company codes are defined in the IMG, directly accessed 
via transaction OBY6

SAP provides template settings for many countries

• New:  S/4HANA has the ability to flag company codes as 
templates
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FI:  Company Code Setup -
Screen 2

Important configuration elements include:

• Operating chart of accounts

• Country-specific chart of accounts

• Fiscal year variant

• Document entry screen variant

• Field status variant

• Posting period variant

• Sample account activation

Many organizations forget to mark the CC as productive at 
go-live

• Allows certain deletion and depreciation TCodes intended 
for development/ test to be run
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FI:  Chart of Accounts Setup -
Screen 1

Chart of accounts defined in transaction OB13

Three types:

• Operating COA

o Used to book day-to-day transactions

o CC assignment required

• Group COA

o Used for corporate consolidation

o No direct postings allowed

• Country COA

o Used for country-specific legal requirements

o Elective by CC
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FI:  Chart of Accounts Setup -
Screen 2

Key configuration elements include:

• Length of GL account number

• Whether CO cost elements are automatically or manually 
created

• Group COA

• Blocking indicator preventing GL accounts from being 
created
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• Company Codes

• Charts of Accounts

• Business Areas

• Document Types (FI)

• Posting Keys

Important Configuration:  
R2R

Evaluation Transaction

• OBY6

• OB13 

• OX03

• OBA7

• OB41
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• GL Accounts

• Cost Centers

• Cost Elements

• Profit Centers

Important Configuration:  
FICO

Evaluation Transaction

• FS03 

• KS03 

• KA03 

• KE53
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Closing the Posting Period

Periods between (and including) the first From Per and To Per are open

• All else are closed

Posting period variants assigned to company code

Transaction OB52 allows concurrent editing based on the variant

• F-60 entry across all variants

24
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Defining Important Fields as 
“Required Entry”

Assigned in the IMG

Search for “field status”

The specific fields on 

this screenshot can 

also be accessed 

directly via transaction 

OBC4
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Dual Control Over Sensitive 
Fields

Certain data fields can create can cause 
significant risk, and/or are particularly 
susceptible to fraud

• Bank account

• Alternative payee

• Alternative payee in doc

SAP “dual control” setting places a block 
on payment transactions whenever a field 
defined as being sensitive is changed

• Can only be removed by a user ID other than 
the ID that changed the data
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Account Determination:  
Automatic Posting to Defined 
Accounts
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Data Validation Rules

Powerful functionality for simple-to-complex 
testing of data entry

Defined via transaction GGB0

Example tests may include:

• Verifying that a specific company code is posting to 
only authorized business areas during document 
posting

• Ensuring the general ledger description field contains 
reasonable text (e.g. text length exceeds a specified 
number of characters)

• Checking that entries in excess of expectations for a 
specific account are legitimate (e.g., a multi-million 
dollar entry to reserves for an insurance company may 
be appropriate, but a multi-million dollar entry to 
prepaid expense may not). 

• Warning on transaction postings to accounts marked 
for deletion
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OB32:  Preventing Field 
Changes After Posting
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Audit-Relevant R2R 
Transactions

FS03 – View GL account master

FS04 – View changes to GL accounts

• Environment > Multiple Display 

FB03 – View accounting documents

FB04 – View changes to accounting documents

AS03 – View asset master

S_ALR_87012289 – Compact Document Journal

S_P00_07000008 – Bank Changes (Treasury)

S_ALR_87012342 – Gaps in Document Numbers
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Purchase-to-Pay Cycle
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MM:  Movement type 
screen 1

Defined in the IMG or directly in transaction OMJJ

Custom movement types start with a 9, Y, or Z
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MM:  Movement Type
screen 2

Key configuration elements include:

• Account control

• RevGR despite IR

• Create Sloc. Automat.

• Automatic PO
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MM:  Purchasing document 
type

Defined in the IMG or directly in transaction OLIB

Key configuration elements include:

• Number range assignment

• Field selection key (must be maintained, can be 
maintained, hidden, display)

• Stock transfer flag (auto-adoption of vendor info)
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• Plants

• Storage Locations

• Movement Types

• Purchasing Organization

• Purchasing Group

• Purchasing Document Types

Important Configuration:  
P2P

Evaluation Transaction

• OX10

• OX09 & OMJ1 

• OMJJ 

• OX08

• OME4

• OLIB
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Purchase price tolerances

SAP allows you to establish tolerances upon PO creation, 
that compare the PO item price to the valuation prices 
stored in the material master
• If exceeded, results in warning or error message 

depending on configuration

Ability to set absolute and % limits
• When both limits are defined, SAP will use the lower value

Set in IMG:  Materials Management > Purchase Order > Set 
Tolerance Limits for Price Variance
PE Price Variance
• Tolerance for PO line item price compared to valuation 

price in the material master
• Absolute and % values
• Resulting message no. 207

SE Maximum cash discount deduction
• Tolerance for cash discount % entered on PO 
• % only
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3-way match tolerances

SAP allows you to establish payment tolerances

• Depending on the type of tolerance key:

o upper bounds, prevent overpayment

o lower bounds, prevent underpayment

Ability to set absolute and % limits

• When both limits are defined, SAP will use the lower value

If outside of tolerance, transaction will be blocked and can 
be released by:

• Resolving the condition that created the block

• User with security authorizations allowing the release of 
blocks
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OMRI:  Invoice item quantity 
check

Quantity-related tolerances require that goods receipt 
checking be enabled for invoice verification

• Done by Item Category within company codes

Regardless of the values for quantity-related tolerance 
keys, if goods receipt has not been activated, the tolerance 
will not be considered
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Tolerance keys 

• Established in 
OMR6

• Defined by 
Company Code
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Tolerance key PP

Price Variance

SAP determines the 
difference between 
invoice price and 
order price for each 
item and compares 
this variance to the 
absolute and 
percentage limits 
defined
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Tolerance key DQ  

Exceed Amount 
Quantity Variance

Multiplies the order 
price and the difference 
between:

• what was invoiced and 
what was received (if 
goods receipt has 
taken place)

• what was invoiced vs. 
what was ordered (if 
goods have not been 
received)
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Tolerance key BD  

Form Small Differences 
Automatically

Balance of the invoice 
(Invoice value less PO 
value) compared 
against the defined 
upper limit--SAP posts 
the difference, if under 
the upper limit, to 
“Expense/Income from 
Small Differences.”
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Other keys

AN:  Amount for item without order reference

AP: Amount for item with order reference

BR:  Percentage OPUn Variance (IR before GR)

BW:  Percentage OPUn Variance (GR before IR)

DW:  Quantity Variance when GR Qty = Zero

KW:  Variance from Condition Value

LA:  Purchase order: limit amount

LD:  Purchase order: time limit exceeded

PC: Price variance for contract

PS:  Price Variance – Estimated Price

ST:  Date Variance (price x days)

VP:  Moving Average Price Variance
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Duplicate invoice checking

Set in IMG or transaction OMRDC

Applies to Logistics invoices only (FI invoice check is not 
customizable)

• Reference document number field must contain data, or 
check skipped

• Vendor must have duplicate invoice flag set

SAP will always check for same Business Partner #, 
Amount, and Currency

• Through customizing, can also check company code, 
reference document number, and invoice date
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Dual control over sensitive 
fields

SAP “dual control” setting places a block on payment 
transactions whenever a field defined as being sensitive is 
changed

• Can only be removed by a user ID other than the ID that 
changed the data
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Release Strategies

• Release strategies define 
purchasing limits and flow

• There is a lot of complexity 
in the release strategies

• E.g. if a scenario is not met by a 
release strategy, then anyone with 
relevant purchasing authorizations 
can purchase an unlimited amount 
with that scenario
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Account assignment – key 
settings

Transaction OME9

Goods Receipt and Invoice 

Receipt flags mean each is 

expected

“…Ind. Firm” flag ensures that 

purchasing documents with line 

items related to that account 

assignment category cannot 

turn off the requirement for a 

GR or IR



4848

Browsing the vendor master 
file

Key display transactions

In SAP S/4HANA, transaction BP

• Display in BP role:

o “Business Partner (Gen.)” for general data

o “Supplier (Fin. Accounting) for company code specific 
data

In ECC

• FK03 (Central + Company-Code)

• MK03 (Central + Purchasing Organization)

• XK03 (All)
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Browsing the vendor master 
file, continued…

4

9

Every vendor expected to have 

invoices/payments should have a 

reconciliation account defined

Authorization group can be used to 

determine which user IDs are allowed to 

work with the vendor

Release group is used for release strategy 

configuration
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Browsing the vendor master 
file, continued…

5

0

Payee in Document is 

the highest-risk field 

in ECC, but works 

differently in SAP 

S/4HANA 

Alternative Payee is 

another high-risk field, 

but must reference an 

existing business 

partner
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Purchase Order Display:  
ME23N
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Goods Receipt Display:  MIGO

In SAP S/4HANA, MIGO replaces MB03 as the transaction 
used to display a goods receipt

• Auditors should be restricted to the 03 (display) activity
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Logistics Invoice Display:  
MIR4

Enter the Invoice Document Number and Fiscal Year 

Click Display Document
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Other Key Audit-Relevant 
Transactions

XK03 – Business partner master where role = Supplier

XK04 – Changes to Vendors

• Environment > Multiple Display

(Sales Order, Delivery Document, and Billing document 
display transactions listed earlier)

54
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Order-to-Cash Cycle
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Sales Document Setup, 
Screen 1

Defined in the IMG or directly in transaction VOV8

Provided by SAP, but custom types also possible

• Start with a Y or a Z

Blocking indicators:

• A

o Only automatic creation allowed…no manual creation

• X

o blocked for posting
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Sales Document Setup, 
Screen 2

Key configuration elements include:

• Number range assignment

• Reference mandatory

• Check Credit Limit

• Commitment date

o Not maintained

o Agreed delivery time only

o First confirmation date

o Best confirmation date saved up to now

• Incompleteness procedure

• Delivery block

• Shipping condition

o Overrides customer master file entry

• Billing block
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Delivery Document Setup, 
Screen 1

Defined in the IMG or directly in transaction OVLK

Provided by SAP, but custom types also possible

• Start with a Y or a Z



5959

Delivery Document Setup, 
Screen 2

Key configuration elements include:

• Number range assignment

• Order Required

• Default order type

• Partner Determination Procedure
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Billing Document Setup, 
Screen 1

Defined in the IMG or directly in transaction VOFA

Provided by SAP, but custom types also possible

• Start with a Y or a Z
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SD:  Billing Document Setup, 
Screen 2

Key configuration elements include:

• Number range assignment

• Posting Block flag

• Negative posting flag

• Cancellation billing type

• Cancellation copy requirements

• Account determination procedures

o Cancellation

o Reconciliation account

o Cash settlement

o Payment cards

• Document price procedure



6262

• Sales Organizations

• Distribution Channels

• Sales Division

• Sales Document Type

• Delivery Document Type

• Billing Document Type

Important Configuration:  
O2C

Evaluation Transaction

• OVX5

• OVXI

• OVXB

• VOV8

• OVLK

• VOFA
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Define Credit Checks

Defined in OVAK

Associated with sales order types

Options from strongest to weakest:  DCBA
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OVA8:  Automatic Credit 
Control

“Released documents are still unchecked” section indicates 
behavior if an order that previously-passed credit checking 
is changed

Reactions:

• blank = no message

• A & C = warning

• B & D = error

Can call out to SAP Credit Management (FIN-FSCM-CR) 
using a BAdi
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Extending Credit Checking to 
Goods Issue / Delivery

T-Code OVAD

Defining a credit group for the Delivery Document Type 
extends credit checking past the time of the sales order

• Credit may have changed if time between order and 
delivery is large
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Reference Documents 
Mandatory

T-Code VOV8

Requires reference to another Sales Order document

Default value is blank

Should be changed post go-live for sales order types, 
particularly credits and returns
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Incompleteness Procedures, 
Screens 1-3

Defined in the IMG and various transactions like OVA2

Fields listed on screen 3 show up on the incompleteness 
log

• Those checked with a warning also give a message at 
entry if the field is left blank
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Sales Order > Billing Copy 
Control, Screens 1-3

Copy control configuration defines what Sales Document 
fields are copied to Billing Documents

Set in transaction VTFA
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Delivery > Billing Copy 
Control, Screens 1-3

Copy control configuration defines what Delivery Document 
fields are copied to Billing Documents

Set in transaction VTFL
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Example Sales Document 
Flow

Environment > 
Document Flow
from the main menu of any sales order

Double-clicking on an item goes to that document
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Sales Order Display:  Sales 
Tab:  VA03

Key settings:

• Delivery block

• Billing Block

• Payment Terms

• Pricing date

• Incoterms
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Sales Order Display:  Item 
Overview Tab:  VA03

Key fields on the right (off screen)

• Billing Date

• Account Assignment Group
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Delivery Display:  Header, 
Processing Tab:  VL03N

Key settings:

• Billing Date

• Goods issue flag

• Billing docs flag

• POD Status
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Delivery Display:  Header, 
Picking Tab:  VL03N
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Delivery Display:  Item, 
Processing Tab:  VL03N

Key Settings

• Goods issue status

• POD flag

• POD differences

• Billing Doc status
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Delivery Display:  Item, 
Picking Tab:  VL03N

Key settings:

• Over. Tolerance

• Under. Tolerance

• Unlimited delivery flag

• Picking Status
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Delivery Display:  Item, 
Financial Processing Tab:  
VL03N

Key settings:

• Billing status

• Billing block flag

• Account Assignment Info 
(as relevant)
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Invoice Document:  VF03

Scrolling to the right displays the reference document field, 
containing the delivery document ID
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Invoice Document:  
Accounting Overview

Accounting document flow for customer billing similar to 
flow for vendor invoices
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Key Audit-Relevant 
Transactions

XD03 – Business partner master where role = Customer

XD04 – Changes to Customers

• Environment > Multiple Display

VK33 – Display Conditions

VK13 – Changes to Conditions

• Environment > Changes > Change Report

UKM_MALUS_DSP – Credit Limit Utilization

(Sales Order, Delivery Document, and Billing document 
display transactions listed earlier)

80



8181

Focus Areas
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Commonly missed by 
implementation teams

• Dual Control over Sensitive Fields

• Data Validation Rules

• Inventory adjustment tolerances

• Document type mandatory reference

• Price control mandatory setting

Related Risk / Benefit

• Fraudulent or erroneous entry/change to high-
risk vendor or customer master data fields

• Journal Entry data entry mistakes

• Inventory count data entry mistake

• Erroneous/fraudulent credit memo, return, or 
other adjustment-type transactions

• Inappropriate/inconsistent inventory valuation 

8

2
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Commonly missed by 
implementation teams, 
continued…

• Project budget warnings and error 
messages

• Minimum/maximum useful lives + 
negative deprecation flag

• Evaluated receipts settlement

• Company Code Productive Indicator

• Project budgets exceeded without 
approval

• Asset deprecation erroneously calculated 
due to user input error

• Costly invoice processing for high-volume 
trusted vendors

• Deletion programs wiping out 
accounting-relevant data with no audit 
trail

8

3

Related Risk / Benefit



8484

Other areas of external audit 
focus

Price x Quantity

Key report testing

“How do you know?”

84
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Continuous Monitoring
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The issue: False Sense of 
Reality

Traditional testing of controls often gives false sense of 
reality

• Typical focus on configuration settings and signoffs

• Limited real analysis of business outcomes

Certain business activities can make controls appear to be 
working at the surface level, when in actuality the intent of 
the control is being bypassed

• i.e., creating a PO after an invoice comes in almost always 
means the three-way-match control is met

Focused analysis can quantify exposure for management 
and allow for more thoughtful and fact-based decisions
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Example 1
AP Baseline Date Changes 
(Backward)

Changing the baseline date on an invoice results in a 
vendor being paid faster than normal

• If abused, can be a way to bypass normal payment term 
requirements

By Company Code

Key Discussion Points: Why are 

data changes being made?  Data 

entry or training issues, or 

something else?

By Vendor

Actual results:  Blurred content to protect sensitive client data
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Example 2
Excessive manual removal of 
blocks

The system automatically blocks transactions outside of 
defined tolerances

Users manually remove blocks, rather than resolve blocking 
conditions

Note record 2 below, where a $95 CAD PO line item was 
actually paid out at almost $97,000
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Example 3
ID Sharing

System security ensures the same user cannot perform 
incompatible functions

We spend millions on Segregation of Duties and Critical 
Access controls and monitoring processes…

• …which are effectively bypassed if users are sharing IDs

Actual results:  Blurred content to protect sensitive client data
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Example 4:
Erroneous Sequencing

PO / receipt created after the invoice is received

When looking at frequency by company code, the “problem 
children” become apparent

• Note that this PO/invoice event is only one of many 
similar potential sequencing issues that result in 
controls “working” when they really are not

Actual results:  Blurred content to protect sensitive client data
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Example 5:  Impossible 
Invoice “Document Dates”

The invoice document date is entered at the time of invoice 
entry, and is intended to represent the date on the vendor’s 
invoice

The fact that invoice document dates have been entered 
many years into the future indicates that:

• Basic data validation has not been 
enabled in the system

• Certain manual data quality checks are 
not effective Actual results:  Blurred content to protect sensitive client data
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Lessons learned

• By external audits

• By most internal audits

• By current control testing procedures

Many of these issues are 
likely not being detected

• …but their business impact has deeper implications 
outside of financial reporting integrity

Other mitigating controls 
might keep these from 

being material from a SOX 
perspective…

• Straightforward once one knows what to look for
Specific examination is 

required to detect many of 
these

92
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Navigating to the built-in SAP 
E-R diagram

After selecting a table, the “diagram” icon will show the 
other SAP tables related to this table
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Deconstructing views

The View Flds tab shows the details

• View field is the field name in the view itself

• Table is the table that field is coming from

• Field is the field within that table

• Key indicates whether it is a key field for the view

May need to scroll left on the View Flds tab to see details
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A Note About Accessing Data 
From A Warehouse

Many organizations use SAP BW  as a reporting tool

• If you have access, this is another potential starting-point

• Due to the customized nature of BW reporting, we will not 
discuss in detail

For audit and compliance purposes, consider whether BW is 
the right source for the data you are seeking to assess

• Often summarized (typically does not contain all 
transactions)

• Often cleansed (the “T” in ETL)

• Often only business data (seldom contains  configuration 
or log data)
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SAP Queries

Several in-SAP query transactions

• SQ01 – SAP Query

• SQVI – QuickViewer

Both have ability to:

• Join tables manual

• Leverage SAP logical DBs



9797

SAP Queries, continued

Input and output will behave similar to standard SAP 
reports

Easy way to create simple reports without requiring ABAP 
coding

Security authorizations will determine ability to create or 
execute
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Saving From SAP Is Not 
Always “Clean”

Excel option is actually just a delimited file

Will require 
cleanup in Excel
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Saving From SAP Is Not 
Always “Clean”

Some reports may require extensive cleanup in Excel
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Some Files Are Simply 
Too Big To Save

Limitation in SAP

• Size of download

• Total width of all fields

You will hit this limitation on several highly-useful tables

• ACDOCA (accounting document detail)

• CDHDR / CDPOS (Change Documents)

• MSEG (material movement line items)
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Advancing your continuous 
monitoring program

1

0

1
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Wrap Up
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Where to Find 
More Information

https://www.sap-press.com/auditing-sap-s4hana_5526/ 

• SAP Press book on auditing SAP S/4HANA (largely also applicable to SAP ECC)

https://store.isaca.org/s/store#/store/browse/detail/a2S4w000004KoD4EAK

• Book:  Security, Audit and Control Features SAP ERP, 4th Edition

• While focused on SAP ECC, much still relevant to S/4HANA

Training:  Audit & Security of SAP ERP and S/4HANA

• Contact Steve.Biskie@rsmus.com 

SAP Help & SAP Notes:  Search on the controls discussed in this preso

• http://help.sap.com

• https://support.sap.com/en/my-support/knowledge-base.html
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Key Points to Take Home

Your audit scope will depend on the audit objectives, which 
can vary widely

Many of the most interesting/useful SAP controls (in our 
opinion)

• Are not enabled by default

• Are often not raised for discussion during implementation

• May not be SOX-relevant, but instead provide operational 
value

Having access to browse SAP tables will make your audit 
much more efficient

There is not a great out-of-the-box audit role

• Starting with the Audit Information System roles 
(SAP_AUDITOR) can help, although they do require cleanup

You can step into continuous auditing now, and build the case 
for Process Control
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Thank you! Any Questions?

Steve Biskie

Twitter.com/SteveBiskie

Linkedin.com/in/SteveBiskie

Please remember to complete 
your session evaluation.
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