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If you've attended an SAP conference lately, or even just visited
http://help.sap.com, you know that the SAP product line now goes far
beyond SAPR/3. Indeed, the mySAP Business Suite now includes
several specialized systems, including SAP Supply Chain Management
(SAP SCM) for in-depth supply chain planning, SAP Strategic Enterprise
Management (SAP SEM) for strategic planning and corporate metrics,
and SAP Customer Relationship Management (SAP CRM) for optimizing
customer relationships. While most users genuinely appreciate the extra
capabilities these new systems provide, having more places to go for data
and functionality (and more passwords to remember) can be confusing,
laborious, and frustrating. SAP Enterprise Portal (SAP EP), now in
version 6.0, offers a practical, well-designed solution — a centralized,
Web-based access point to all enterprise applications and documents on
SAP, non-SAP, and legacy systems. SAP EP can even automatically

log users on to backend systems, so they only need to remember one
password. For IT teams, SAP EP offers a centralized, robust infrastructure
for Web applications that helps answer complex challenges like
scalability, redundancy, security, user authentication, external access,

and content and application administration.

For these reasons, SAP EPis fast becoming a strategic, mission-
critical component for companies that have it, and a“ must-have” for
those that don’'t. However, the pressure to get your portal up and
running quickly can yield a short-term landscape design that you'll
quickly outgrow in 6 to 12 months. For example, one portal team on
which | served as a consultant had initially optimized the landscape’'s
network placement for use by the few departments that management
promised would be the sole users of the portal; within six months the
landscape had to be redesigned to accommodate enterprise-wide
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can safely skip this sidebar.

SAP EP 6.0 Portal Components and Configurations

The architecture of SAP EP 6.0 (shown in the diagram below) improves on SAP EP 5.0 through
a new, streamlined architecture (see the sidebar on page 11 for a summary of the differences
between SAP EP 5.0 and 6.0). If you're already familiar with SAP EP 6.0’s key components, you
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There are four major components you need to know about:

1. Portal server: The portal server is an instance of the SAP J2EE Engine, a standalone server for
running Java applications that is included with SAP Web Application Server (SAP Web AS) and
complies with the J2EE standard. The SAP J2EE Engine includes an HTTP daemon (i.e., a “Web

access. Another portal project | participated in
had designed the initial landscape only for internal
employee access, which resulted in significant
changes and increased costs when they needed to
push content out over the Internet to suppliers, cus-
tomers, and external employees like salespeople
and retirees.

Experiences like these have taught me an impor-
tant rule of portal landscape design: The only way

to keep pace with unavoidable, exponential portal
growth without significant cost, rework, and produc-
tion interruptions is to base your landscape design
on adeliberate growth strategy. Thisarticleisthe
first in atwo-part series that will help IT directors
and managers do just that — analyze and antici-
pate your needs, understand your options and

their potential effects, and design a strategic land-
scape that will track your growth and expanding
requirements.
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server”) that enables it to receive and respond to HTTP requests from users’ Web browsers.*
The HTTP daemon passes incoming requests to specially developed application components
(servlets, etc.) that run on the SAP J2EE Engine. These components are responsible for
retrieving a user’s personalization information, invoking and running iViews, connecting to
backend systems to retrieve iView content, and generating the final portal page that the HTTP
daemon delivers to the user’s Web browser.

When explaining the architecture, SAP groups the various application components (or “services”)
that make up the portal server as follows:

Portal runtime: The portal runtime serves as a gateway between the user and the backend
systems from which content is drawn. The portal runtime is integrated into the SAP J2EE
Engine and is accessed via an HTTP-based servlet. The inner workings of this component
are wrapped within the SAP J2EE Engine and are virtually invisible to the portal administrator.

Portal components: The portal components (e.g., Page Builder, portal administration
tools, etc.) retrieve backend content and render personalized portal pages based on the
configuration and user personalization options stored in the portal database.

User Management Engine (UME): The UME allows you to set up user authentication

in a single, consistent way, regardless of which (or how many) systems store your user
authentication data. The UME greatly simplifies portal administration by storing and
managing user information and relationships automatically in the appropriate source systems.
The portal administrator can manage user security and roles without having to know where
they are stored. The UME connects to the user persistence store, which can be any data
source that stores user authentication information.

Portal Content Directory (PCD): The portal content directory is the central storage area for
portal data like iViews, page and role definitions, object relationships, and user personalization

* The SAP J2EE Engine and the HTTP daemon (Web server) essentially constitute SAP Web AS Java (SAP Web AS with the Java
runtime). You will see “SAP J2EE Engine” and “SAP Web AS 6.x” used interchangeably in the SAP documentation. Remember
that SAP Web AS can be installed with the Java runtime (SAP Web AS Java), the ABAP runtime (SAP Web AS ABAP), and both
the Java and ABAP runtimes (SAP Web AS Java+ABAP).

v" Notel

Portal landscapes are highly dependent on the types of applications you'll run in the portal (e.g., required components
and network paths). While I’ ve included some background information in this article for those new to the SAP EP
architecture and content options (see the sidebar above), | strongly recommend that you read the article “ Integrating
SAP Transactions, Reports, and Data into Your SAP Enterprise Portal — A Guided Tour of Your Options, Which to
Use, and When” (SAP Professional Journal, July/August 2004), which covers these topics in detail.

(continued on next page)
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(continued from previous page)

information. With SAP EP 5.0, the PCD is a reference

to the portal server file system, so it is truly part of the

v" Note!

portal server. With SAP EP 6.0, PCD data is stored

in the portal system database, which is usually not
installed on the portal server for a productive instance.
This simplifies administration and allows for greater
flexibility. Nevertheless, since the PCD continues

to be administered with the portal’s Web-based
administration tool, many still envision it as a portal

server component.

The default name of the portal database in
SAP EP 6.0 is PCD. During installation,
however, be sure to adjust the default
database name to something more
appropriate so you can uniquely identify
your databases. For example, you can
name the portal database EPD, EPQ, or
EPP for a development, quality assurance,
or production portal, respectively.

- Connectors: Connectors allow the portal to integrate
with other application servers and enterprise applications. SAP EP provides Web services that
enable communications with such external applications. The Portal Development Kit (PDK),
available at http://sdn.sap.com, also provides tools for creating customer connectors.

2. Portal persistence layer: Usually installed on a separate server, the portal persistence layer includes two
key databases in which the portal server stores persistent user information and configuration settings:

- Portal system database: This database stores data associated with the portal content directory
(PCD), the User Management Engine (UME), and Content Management,** and is the primary

** Content Management, TREX, and Collaboration comprise Knowledge Management, an optional component that can be installed
on the portal server. Knowledge Management provides a document management system, and consists of two parts: a set of
iViews and other components that are installed on the portal server, and a dedicated database that can also be installed on its
own server (the database can grow very large as more and more content is added). Collaboration provides synchronous and
asynchronous methods of communication and can be installed on the portal server. For application-sharing functionality, it is
recommended that you install Collaboration on a separate server, however. The asynchronous portions of Collaboration, like
the Collaboration Rooms, are installed with the standard Knowledge Management implementation and require configuration.
The synchronous Collaboration portions, such as instant messaging, need to be installed separately.

Inthisfirst article, | will show you how to identify
your requirements and | will explain key design
options that will have a significant impact on your

v" Notel

Although this article focuses primarily on
developing portal landscapes for SAP EP 6.0,
you can also apply the discussion to an SAP
EP 5.0 installation if you take into account the
architectural differences between 5.0 and 6.0.
The main differences are highlighted in the
sidebar “ Architectural Enhancementsin SAP
EP 6.0” on page 11.

design. Inthenext article, | will present six technical
characteristics that will drive your portal landscape
design, as well as some sample landscapes that
support common requirement sets. Both parts are
essential to achieving and maintaining a strategic,
cost-effective landscape today and tomorrow.

Nailing Down Your Portal
Landscape Requirements

Determining your most strategic initial landscape can
be tricky because there are many requirements to
keep track of, most of which can have a significant
impact on the “best” design for your implementation.
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database for the portal. It stores information such as role definitions, page-to-role relationships,
personalization data, and more.

- User persistence store: The user persistence store in SAP EP 6.0 can be a portal system
database, an LDAP server, or an SAP R/3 system. It stores user IDs, passwords, and other
user information like email addresses, contact information, and account validity.

3. Text Retrieval and Extraction (TREX) server: The TREX server is a standalone server that serves
as the search engine for SAP EP. TREX can also be used as the search engine for SAP Knowledge
Warehouse (SAP KW) and SAP Customer Relationship Management (SAP CRM). If you have an
existing TREX instance for SAP KW, for example, you may be able to use it for SAP EP if all the
required TREX components are installed — e.qg., the Java client, queue processor, preprocessor,
name server, etc. If some components needed to support portal searching are not installed, you
can add them post-installation by reinserting the TREX disk and following the onscreen prompts.

4. Unification server: The Unification server is an optional, standalone component included with the
SAP EP 5.0 and SAP EP 6.0 CDs. It has its own release cycle, separate from SAP EP — as of this
writing, the current release of the Unification server is 5.0. Unification’s main feature is Drag&Relate,
which enables you to define hotspots on portal pages onto which users can drag and drop values. In
this way, users can quickly display a sales order, for example, by dragging and dropping a sales order
number from an order status list onto a link that says “Display Order.” This action triggers client-side
JavaScript that notifies the Unification server of the number and the link it was dropped onto. The
Unification server then takes whatever action you configure it to take, like launching the Display
Sales Order transaction in SAP R/3. SAP Unifiers are optional, add-in modules that construct the
relationships required to enable objects that you want to be “draggable” in the source application.

Fortunately, I’ ve found a three-step process that sim- 1. First, estimate your current requirements, and
plifies the task: then estimate what they will be at six-month
é Caution!

When estimating future requirements for the portal, in the absence of a predefined scope, assume that the portal
will proliferate. Getting surprised by the growth of your portal can be expensive and labor-intensive. Good ideas
almost always surface eventually, so if customers, mobile salespersons, or the entire enterprise would benefit from
access to the portal, for example, it will almost always happen. To double-check your assumptions, invert the
problem: For each option you don't include in your forecast (e.g., enterprise-wide access, Internet accessibility,
VPN, high availability, high security), document sound business reasons for not including it, like“ our customers
and vendors will continue to use our existing third-party portal, which we predict will continue to be strategic
over the next two to three years.” If you would like to limit the proliferation of multiple portal productsin your
landscape, then now is a good time to make that strategic decision.
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Figure 1 Implementation Methodology for SAP Enterprise Portal Projects
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intervals up to two to three years from now. This
processisillustrated as steps 1.0-1.4 in the portal
implementation guide shown in Figure 1.* The
key optionsfor steps 1.0-1.4 are shown in Figure 2
(we'll discuss these optionsin more detail over
the course of the article). The goal hereisto cap-
ture independent requirement sets at staggered
pointsin time that clearly show how your needs
will change over the next two to three years.

Next, design a strategic landscape for each set of
requirements (steps 2.0-2.2 in Figure 1). These
steps are covered in detail in the second install-
ment of this article series. Note that the remaining
steps (3.0-4.4) areincluded in Figure 1 for your
reference, and are not explicitly covered in this
article or the next since they involve procuring
hardware through go-live. These implementation
details are out of the scope of these articles, which
focus on the planning effort.

path that connects them, as shown in Figure 3.
Asillustrated, the goal isto minimize the over-
al upgrade cost, impact, and effort estimates.
Essentially you' re balancing the costs of meeting
future requirements today (and the risk that your
requirements might change before you reach this
future need) with the cost, rework, and delays
associated with implementing them later.

v" Notel

This three-step process can be used on an
ongoing basis to manage your landscape
design, not just for your initial landscape.

In summary, while this approach will take more
time, designing iteratively with arealistic plan for

the future will yield sustained success that bypasses
many of the growing pains (and redesign costs) expe-
rienced by teams that design purely based on today’s
requirements.

3. Finaly, determine the least costly (and painful)

| developed this simple implementation guide to use on my projects and
to orient client project teams new to SAP EP.
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Figure 2

Five Critical Requirement Areas to Consider for Your Landscape Design
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* This is not an exhaustive list.
For details on all these and other
content options, see the article
“Integrating SAP Transactions,
Reports, and Data into Your SAP
Enterprise Portal — A Guided
Tour of Your Options, Which to
Use, and When” (SAP Professional
Journal, July/August 2004).

** Several vendors offer subscription-
based content like news and
analysis reports, usually via iViews
in business packages available at
www.iViewStudio.com.
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With thisin mind, we're now ready to discuss
each of the requirement areas in more detail. There
are five questions you should ask yourself:

e What types of applications and content will your
portal offer?

e What technical requirements (underlying software
components, hardware, and network bandwidth)
will the applicationsin the portal have?

*  Where will users need to access the portal from?

e What level of availability will users need or
expect?

e What will your approach to security be?

These questions map to steps 1.0-1.4 in Figure 1;
the key options for each of these steps are shown in
Figure 2. Over the next few sections, we'll look at
these key options, and the considerations involved in
answering these questions.

What Types of Applications and
Content Will Your Portal Offer?

While you need not (and most likely cannot) predict
all of the applications your portal will host, it’simpor-
tant to identify the types of applicationsyou’ll runin
order to effectively plan your infrastructure. For
example, will you integrate:

* SAPtransactions or reports via SAPGUI for
Windows (WinGUI), SAPGUI for Java
(JavaGUI), or SAPGUI for HTML (WebGUI)?

e Legacy applications viaa proprietary GUI-based
or Web-based interface?

» Existing intranet or Internet content available by
subscription?

e Business packages from www.iViewSudio.com?

e Existing custom Java or Microsoft applications?

*  One or more Knowledge Management? compo-
nents, for example, to replace or supplement your
existing document management solution?

e SAPEP'sunification functionality to let users
navigate via Drag& Relate?

Column @ in Figure 2 lists these and other com-
mon application types.® Ask your functional team
members to assemble some rough functional phase-in
plans, and to take a preliminary look at components
like Knowledge Management, Collaboration, and
Unification. Asyou'll see, the design and cost of
your SAP EP infrastructure— more so than with any
other SAP system — will be heavily driven by these
requirements, so identifying your team’s current
reguirements and anticipating future needsis arguably
the most important step!

What Technical Requirements
Will the Applications in the
Portal Have?

Thefirst set of software requirements is the portal
platformitself. Asshown in column @ of Figure 2,
there are four areas to consider:

e Portal components: Isthe portal server suffi-
cient? Or do you need the Unification server,
Knowledge Management, Collaboration, or a
Text Retrieval and Extraction (TREX) server for
searching? Be aware that certain business pack-
ages require the Unification server or Knowledge
Management component.

2 Knowledge Management is an optional component that comes with
SAPEP. Anocther is Unification.

® You can find adetailed discussion of your SAP EP content integration
optionsin the article “Integrating SAP Transactions, Reports, and
Datainto Your SAP Enterprise Portal — A Guided Tour of Your
Options, Which to Use, and When” (SAP Professional Journal,
July/August 2004).
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Architectural Enhancements in SAP EP 6.0

[v] Portal server support for Unix: The SAP EP 6.0 portal server runs on Microsoft Windows and Unix,
including AlX, Solaris, and HP-UX. SAP EP 5.0 only runs on Microsoft Windows, so this addition is
welcomed by organizations with in-depth Unix experience.

[v] Shift to a Web server: With SAP EP 6.0, portals no longer rely on Microsoft Internet Information
Server (11S). SAP EP 6.0 now uses a proprietary Web server that is built into SAP Web Application
Server (SAP Web AS). Also, to ease Internet deployment for customers with already-existing
Microsoft IIS or Apache Web servers in their DMZs,* SAP EP 6.0 provides a way to configure
Microsoft 1S and Apache as Web proxies. I'll touch on this option later in the article, and will discuss
it in more detail in the second installment of this article series.

[v] Consolidated persistence: SAP EP 5.0 stores its information in three separate areas — the portal
database, an LDAP directory server, and the portal server file system — and includes a lock server
to safeguard against concurrent access to file system objects in clustered installations. SAP EP 6.0
simplifies the landscape by consolidating all three areas into a single portal database, greatly
reducing implementation headaches for portal architects. The lock server is no longer necessary.

vl Support for read-only access to LDAP directories: SAP EP 5.0 requires write access to an LDAP
directory, causing many companies to needlessly install new, dedicated LDAP servers for their portals
if they would rather not allow the portal to write to the LDAP used for user authentication. This
requirement has been lifted with SAP EP 6.0.

vl Support for distributed user data: With SAP EP 5.0, all users have to be stored in the same
location for authentication. This creates significant hardship for companies with user data spread
across multiple LDAP directories or other databases, and forces many to reengineer their existing
security design. With SAP EP 6.0, SAP has introduced the User Management Engine (UME) and
lifted this restriction: You can now use multiple sources for end-user authentication.

V] Integration with SAP Web AS: As of SAP EP 6.0 SP3, SAP EP officially runs on top of SAP Web
AS Java, version 6.40,** and thus will continue to benefit from enhancements to the SAP Web AS
platform (e.g., Web Dynpro).

* A Demilitarized Zone (DMZ) refers to an untrusted, but protected network area between the Internet and a company’s intranet.

** SAP Enterprise Portal 6.0 SP3 has recently been renamed “SAP Enterprise Portal running on SAP Web Application Server
6.40” to emphasize SAP Web AS as the portal’s underlying platform.

Versions and support packagelevel: Do you applications— you’ll need to run them on a sepa-
need SAP EP version 5.0 SP5? 6.0 SP1? 6.0 rate Microsoft Windows server.* It also means
SP37? Business packagesin particular have very that many of the business packages available for

specific requirements, especially since the portal’s
architecture has changed so dramatically between
5.0and 6.0 (See thes deb_ar above)' For exam[)le’ can host your custom .NET/ASP applications on a Microsoft Internet
SAPEP 6.0 no longer natively supports .NET/ASP Information Server (11S) running parallel to the portal Web server.

4 Alternatively, if your portal server isaMicrosoft Windows server, you

For site licenses and volume subscriptions, call 1-781-751-8799.
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System Requirements for Major Portal Components

One thing that catches many SAP EP teams by surprise is that the various portal components have
different platform requirements. For example, the Unification server requires Microsoft Windows, while
the portal server can run on Unix as well as Microsoft Windows. The following table summarizes portal
component requirements as of this writing:

Portal Server Requires a Microsoft Can run on Microsoft Can run on Microsoft
Windows box running Windows 2000 and 2003, Windows 2000 and 2003,
Microsoft IIS. AIX, HP-UX, and Sun AIX, HP-UX, and Sun

Solaris. Solaris.

Portal Database Runs on both Oracle and Runs on both Oracle and Runs on Oracle, Microsoft

Server Microsoft SQL Server, either | Microsoft SQL Server, either | SQL Server, and DB2/UDB,
locally on the portal server locally on the portal server either locally on the portal
or on a dedicated server. or on a dedicated server. server or on a dedicated

server.

Unification Server Runs on Microsoft Windows only with Microsoft IIS. Folded into the portal
Requires a Microsoft SQL Server running either locally server.
or remotely.

Knowledge Installed on the portal Installed on the portal Installed on the portal

Management & server. Database installed server. Database installed server. Database installed

Collaboration on the portal database on the portal database on the portal database
server. server. server.

TREX Server Runs on both Microsoft Runs on both Microsoft Runs on both Microsoft
Windows and Unix. Should | Windows and Unix. Should | Windows and Unix. Should
be installed on a separate be installed on a separate be installed on a separate
server from portal. server from portal. server from portal.

* Renamed “SAP Enterprise Portal running on SAP Web Application Server 6.40” by SAP.

The bottom line is that if you want to run all of these systems on one box, perhaps as a development
system, you'll need to run Microsoft Windows and Microsoft SQL Server, since these are required by the
Unification server up until SAP EP 6.0 SP2. For production environments, SAP strongly recommends
(and | agree) that you run the Unification and TREX servers on their own boxes, since they are highly
resource-intensive.

SAP EP 5.0 have been discontinued in SAP EP available for SAPEP5.0 (an SAPEP 6.0 version
6.0. In addition, as of thiswriting, the Visual isunder development).

Composer tool for graphically designing custom

iViews using SAP datais currently only fully e Prerequisite configuration: Do the types of
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applications you'll run require specific configura-
tion? For example, does single sign-on need to be
configured, perhaps because you'll run sensitive
applications (e.g., those that access SAPR/3 HR
data)? Or do the business packages you’ll run
support LDAP-based security instead of athird-
party product like Netegrity, for example? While
there won't be many, some configuration prereg-
uisites will affect your portal landscape design or
unearth limitations you' ll need to accommodate
during your implementation.

e Platform-related: As mentioned previously,
whether you choose Microsoft Windows or Unix
for your portal platform (and whether you run
Microsoft 11Sin paralel to the portal Web server)
will determine which types of applications you
can run. But there's another big issue here: Not
al portal components have the same platform
requirements! For example, the Unification
server only runs on Microsoft Windows and
against a Microsoft SQL Server, while the portal
database can run on either Unix or Microsoft
Windows, against either Oracle or Microsoft SQL
Server (see the sidebar on the previous page for a
summary of the requirements of different compo-
nents). Obviously, choosing the right database
and operating system has huge cost, maintenance,
and upgrade implications, so it's important to
include these varying requirements in your plan.

These aren’t the only requirements, however — in
addition to portal platform requirements, many portal
applications and business packages have backend
requirements that teams do not expect. These are also
listed in column @ of Figure 2. For example, the
Employee Self-Service (ESS) business package and
SAP Unifiers each require SAP Internet Transaction
Server (ITS)® in order to access transactions from the
Web, and single sign-on to an SAP R/3 system will only
work with specific SAP R/3 plug-in versions and patch
levels. Not taking these requirements into consideration

® SAPInternet Transaction Server (I TS) is a separate server that Web-
enables SAP systems and is free to SAP customers. It is a predecessor
to SAPWeb AS, and is still arequirement for many business packages
since it includes features that have not yet been integrated into SAP
Web AS.

during the planning phase can result in an expensive
surprise that could jeopardize the project timeline.

Another example of aporta requirement is
adequate network bandwidth and reliability. Portal
performanceis heavily dependent on network latency,®
and is especially important if portal users are spread
across awide geographic area. Consider aportal user
in Australiadownloading a2 MB document from a por-
tal server in California— he or she will quickly grow
frustrated if the network capacity isn’t up to snuff!

In summary, be sure to document requirements for
each of the itemsin column @ of Figure 2 for each set
of applications you wish to run on your portal.

Where Will Users Need to Access
the Portal From?

Will end users need to access the portal from the com-
pany intranet only, or from the Internet aswell? From
which locations, domains, and network segments? Do
you need to change your network layout or place extra
portal serversin different geographic locations or net-
work segments? Asyou might imagine, end-user
accessisacritical driver of your overall portal topol-
ogy (and its cost!).

Common access scenarios include the following,
which are also listed in column ® of Figure 2:

1. Single-location access: Employees can access the
portal internally only, from a single location or
domain within the firewall.

2. Multi-location access. Employees can access the
portal internally only, but from multiple geograph-
ical locations or domains within the firewall.

3. Local/remote access. Employees can access the

¢ At runtime, the portal requests and brings together content from a
variety of systems. Both the speed with which this content is generated
on the source system and the speed of communication between the two
systems affect what users call “portal performance.”
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portal internally, and also externally from the
Internet viaVPN.

4. Collaborative access. Geographically dispersed
customers, suppliers, and other external users can
access the portal from the Internet viaVPN.

5. Pervasive access. Employees can access the
portal internally, and also externally from any
machine connected to the Internet (no VPN
required).

6. Universal access. Employees can access the por-
tal internally, and geographically dispersed cus-
tomers, suppliers, and other external users can
access the portal from any machine connected to
the Internet (no VPN required).

In general, your access regquirements are not a
matter of choice, but rather of business necessity —
i.e., what you can afford. From a cost and complexity
standpoint, these six access options can be grouped
into three categories:

e Inward-facing portals (options 1, 2, and 3):
Inward-facing portals are the least costly and
require the least hardware and know-how, primarily
because fewer precautions have to be taken from a
security perspective. Most companies start with
thistype of portal to gain experience managing por-
tal landscapes and creating and managing content.

Inward-facing portals are easy to outgrow, how-
ever, and companies that take this approach
should have a quick and cost-effective plan for
moving to portal access over the Internet. 1f you
have mobile or remote employees with dedicated
computers, or employees who work from home
and need portal access, providing access to your
portal viaVPN over the Internet is by far the
cheapest, simplest, and safest solution.” Plus,

7 Avirtua private network (VPN) involvesinstalling client software and a
software-based security key on your employee’s desktop PC and aVPN
server in your DMZ (aDemilitarized Zone in this context is a protected
network area between the Internet and your intranet). Employees can
then use the VPN client software to establish a secure connection to your
backend LAN over the Internet, and can access all LAN resources (that
you alow) just asif they werein the office.

VPN facilitates user access to other systemslike
file and print servers natively, asif they werein
the office, so it isamuch more flexible solution
than selectively Internet-enabling individual
applications.

v’ Notel

The challenge of multi-location accessis usually
overcome through network modifications,® which is
almost always much cheaper than adding extra
servers (e.g., portal, Unification, LDAP) in
different network segments. One exception is when
you have several large geographically dispersed
groups, in which case setting up dedicated |local
servers for each group can improve performance
and ease maintenance. For example, setting up
one portal/Unification server pair for the USand
one portal/Unification server pair for the Asia-
Pacific region will usually provide much better
performance and — unless each audience requires
24/7 availability —will allow you to perform
maintenance on the actual production servers
during each region’s downtime.® You'll need to
compare the cost of buying, setting up, and
maintaining extra hardware with the value of
improved performance and maintenance flexibility
(in non-24/7 scenarios).

Outwar d-facing portals (option 4): Outward-
facing portals are the next most costly since

they involve setting up a permanent public link
between the Internet and your internal landscape.
They remain relatively simplein that they don't
need to be accessed simultaneously by internal

For example, inserting routers or gateway's between disparate net-
works, or networks operating on different protocols; connecting two
geographically remote networks viaa WAN or LAN; and performing
network address tranglations to facilitate packet routing can allow
multi-location access.

If both US and Asia-Pacific users used one server, and you have a
single-server landscape, you' d have to set up atemporary substitute
server for use while you perform maintenance and hot-swap them. If
you have redundant portal and Unification servers, a better approach
would be to take each of the servers offline in turn, perform the
upgrade, and reintroduce them before continuing to the next server.
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users. Companies that need to quickly push out
reports or other content to customers or vendors
often choose thistype of access astheir starting
point, usually to catch up to competitors that
already offer an extranet of sometype. Asyou'll
see in the next installment of this article series,
where you place your serversin this scenario
i.e., inyour intranet or in your DMZ* — can have
abig impact on your long-term cost.

v Tip

Remember to provide your support staff with
dedicated Internet access that bypasses the
company firewall so they can access and test
your portal when a customer or vendor calls
with a technical problem.

e Dual-facing portals (options 5 and 6): Dual-
facing portals are the most complex and costly
landscapes to set up and support. A dual-facing
portal isyour only option, however, if you need
to permit access by both internal employees and
external individuals you do not want to have
VPN access to your interna network, such as
customers, vendors, or retired employees who
need to update their address information or bene-
fits enrollment options, for example. 1t'saso
your only option if you have users who may
need to access enterprise data from PCs on which
aVPN client can’t be permanently installed —
e.g., amobile salesperson using a customer’s
onsite PC to quickly pull up asalesreport. He
or she may need the report but not be able to
access the Internet or VPN from behind the
customer’sfirewall.

I’ll present some sample landscapes in the next
article that are capable of accommodating each of

A Demilitarized Zone (DMZ) in this context refers to an untrusted, but
protected network area between the Internet and a company’s intranet.
Firewalls are placed on either side of the DMZ, and servers or proxies
placed in the DMZ talk to intranet-based systems on behalf of Internet
clients, rather than allowing the clients direct access to the intranet.

these scenarios, to give you a clear picture of the
varying configurations required for each.

What Level of Availability Will
Users Need or Expect?

While your initial set of users may be able to handle
downtime for upgrades or maintenance at night or on
weekends, sooner or later you'll probably have to sup-
port 24/7 availability. Some organizations need to
support usersin disparate time zones, for example, like
Eastern Europe and California— each may alow down-
time “at night,” but one user’s night is another’s day.
For others, 24/7 support only becomes relevant when
the portal gains enough popularity and trust to deploy
mission-critical applications. Those that use the portal
only as a point solution, however — to give a handful
of vendors access to an ERP report or let employees
enter travel expenses, for example— may not need to
invest time and resources in high availability.

The good newsisthat if you need it, SAP EP can
be scaled to remove al single points of failure and
accommodate redundancy of all critical components.
It has alot of moving parts, however, each with
unigue failure characteristics and failover options.

I’ll discuss the specific, technical optionsin the next
installment of this article series; for now, it's sufficient
to identify the most common candidates for failover
protection:

e Portal server: The portal server isthe most
important part of your portal infrastructure — it
coordinates access to your integrated source sys-
tems, generates portal pages, and authenticates
users. Your portal will not work if the portal
server fals. If the SAP J2EE Engine hangs
because it runs out of memory, for example, the
portal will become inaccessible (remember that
the portal server is an instance of the SAP J2EE
Engine). If downtimeis costly, | strongly recom-
mend that you consider redundancy and load bal-
ancing (I'll cover these topicsin detail in the next
article). Portal monitoring is also available as part
of the portal administration tools to help determine
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if your hardware is adequately coping with the
stress created by the SAP J2EE Engine.

v" Note!

Although they are technically separate topics,

I'll discuss load balancing (for performance)
together with redundancy (for availability), since
it usually makes sense to load balance redundant
components. You can also operate the redundant
server asa“ standby” server and only activate it
when a failure occurs on the main server. In this
case, load balancing isn’t appropriate, since only
one box will be actively used at a time.

Microsoft SQL Server and Oracle database
servers can each be clustered or set up as hot-
swappable, redundant servers.

& Caution!

It's very important to make sure that the network
path between serversis as robust and redundant as
the servers themselves. |’ve seen a portal go down
because it couldn’t connect to its database dueto a
single, failed network switch.

Web server: Web servers are used differently
depending on your portal version. If you're
running SAP EP 5.0, your portal will rely ona
Microsoft 11S running on the portal server. If you
run SAP EP 6.0, your portal will use a\Web server
built into SAPWeb AS. In SAPEP 6.0, you can
also set up aMicrosoft 1S or an Apache server as
aWeb proxy in your DMZ in order to run any
existing .NET/ASP applications (I'll go into this
in more detail in the next article). The pointis
that in al three scenarios, the Web server must
receive the same level of redundancy as the portal
server — it constitutes a single point of failure,
and your portal won't work without it. Failure
usually comesin the form of the HTTP daemon
process freezing, sometimes due to a crashed CGlI
program.”™ Windows and Unix each have OS-
level monitoring capabilities for detecting server
failures. Ask your OS administrator for details.

Database server: Just aswith your SAPR/3 sys-
tem, the portal’s database server isrequired for
operation. You should always protect your data-
base using a backup strategy that allows you to
quickly restore lost datain case of failure.

% CGlI programs run within (or just outside) the Web server process. Perl

scripts, PHP scripts, the Internet Server API (ISAPI), and the Netscape
Server APl (NSAPI) are examples of CGI programs.

LDAPdirectory server: While an LDAP direc-
tory server may already be present in your infra-
structure as a central user repository, making it the
user authentication source for the portal signifi-
cantly increasesitsimportance. If this component
fails, portal users stored in the LDAP server will
not be ableto log in, so be sure to replicate this
component for redundancy.

TREX server: The TREX server provides

search functionality for the portal’s Knowledge
Management document repositories, aswell asfor
some other SAP functions such as SAP Customer
Relationship Management (SAP CRM) and SAP
Knowledge Warehouse (SAPKW). Technicaly,
your portal will continue to function if the TREX
server becomes unavailable — users will just get
an error when they navigate to the portal search
screen — so many companies forgo TREX redun-
dancy. If you have Knowledge Management
repositories with thousands of documents, how-
ever, searching can be a critical function, so
consult with your functional team when making
this decision.

Unification server: If the portal’s Drag& Relate
features provide valuable functionality for your
enterprise, such as quickly querying certain cus-
tomer information or easily retrieving directions
without having to type in the address, for exam-
ple, you can make sure it stays available by
installing a secondary Unification server in case

16
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the primary server fails. In genera, however,
Drag& Relate is not amission-critical feature, and
your portal will continue to operate without it —
userswill just get an error when they try to drop
an object on a Drag& Relate target.

Application-sharing server for Collaboration:
If your company is using Knowledge Management
Collaboration features like instant messaging, your
portal landscape will include the SAP real-time
server for Collaboration on your portal machine.
Even though these features are installed on the
portal machine, they are independent processes
that must be monitored and safeguarded sepa-
rately. If you need application-sharing function-
aity,” then you will also need the application-
sharing server for Collaboration, which should
always be installed on a separate server due to the
load that it can generate. Collaboration israrely
considered mission-critical, so redundancy
(beyond that gained from portal server redun-
dancy) isoptional.

Theload-balancing server: If your landscape
employs a dedicated hardware-based load bal-
ancer — i.e., as opposed to a software-based bal-
ancer like the Cluster Service built into Microsoft
Windows Advanced Server — you should install
at least a second load balancer in case the first
fails. Thelast thing you want isfor your |oad-
balancing hardware to be responsible for making
the portal unavailable. The load balancers can be
set up in active-passive mode so that the backup is
only used if the first one fails. Companies often
choose a hardware-based |oad balancer when they
have multiple software components to load bal-
ance. For example, awell-sized hardware-based
load balancer can be used for both your portal
servers and your DMZ Web servers.

Asyou can see, there are alot of options and con-
siderations. The goal here isto identify the risks,
impacts, and costs, and to balance the cost of failure
with the cost of prevention. In the next article, I'll

2 Application-sharing functionality enables portal usersto interact

directly with applications running on user desktops.

demonstrate specific ways to achieve these load-
balancing and redundancy regquirements.

v Tip

One great way to achieve a balance between the
cost of failure and the cost of prevention isto
develop service level targets (see column @ in
Figure 2) for each component or feature of your
portal landscape, and align them with their
businessimpact. For example, you might assign a
99% service level to your portal server, sinceitis
required to run a mission-critical application, but
a 75% service level to the Drag& Relate feature

of your Unification server, sinceit’'sless critical.
Thiswill help you direct your energy and resources
to the most strategic areas.

What Will Your Approach to
Security Be?

There are four mgjor areas in which you' [l need to
make decisions about security (see column © in
Figure 2):

e Authenticating users
e Allowing usersto self-register
e Securing system-to-system communications
e |Implementing single sign-on
With the exception of self-registration, changing
your approach after going live can be extremely costly

— make your decisions carefully and plan to live with
your choices for several years.

Authenticating Users

SAP EP bases the portal display (i.e., which menus,
content, etc. to show users) on the portal roles

For site licenses and volume subscriptions, call 1-781-751-8799.
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assigned to the particular user ID. In order to do this,
the portal must identify each user who logsin. You
must therefore establish a user authentication strategy
early on. There are two key decisions to make:

*  Who will perform the authentication
e Where the user IDs and passwords will be stored

The first decision depends on whether you already
use athird-party product like Netegrity SiteMinder,
Entrust GetAccess, or Novell iChain to secure your
intranet resources. If you do, and find it strategic, you
may want to continue using it when you roll out your
portal. Anocther reason to consider athird-party
authentication product isif you need an authentication
mechanism that isn’t supported by SAP EP, such as
token cards.®* When users try to access a portal
resource for the first time, the portal redirects them to
the third-party product’s login page. After authenti-
cating the user’s ID and password, the third-party
product passes the verified user ID (and not the pass-
word) to the portal, so it can retrieve the user’sroles
and personalization data from the portal database.

v’ Tip

Be aware that the choice to use a third-party
product for authenticationis*“ all or nothing” —
once the setting is made, userswill be redirected to
the third-party login page rather than the standard
portal login page. Also be aware that changing
your strategy later can be costly, so think twice
about whether your third-party product will
continue to be strategic for the next two to three
years (at least).

Most companies choose to have SAP EP perform
user authentication if they do not have an existing

% Atoken card is a credit-card-sized device distributed to users. The card
has a keypad on which the user enters akey to unlock the card. Once
unlocked, the token card generates a password that remains valid for
up to 1 minute. Thistype of high-security authentication is common
among financial institutions.

third-party authentication package. In this case, there
are several technical options from which to choose,
including using user I1Ds and passwords and using
X.509 certificates. 1'll introduce these optionsin
more detail in the next article.

The second decision you' Il have to make (if you
choose SAP EP for user authentication) is where to
store user data. SAP EP 5.0 offers only one option—
inan LDAPserver. SAPEP 6.0 offers severa
options, including storing user data within the portal
database itself, in an SAP R/3 system, or in afile
system. Also, with SAPEP 6.0, you are no longer
limited to using just one data store. For example,
you can configure the portal to only store data for self-
registered users in the portal database, yet validate
other users against aread-only LDAP server. This
avoids having to enable write access to your LDAP
directory server (something most administrators are
very reluctant to do).

v" Notel

Most companies use an existing corporate LDAP
directory server like Microsoft Active Directory
Server (ADS) or Sun ONE, and force all usersto
log in with user IDs and passwordsin order to
access content.

I'll cover SAPEP 6.0's technical storage options
in more detail in the next article. The important thing
to understand here is that your decision of who will do
the authentication and where the data will be stored
will affect the size of your portal database.

Allowing Usersto Self-Register

SAPEP 6.0 SP2 includes a new, optional self-
registration feature that allows anonymous Internet
usersto register themselves to gain instant access to
certain low-security resources. Self-registered users

1 Self-registration is described in the next section.
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are granted a default “guest” profile specified in
advance by the portal administrator, and are recorded
in the portal database. If the guest user assigns himself
or herself to a“ company”* during self-registration, a
New User Request prompt will appear the next time
the portal administrator for that specific company logs
in to the portal user administration console.’ If the
user is approved, the portal administrator grants the
specific roles associated with that company to the
user — for example, relevant business analytics and
transactional iViews. If rejected, the user simply
retains a guest status.

Self-registration is particularly useful for
Internet-accessible portals, where you want to
encourage customers and vendors to use your portal.
Some companies creatively use self-registration
internally as well, such as when dealing with external
populations like retired employees.

By default, anonymous login is active as of SAP
EP 6.0 SP2, and the self-registration link is available
on the logon screen upon initial installation. 1f you do
not want anonymous users logging into the portal, you
can deactivate this feature by changing a setting in the
Direct Editing fields within your portal system admin-
istration console.

v" Notel

Portal administrators are only informed of self-
registered users who assign themselves to a
“company” during self-registration. Self-
registered users who don't assign themselvesto a
company retain their guest status indefinitely.

5 A “company” isanew concept with SAP EP 6.0 that allows for collabo-
ration among users by letting them access acommon portal. Companies
are not activated by default. They can be created by the portal adminis-
trator via settings in the user management properties.

5 Client administrators use a specialized Web-based portal user administra-
tion console to delegate users. Deploying delegated administration greatly
reduces workload and is arguably more secure since a company’s in-house
administrator will more easily be able to validate self-registering portal
users who claim to be associated with a company.

v" Notel

In addition to self-registration, be sure to consider
which portal pages you want to make publicly
accessible (i.e., available without logging in).
For example, it'sa good idea to provide links to
technical support, feedback, and FAQ pages off
the login page, so new users know how to apply
for an ID and existing users know where to get
help. You can either create these pages as static
HTML pages on a WWeb server and add links to
the portal login screen, or you can add them to
the anonymous user role created in the portal.

Securing System-to-System Communications

Particularly if part of your portal is accessed over the
Internet, you should consider securing communica
tions between:

e User Web browsers and the portal and Unification
Web proxy servers (Web proxies will be discussed
in detail in the next article)

e User browsers and backend application servers
(if any iViews or GUI applications will directly
communicate with backend application servers™)

e TheWeb proxy server and the portal and
Unification application servers, if they are not
on the same box

e Theporta server and the LDAP server

e The portal server and application servers

e The porta server and the portal database server,

if the portal database is located on a different
machine than the portal server

7 For example, if aniView launches atransaction in SAPGUI for
Windows (WinGUI), SAPGUI will talk directly with the backend SAP
system instead of through the portal. I'll discuss thisin another such
case arising from the use of iView isolation modes in the second install-
ment of this article series.
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Which of these you secure depends on your risk
tolerance and the unique risks your network faces. In
my experience, companies fall into one of three cate-
gories, with which you may identify:

1. Nosecurity: This scenario iscommon among
companies with inward-facing portals that may
or may not be accessed viaVPN. Theinternal
network is considered secure, and users enjoy
maximum performance since none of the links are
secured with any form of encryption. Since VPN
access over the Internet is very secure, users are
free to access the portal using traditional HTTP
instead of with aslower, encrypted protocol.

2. Internet-only security: This scenario iscommon
among companies with outward-facing or dual-
facing portals. All Internet-to-DMZ communica
tions are secured. DMZ-to-intranet communications
are frequently secured for extra protection,
athough thisis not a hard requirement, and
intranet-to-intranet communications are rarely
secured since all segments of theintranet are
considered trustworthy. There is one exception,
however: Since passwords are very sensitive,
some companies gain extra peace of mind by
securing portal-server-to-L DAP communication
(or portal-server-to-portal -database communica-
tion if user IDs are stored in the portal database
and the database has its own server). Thisis par-
ticularly important if the portal server is placed
within the DMZ (I discussthisin more detail in
the next article).

3. High security: Thisscenario is common in high-
security industries like defense and research,
where even a company’sinternal network is not
entirely trusted. One company | worked with, for
example, placed its portal server in one building
while the SAP R/3 and other backend systems
were in another building amile away. Even
though both boxes were behind the firewall, the
company was concerned someone could use a
hardware-based sniffer to eavesdrop on theline
between the two buildings, so this connection
was secured as well as all the previoudly listed
connections.

v" Notel

The goal at this point isto identify whether you'll
need some form of security for each connection.
I'll discuss specifically how to secure each
connection in the second installment of this two-
part series.

The best advice | can give you about securing
system-to-system communications is to consider the
sensitivity of the datayou’ll be communicating, the
risks of each of the previously listed segments (which
in part depend on whether you place your serversin the
DMZ or in your intranet), and how secure you consider
your internal network to be. Your choice will also
depend on your organization’sinternal security culture,
which varieswidely. Generadly, | find that if thereis
high security when entering a company’s physical facil-
ities, then there will aso be high security in their rules
and regulations for accessing corporate information.

I mplementing Single Sign-On

Establishing single sign-on to external applicationsis
an optional, but valuable feature to consider. Single
sign-on suppresses the logon dial og that normally
appears when an iView accesses a backend system for
thefirst time. The backend system logon dial ogs tend
to confuse users since they’ re not sure which user ID
and password to use, and slows their access to data.
For these reasons, most teams decide to include single
sign-on in their initial rollout plans.

It's important to recognize that single sign-on
trades safety for convenience, and requires more
responsibility on the part of usersto protect their por-
tal passwords and log out whenever they |leave their
workstations. For some companies, single sign-on
tips the balance too far. For others, the gainsin
efficiency and user acceptance are well worth the
additional risk.

A reasonable compromise is to activate single
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sign-on to backend applications, but force the user to

log in to access highly sensitive applications. One
way to accomplish this for SAP R/3 transactions
(accessed viaWebGUI) isto write acustom ABAP

“gatekeeper” transaction that asks the user for an SAP

user |D and password before allowing access to the
desired transaction.

v Tip

It's also a good idea to set the portal sign-on
to expire after a short period of inactivity (e.g.,
5 minutes) to mitigate the risk of usersleaving
their workstations unattended.

Web Dynpro for Java, for example? Will you
migrate your existing J2EE and .NET/ASP appli-
cations to run on your new portal infrastructure?®
Also, will you try to minimize custom develop-
ment or encourage the specialization of applica
tionsfor use in the portal? SAP EP offersa
specialized, J2EE-based runtime capable of run-
ning “portal components” written in Java using
either the Portal Development Kit (PDK) in SAP
EP5.0-6.0 SP2, or SAP NetWeaver Devel oper
Studio as of SAPEP 6.0 SP3. Both development
tools are available at http://sdn.sap.com.” Your
decisionto use ABAR, Java, or .NET will depend
in large part on your in-house skills and adminis-
tration experience.

Aswith the other requirements, the goal hereis

just to decide whether single sign-on isright for you,
and if you'll need to prompt users before they are
allowed access to highly sensitive applications. | will
demonstrate the two ways single sign-on can be con-

figured in the next article.

v" Note!

A reasonable level of portal performance and
prevention from unauthorized access are assumed
as design requirements and are therefore not
included explicitly above.

Additional Landscape Design
Requirements

Other important, but peripheral questionsto consider

when identifying your portal requirements include:

e What will your custom development strategy
be? Will you develop custom portal iViews as
ABAP transactions, JavaServer Pages (JSPs), or

v" Notel

Watch for an upcoming SAP Professional Journal
article that will detail your custom SAP EP
devel opment options.
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What isyour administration strategy? Will
you provide delegated administration? SAP EP
6.0 offers several waysto set up the portal mainte-
nance structure for post-go-live support. For
example, you can define separate administrators
for your internal and external portals.

What languages does your system need to sup-
port? You may need to install additional plug-
ins on your backend systems to support extra
languages through your portal. Consult your
system vendor for more specific requirements.

.NET/ASP applications can only be hosted on your portal server if it
isrunning on Microsoft Windows and has Microsoft I1S running in
parallel to the portal Web server.

For more on these tools, see the articles “PDK Installation and
Customization for SSO Access to SAP Systems: Essential Lessons for
Developers and Implementation Teams’ (SAP Professional Journal,
November/December 2002) and “ Get Started Developing, Debugging,
and Deploying Custom J2EE Applications Quickly and Easily with
SAP NetWeaver Developer Studio” (SAP Professional Journal,
May/June 2004).
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Final Tips for Portal Projects

Here are some final recommendations to keep in mind when planning and implementing your portal
landscape design:

V] Set specific goals for your portal implementation and concrete success factors that can be
measured.

Measure adoption rates, gather feedback, and provide incentives for your users to visit your portal
often. One client | worked with added the daily cafeteria lunch menu on the portal home page in
order to drive traffic! In this case, the lunch menu iView was situated right next to some critical KPI
alerts being generated by SAP BW. Other incentives I've seen to drive traffic include iViews that
query SAP BW for reports on the quarterly bonus structure for employees and the monthly
commissions for sales staff.

v Avoid initiating a portal project without executive-level sponsorship.

A portal can potentially touch numerous points in your IT ecosystem — from SAP HR, to SAP SCM,
to SAP CRM. Without executive-level sponsorship, organizational roadblocks can easily stall your
portal project.

V] Keep the portal as politically neutral as possible.

Keep your options open by publicizing your portal as an “enterprise portal” rather than as an “HR
portal,” “CRM portal,” or “intranet portal.” Also, assign ownership to a dedicated, cross-functional
portal team. Letting any one functional group “own” the portal is asking for trouble, since the portal
would inevitably integrate other functional areas in the future.

[Vl Resist the temptation to get your portal up and running as fast as possible.

What will your promote-to-production strategy
be? The SAP EP portal administration tool pro-
vides technical tools for importing and exporting
portal content. You will have to set up some inter-
nal structures and processes, however — like
hand-off procedures and an end-to-end transport
guideline document — to ensure that the trans-

will you evaluate, test, and install these updates
without negatively affecting production users?
How will you advise users of new functionality
or fixes? Will your plan include the ability to
restore your portal, unification, and Knowledge
Management systemsto an earlier state using a
backup? Establishing appropriate patching,

ports are completed and tracked without confusion
or overlap.

How will you upgrade, patch, and scale your

system without affecting existing users? SAP
is constantly working on its products, so updates
will become available at regular intervals. How

upgrade, and recovery processes early and identi-
fying the tools you'll need to support them will
help you avoid costly mistakes made by those
who don't.

Remember, all of these issues are a matter of pay-
ing alittle now or paying awhole lot more later!
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This can lead to disaster. | have seen this tendency with many clients, who skip steps or misunderstand
what they're trying to build and end up with a partial solution. Portal implementations involve much
more than just an installation of the software! The power of an enterprise portal is that it becomes
the single destination for all your enterprise’s applications. Just as MSN and Yahoo! portals keep

you up to date with your areas of interest, your enterprise portal needs to keep you up to date with
information about your organization. Accomplishing this task requires careful and deliberate
evaluation, and a clear strategy for reaching the end goal.

Beware of promising too much from your initial portal implementation.

The key is striking a balance between integrating enough content to provide a reasonable ROI and
achieving a quick win. In my experience, the best approach is to prioritize your content so that the
initial implementation phase contains something intriguing to drive traffic and establish a framework

for growth. Subsequent implementation phases can add content to keep the portal fresh.

] Without relevant content, your portal is just a fancy Web page.

As with any solution, the technology should not be implemented for technology’s sake.

VI A delay is better than a failure.

A failed portal implementation is a lost opportunity, and an unsatisfactory experience can possibly

turn off your users from future use.

[ No single technology is a silver bullet for all your problems.

As you did (or learned) during your other SAP implementations, set reasonable expectations — and

then exceed them!

Conclusion

SAP Enterprise Portal is becoming acritical piece of
the SAP technology |andscape, and portals will soon
become as ubiquitous, and indispensable, as email.
Thusit's essential that portal implementation teams
design even their initial portal landscape for rapid,
unexpected growth, even if their initial plans only
include a single division running a single application.
Another reason for a carefully considered initial
implementation is that portal landscape design
involves several decisions that can be very costly to
change after go-live. For example, if you change
your mind about where to store user authentication

information — e.g., from an LDAP directory to the
database — it may require significant rework to ensure
all the portal users are appropriately loaded into the
database with consistent authentication parameters.

This article has outlined for you the most impor-
tant requirements you need to define — identifying
the applications you' Il run, their underlying require-
ments, user accessibility and availability needs, and
four critical security areas (authentication, self-
registration, communications security, and single
sign-on) — and highlighted some other important
areas like development, administration, and promote-
to-production strategies. Each of these will drive
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your solution, so deciding on these after installation

will actually slow down your implementation! Rizwan Ugaili is an Engagement Manager with
Business Intelligence Services at Rapidigm.

He also manages Enterprise Portal Services at
Rapidigm, and has assisted numerous clients

The next installment of this article series builds
on what you’'ve learned here. It covers the technical
options available to you for designing your portal

landscape, and walks you through some sample land- with their strategic SAP Business Intelligence
scapes that accommodate common requirement sets and SAP Enterprise Portal initiatives and

you are likely to identify for your own portal imple- implementations. Rizwan has been a key
mentation, so that you can hit the ground running speaker at ASUG conferences as well asthe
when you set off to implement your own enterprise SAP BW and Portals conference. He graduated

|
portal. Seeyou then: from the University of Texas at Austin and

received his MBA from Clark University. Rizwan
can be reached at rugaili @rapidigm.com.
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